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=3 75’.'. ﬁlm @ﬁ User Password 5FI] Master Password“

( Master Password (£ R 88FR User Password i A= #H{F
MEiR ) -

ATA Zi5R9ERE 2 H ATA Protocol "Security SetPassword"
rESHTTHEY - 1T Securlty Set Password f§<1# - IR T
REFMEIERBMRETEN -

ATA Password ZHE R _ESMIECERERR A 1E4H L
(FEfw 7 _ERYEIBIAES + S LB D IEH).
A UEE IR E AR AR -

ATA ZBREEBITIAIL ATA oML B EEEAR
1 ATA 152 - MREMAILRIES - FRARIESSS - BF
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B M FErE iR E ATA 128 ?

1.FEMREBIOSh O LUIE &R ( E1FE8LSS - FF5USK - LBA &5
%) o

2.Fh AR EEE A oIFEHN ( 385 ABRT &5z ) -

3. BIOS OJgE B iR R EKE A B EE) & H 48 LB iR 1 28 ﬁ%ﬁu
RE R | EERAARZERDE DOS RN REINIEIRR S

IE - iR $5RRENE + #1 Xbox 1 —fLHY 8 GB Seagate EEE%EKI
R ATAMNZE - £—ikEflE L ARRZE A ol{ER -
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DRSC
[UDC WD1200BEVS-08RSTZ 1 [ 234,441,648] [

LBA:234,441,648 -
FU:08.01608 CACHE:8192KB

Supports: LBA48 HPA AAN DLNC LBA NS16 DHA (UDNAG,MUDNAZ)
SHART: Emabled SelfTest: Supported Errorlog: Supported
Security: high, ON. Size = 114473MB

UARNING: THIS DRIVE IS LOCKED BY ATA PASSUORD
NHDD>

AMHDD'F #7R i8R E

Nz
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#THEATA Command (52 &

— L

DRSC DRDY
[UDC WD1200BEVS-08RSTZ 1 [ 234,441,648] [
Script: DUNP
pta R SR e S SR S
: RESET
: UATTNBSY
: REGS = $45 $0B $00 $44 §57 a0 $80
: UAITNBSY
: REGS = $D6 $01 SBE $4F $C2 $n0 $B6
: UAITNBSY
: CHECKDRQ
: SECTORSFRON = CS.BIN
: REGS = $DS $01 $BF $4F $C2 30 $B0
LINE 10: UAITNBSY
LINE 11: CHECKDRQ
LINE 12: SECTORSTO = 21.BIN
LINE 13: REGS = $DS $01 $BF $4F $C2 $a0 $BO
: Y

Al

2
i 21.bin & 22.bin Mi{E1E 2 LA

my N
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Cerca Inserisci Progetto Visualizza Formato Colonna Macro Script Avanzate Finestra Guida

[E]@ | b o E w0 S B

22BIN x|

0

Y

I A

00000000n: FA
00000010h: OA
| 00000020n: 60
00000030h: 00
00000040nh: 02
00000050n: OB
00000060n: 00
00000070h: 00
00000080n: 00
00000090h: 00
000000a0
000000b0!
000000cOn:
000000dOn:
000000e0h:
000000£0h:
00000100n:
00000110h:
00000120h:
00000130h:
00000140h:
00000150h:
00000160nh:

d e

00 00 01 OE 00 00 00 02 02 00 OF 32 OC CA FA ;
32 0OA 01 41 46 05 01 00 00 20 00 64 00 00 7
02 12 00 22 00 OA 00 00 00 00 00 00 00 00 00 ;
00 00 01 EO 01 OF OF 01 02 02 OA 01 02 00 02 ;
06 01 00 FF FF 02 03 50 01 1E 01 01 01 04 40 ;
00 01 00 00 00 00 05 00 00 00 00 00 FF FF 00 ;
00 00 12 OA 12 00 00 00 05 00 00 00 00 00 1E ;
00 00 00 00 00 00 00 00 4D 00 24 00 07 00 12 ;
00 00 00 OE 00 00 00 00 00 00 00 01 00 00 00 ;
00 00 07 00 01 02 OD 00 00 00 00 00 00 00 00

“ee WDC WD1200
BEVS-08RST2

........ S|BILI
PHMNHGCTR2VHRQUH

e - U>M"-}
Ac@ouzZ®1. >Fx#

¢d*c2Zs. c..E
. ¢I&q.a38X,I-0%

00000170h:

U\.. it..@.€....

00000180n:
00000190h:
000001a0h:
000001b0h:
000001cOh:
000001d0!
000001e0!
000001£0h:

ol

1diag oaua|3| 0JOBY) 00UB|3

WX aloiseg

WONONAWN RO

o4 > 1

| 5l B (0 [0

2 T R
R T T R, TF

4 2
gy (& @ 5B £

Per la Guida, premere F1

Pos: 170H, 368, CO DOS Mod: 18/11/201019:19:42  Dimensione File: 512

INS MA

] UltraEdit ¥JFE22.bin

13

6SSLab



— . RIEEYAL £l
R =1 |

=

ﬁ_i
i

>k

L ot & B
e - =

» 0x137 (RFB{UE 07154 ATA IZEEHK
- dl &R AUser PasswordfE & 22685
. iR B AMaster Password £ 215
- EEFEA B+ HFERIBTSFEE.
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[: Yictoria 4.46b Freeware [12.0 08]

Standard | SMART | Tests | Advanced | Setup | Port 170h Hinte

Vendor | Name/ID | Class | Base | Alt | o ot — N

Nvidia ID 0265* INtATA 01F0 O03F6 SPC* ISEC"“""'V v [ slave

Nvidia ID 0265 IntATA 0170 0376 £22 | dev |1m Ig;,?g altst

Nvidia ID 0266* IntATA 09F0 O0BF2

Nvidia 1D 0266* Int ATA 0970 0B72 r protected area LBA, kb, Mb, Gb, %] [v] EXT

Nvidia ID 0267* IntATA 09E0 O0BE2 BHPa| [ HPA e

Nvidia ID 0267* IntATA 0960 0B62 E—-——-I L—-—-I %Lﬁ",ﬁ 2

 Seek Acoustic management & BAD'er
Pecall

K [0 0| [3aaatear b © Seek L._—_J,;.

O Verify ||
. 0 o
|Limit:]wnuu O Bad!

— Security manager

O Master ® High
® User O Max I beeg

(OpenBIN] | B LBA 48 bit [ recerved
save O SATA dev [v] reset+

22:26:09 PIO access enabled. Base=170h, Alt=376h All[]48

EXT |Passporl

lpassword

22:26:16  PCl Bus Scan... [ ] DRDY
22:26:16  NvidiafID 0265% BUS: 0/DEY: 13/FUN: 0
22:26:16  Nvidia/ID 0266% BUS: 0/DEY: 14/FUN: 0 SCUnE

22:26:16  Nwidig/ID 0267*, BUS: 0/DEV: 15/FUN: 0

v

#/stat| (2 B 5 [ Hier'sBootcD . |[ g Victoria ¥ Clipboard - lfan... | 23 FA | % capture_181120.. [ [ 2226

WVER LAPI10 7 = i 3R RE
15 6SSLab




[: Victoria 4.46b Freeware (12.08.2008) ) ———

Standard | SMART | Tests | Advanced | Setup | O APl ® PI0Port 960h Hinte
I Drive passport: | [ for
Model:  WDC WD1200BEVS-08R... SPU LM [ Custom [ slave
Firmwa... 08.01G08 CaN | ] All dev Igag IEIBZ altst
Serial: WD-WXEX07318797
Disk si... 234441648 LBAs 114473 Mb . Hostprotected area o, kb, Mb, Gb. % ] [v] EXT
CHS: 16383/16/63 8063 Mb RHPA, HPA ﬁl—
SMART: Enabled, Errlog, Selftest E'——'I L——J %‘ &i’;ﬁ SEE
CACHE: 8192k; L/A=ON; Wr=0N; ok
Support: LBA, HPA, AAM, APM, DL... UDMA-6 — Seek Acoustic management & BAD'er Boca
AAM val: 254 Maximum o of [Beaatear b © Seek
APMval: 128 Minimum O Verify
Erase: ~52 minutes IE i D O Reac Beset
Security: ON, High, Locked r——r—'—'
ATA-8:  SATA1, NCQ, PEC, SCT, .. Limit {10000 'O Bad!
% — Security manager
25 Mester © High

= ® User O Max I beeg
LQpen BIHI B LBA 48 bit [ reserved extlpass
save [ SATAdev [v] resetr s password F

| ERR INx [ corfl DROIDRSE WRFIDRDY BUS YN ToNA{ABR Y IDNA] UNCE-SEK] m

22:26:16  Nvidia/ID 0267% BUS: 0/DEY: 15/FUN: 0 .‘;.I []48
22:26:23 ResetOK I DRDY
22:26:23  Getpassport.. OK
22:26:23 | This drive locked by ATA password! iy

22:26:23  Model: WDCWD1200BEVS-08RST2; Capacity: 234441648 LBAs: SN: WD-WXEXD7318797; ...

W
wStalll EN- Hiren's BootCD .. II & Victoria #. Clipboard - lifan... I (3 FA I . capture_181120... I % 2226

A FFE N EEAREE
16 6SSLab




i + Victoria 4.46b Fleewa2.08.2008]

J
“ Standard | SMART | Tests | Advanced | Setup | O APl ® PIOPort 360h Hints
B | Drive passport: | | Fort ||
* | Model:  WDC WD1200BEVS-08R... SPC' IME [ Custom  ~ [ lave BT
| | Firmwa... 08.01608 20| [1Aldev |[a60  [B62  [v] atst sl
T | serial:  WD-WXEX07318797
|
[l Disk si... 234441648 LBAs 114473 Mb [ Hostprotected area g, Mb. Gb, % ] [v] EXT
CHS: 16383/16/63 8063 Mb rrral kaps 1
SMART: Enabled, Erriog, Selftest JL“‘““‘I ‘,}—J l %IBEI\/AMF s
CACHE:  8192k; LIA=ON; Wr=ON; ok
Support:  LBA, HPA, AAM, APM, DL... UDMA-6 — Seek Acoustic management & BAD'er =
AAMval: 254 Maximum [o o [Baaaiear 0| © Seek
APM val: : Minimum O Verify
Securi e
| aTae cQ, PEC, SCT, ... [Limit 10000 * O Bad!
Rt & = 4
— Security manager =
—— O Master ® High
- = ® User O Max I beeg
[OpenBi] | B LBA 48 bit [] reserved |
EXT [|Passpgr -
save [J sATA dey [v] resetr Sfile: pwt F
| ERRE-iX | corf DRI DRSE WRFIDRD Y soe il vl Lonl ABR | IDNALLey BoK ] m
22:27:17  Unlock complete Al 48
22:27:17  Send password from file: pwl. Type: USER level: HIGH ' DRDY
22:27:18  PWD removing complete S
222718 ResetOK sounc JLI
= Wl 18 Getpassport.. OK —
7 i =
4/ stat| [} B 7 [ Hien's BoolCD . || b Victoria ¥ Clipboard - fan... | (3 FA | % capture_181120.. [ [% 2227

R Ih &R ATA Password
a7 6SSLab



Word

Name

Description

00h

Feature

In ATAJATAPI-7 this was the Feature register. Each transport standard shows how the
Feature field is mapped for proper functionality. The transport documents also show
how 28-bit commands are mapped differently from 48-bit commands.

01h

Count

In ATA/ATAPI-7 this was the Sector Count register. Each transport standard shows
how the Count field is mapped for proper functionality. The transport documents also
show how 28-bit commands are mapped differently from 48-bit commands.

02h

03h

04h

LBA

(MSB)  In ATAJATAPI-7 this was the LBA Low, LBA Mid, LBA High, and
Device (3:0) Registers. For many commands this is the address
of first logical sector to be transferred. Bits 47:28 shall be cleared [E:
to zero for 28 bit commands. Each transport defines how these
48-bits are mapped to the appropriate fields or registers.

05

Device

In ATA/ATAPI-7 this was the Device register. This standard includes bits 3:0 of the
ATAJ/ATAPI-7 Device register as a part of the LBA field. Each transport standard
shows how the Device field bits 7:4 are mapped for proper functionality

Command

Bit 7:0 - The command number goes here.

18 6SSLab
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1.ATA Hardware Reset

2.ATA Software Reset

3.Power Reset

4 fus B8
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Pararmeters

Copying | Command to readl HOD power supply | Ermor handling  Loss of readiness | Heads mapl

—Lozz of readines

Jump zize (1.7 0000000 |25E Sector
—Timeout
Waiting for readiness in P10 mode (0.7 00000] I1 nann I
Waiting for readiness in U0 MA mode [0..5000] IEUDD M
“Waiting for readiness after power OM (0..500000) IEEUUU s
Waiting for readiness after Soft Feset (0..50000) |2I:IEIEI s
W aiting for readiness after Hard Reset (0..50000) |'| oaaa s
—Script of actions at lozs of readines
Ikility actions T Sewp | Attempts I 1
Execute script ]
Software reset [
Hardware reset ]
Turmn offfon drive's power ¥
Iitialization []
Recalibration []
Dizable “AutoR elocation' while reading [HOD Rékd] ]
Dizable read look-ahead ]
Drefauilt Reference x Cancel | J Apply

20
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/i Get pid
$£st = proc get status ($proc);
gpid = &=t['pid']:

Swatched = array(Spipes[l]):
fnull = null:
stream_set_blnckingi$pipes[;], falze);
while( ($changed = stream select ($watched, $null, $null, 5)) !== false) {
Swatched = array(Spipes[l]):
if (%changed != 1)
continne;

fdata = stream get contents($pipes[l]):

echo Sdata;
if (preg match('# successful read:\s+[1-9]+\s+s#', Sdata))
{
posix kill ($pid + 1, SIGINT):
exec('killall -= SIGINT ddrescue');
exec('killall -9 blkid'};
echo date (DATE RFC1036) . " - Hardware failure detected! MUST RESET!'\n":
exec('notify-send "Saving data"™ "Hard disk mumst be restarted to continue”
break;
}
}
echo " ... Stoping ddrescue ({&$pid}) ":

fclose (Spipe=s[0]):

22

critical -i system—-shutdown'});
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EfERFAHFS)AEMN—ERE R4 - TEERRMac osEi&aT
iphoneZ& 41w L -

SystemB BRZFADE - KINABLGES -
FETRIOSH A 41E -

UserpBRAFERE - K/NBURIRERER
AR - —fRA15G ~ 31G ~ 64G - X E=FRFHHA
FHEAEE - KZ8Users3 EAIE A 1EED
=% - iPhone3GiR5h - A%&iphone3Gig
BINZEEE -
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$ hexdump -C

Qoooooo00
00000010
00000020
00000030
00000040
00000050
Q0000060
0ooooovao
00000080
0oooo0o0e0

09
e
39
96
Ta
95
Te
bbb
d5s
b

mobile/Library/SMS/sms.db |

7d
99
87
53
17
04
de
ba
de
Z2a

bl
eb
12
cd
32
al
cl
bl
8h
c3

05
3c
39
d3
35
dé
dz
Se
dé
c9

48
af
ed
81
18
2d
b2
2a
3b
11

bl
41
aTe
0d
59
ds
Ba
85
57
£4

bbb
fa
96
fe
fh
ba
30
a7
45
cb

6
o
7d
13
17
bC
e9
a7
dz
£0

65
o1
da
08
la
el
B4
be
76
56

0z
od
bd
6o
o)
ad
bbb
al
de
84

|ﬁ..<.A ....... AR
|9, .9mN\,.}J..J. 1.8
.5....ns 1. ... =

$ hexdump -C

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070

53
10
o[y
00
00
00
00
00

mobile/Library/SMS/sms.db |

51
0o
00
0o
0o
00
2d
oo

do
02
00
00
0a
]
a?
0a

69
02
0o
00
00
00
1f
Qo

74
00
00
00
00
00
0d
00

65
40
ao
0o
00
a0
0o
0o

20
20
00
00
00
00
00
00

29

66
20
0o
01
00
0o
00
ao

6f
ao
00
0o
0o
0o
0o
ao

72
00
00
00
00
00
10
00

74
0o
00
00
00
00
00
00

20
00
00
00
00
00
00
00

33
a0
a0
00
a0
00
ao
a0

00
01
00
00
00
02
00
00

*
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HeiIOS A4 CPUZ Fit%#E, it A bootrom exploit ,ElbRIERE H
EKernel Ei#E12{MINAND Disk Image Dump E2531R7 2.

i0S RfBEN DFU &3l zi2 , & 5 &I Redsnowik
& Redsnow &¥iDFU &= T ftbootrom exploit , 5t v]EEk
ramdisk, FERVERIE FTERAM DISK 7R [H, &g & /L. B

EER T RERYAISE > % {F 1] , ramdisk EH&E5EME |, i0S RiERIT

AR Logo BEEERELTIATI x|

FEE  AYEFEEMEREE.
AgEE HOSSLAB FEEa=thx ,soron {5 » FEEFEREFERATELITR.
FE MIEETRETNES - T/ HENRFET  BFEEEEE -

Iphone 4 (GSM) v

OK Cancel |

31
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iOS iR ATE & Kernel RAM DISKR#1E - FAOI¥ A E 12
%—”‘31’EéUser TEEE T KENHPEAER - AILEEGENEEE
HN$= -

I0S 4218, User 7 EHVEERRINZER - BEEEIEFMHEEEIRY
WA AICESHRBEREEN -

iPhone3G =2E2ANMZERE - BLABN{EiPhone 3GEIEET S
i0OS 4.X - User Eth 2 2BMZER -

32 ) 6SSLab



REEUIN 2 £ & FMkeychain data

= fREADFU ##30 - Tl&ramdiskig 12 Elkey#lkeychain data -

IOSERBEADFUEIN 218 - FM o] LI EE R Usery @12
keychainE{iEFi B E/keys - fEREramdiskE &N &
HAR o] LUESLUMNER ¢

I0S 215 : JAZEBRENBEHERESEES -

Escrowts : MIR{REEZMGENIOSBERENBEL BAIIERE - AREE{RT]
MUN it EEERPERNEscrowts BRmiE B REI B2 AFRE
iOSER & _LAY4E - Escrow fileAY1E IR BAYUUID R @ & -
EscrowtsiIES €&

win xp : %ALLUSERSPROFILE%\Application
Data\Apple\Lockdown\

win 7 : %ALLUSERSPROFILEY%\Apple\Lockdown\

33 ) 6SSLab



M ramdiskZ#H TR NDHEBERERX o] RKEZENE

5

I0SEHIEADFUET 21&. .l Eramdisk 2 NN E,
FIhig - £ 8 HiEE RENZIBRERIER - 12
IS E R R EAUI A FHERTE - WE4AI

M FAEENGE —RAEIELI0RI3077 ZERIRER
FERVEREY -

X

Progress

E
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B CANZER 7

ERERRIRHED

7][I«J.£‘EI’J ) [ £ {8 0
ikey - AEDNE
ZE o IAEROS
nXﬁ%?‘Gm

i
I8 -
% -

E5E PEEE
(E=): 35 R

of _lolx

HEEE
ZZZ usbmux (£ USB over SSH (optional)
= JB exploit &&= Ramdisk
FIER TS
= Keychain-2.db BRI EZZEEE
#=E 105 ST E
3 10S SFHEETER

35 ) 6SSLab



I .ﬂ%ﬁz E%Eﬁé”*fﬁ%ﬁﬁﬂﬂm{’hﬁﬂﬂ T AR

V2 X\ Y llﬁ JIL.

J/win32/itunnel mux.exe --decrypt --wtf
common/WTF.8900 --ibss

common/iBSS.n82 --kernelcache
common/kernelcache.n82 --devicetree

common/DeviceTree.n82 --ramdisk
common/ramdisk-4.dmg

Awin32\ssh.exe -c null -m hmac-md5-96 -p
2022 root@localhost dd

bs=1M if=/dev/rdiskOQs1sl | \win32\dd.exe
bs=1M of=output-file --

progress

26 6SSLab



FHDOSTH:'”*E?,EJ‘ B K

forensic Tools for Windows UBA.2 bheta

thxiPossz lab.com.tw from Taiwan
soron255854Ffhotmail.com soron(;EJI> from Taiwan
http: “wuww_osslab_.com.tw

special thanks Jean.sig and jb security labs

LlJaB l_.xplu_LL_;E (TiEEBootdisk & A
'fjl:‘_ﬁf'l.lﬁh z_..x r"n-.sqh port

BT R Tk
SiosFHAEESEE

IE{T108 §5 5 (% B Ve TR R PR

EEEE R FEFCERIT)

B aEeT % D Feaml JHYEITE:




(B 10S Forensic Tools for W

e lwx python B 2§
iR 1S HixEE DEER

o IE R K& 7 &l 2HRERYZEIR ZZ usbmux {EF USB over SSH (optional)
EF IB exploit £#&(#=5;5F Ramdisk

FRIaRIHERE

£l Keychain-2.db EEIEZFESS
= 105 R E

3 105 RRRETER
HEFFEEERTRREE
REREGEFEERTHRER
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-

B | I0S Forensic Tools for Windows |<:>| |':' =] 22 |

Change Language

Retrive Important Database (Optional)
Retrive Whatsfpp Database (Optional)
Using 1B Exploitto Load Forensic Ramdisk

Brute Force the Pa

Exportthe Important Password Report

ata Partition

DecryptIOS Data Pratition Image

Uid is 1234

Using SSH overUSE, Setup Usbmux (Optional) i

39

HEEIERR

BRI T FF 2 IhRE
BAEEEXEEEREEHE
ZRE RIS IR
R IR AR E AR
Whatsapp :EHEUEZ.

é%SSLab



Witk Z 45 FHIAPPLE IDIE 7f

EIER FHIkeychain. txtZH ol X B EFiOSER
B HIWITIZEFRERY IR 575 Z 85 L RAPPLE ID:

7| passwd txt - ESE

ERF) REE) BRO) WAV |/EH)

T e

Agrp : apple

Passwords
Service : 38B7A7F1-SCE9-40BA-AEO7-BDA6TE0204D7
Account : rer
Password : 0wt
lAgrp : apple
|
|Service : push.apple.con
||Account :
Password : <binary data> : 7c7f5532ef27a72b2c5913e033a8c488e394030a68286ab5¢89e48e0650a18dc
ligrp : com.apple.apsd
l ............................................................
|Service : AirPort
Account : vouth 3f
[Password : It mod
\dgrp : apple
| R e e e e T e e T
IService : AirPort
Account : pci
||Pagsword : TR
|hgrp : apple
lservice : AirPort
lhccount : ayi.tw
||Password : [
||

40

BRO REE #AOQ BEY =RHO

Server : api.openfeint.com:0

Account : kMPOAuthCredentialConsunerKey

Pagsword : t25yU2PdoY ] IVLGE7n lufe

Server :  imap.gmail.com:143
Account @ dtk1111@zmail.com

Password : e

Server : satp.gmail.con:25
Account : dtkl111@zmail.com

Password : P ;

Server : api.openfeint.com:0
Account : kMPOAuthCredentialConsunerKey

Password : DabhQ7br3cDvQEv7rOvjlg

Server : api.openfeint.con:0
Account kMPOAuthCredentialConsunerKey

Password : hPgF iudoSHFyZk7kdYEf3g

Server : api.openfeint.com:0
Account : kMPOAuthCredentialConsunerKey

Pagsword : H3UEVZQSAVODysvAsOKhw
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S fim \ [ XML View
L)
ﬂ/ﬁ I Efﬁ U; /(E <?xml version="1.0" encoding="UTF-£"2>
- N 4’~ <IDOCTYPE plist PUBLIC "-//Rpple//DTD BELIST 1.0//EHN"™ "http://www.apple.com/DTDs/PropertylList-1.0_dtd">

1
2
3 = <plist wersion="1_.0"%
4 = <dict>
El <keyrDerivedEeys</key>
TIRFEZAER
¢/ ~ /1 /"l 7 <key>Zl0l</key>
8 = <datar
3 4nRkLHOmMagIBmzSheGgtw=
10 </data>
11 <keyr2l02</key>
12 = <data>
13 ucgB4a3E5IzWpkvaiHldw=—
14 </data>
A5 <key»2104</key>
o ”,—l—, 16 = <datar
IJE -f!/ﬂ Z ‘ﬁ A 17 dH7rHK4 / GHvs fmAEAL] GHE==
S ¢ Ly 18 </data>
1% <key>ZZ0l</key>
20 = <datax
21 QiLOTyHDg/ CVvg/ WEGEET=—
g zz </data>
ke /IStS 23 <key>2202</key>
L4 24 = <data>
25 vekiDTZIdazZ04WDERSBLO=—
26 </data>
° _‘_n M 27 <key>2203</ key>
_— 2B = <datax
I O S nx Eg E S C rOW z3 45RBgsTbhwIRcaPDulosti==
20 </data>
21 </dict>
32 <keyrEffaceableStorage</key>
5 33 = <datas
E a4 20wORADFHGUIXROFCIBONLIQLF/ 4/ 554 ImgCrDpygBVN IRt ZPONETR50ZdE64J592aThsE
35 8qtghGJIRZ0aCalwolH]11aB8TeE18J3CoTEEdhyeSRZWHFWi 403639 rvQHEA+HYEyERvrmP
38 CTQedRzRalwkACFETeUghR a2 Tn0E JePgUHEwT L 1leZhENT £/ FEgneEPEsalbhIJZaxnBr
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ifo=ﬂ:—1=’ﬁfﬁ’JAFC Aépple F
Connectlon) ik F% = iEiPod (2001) B 4%
MmAN,EIHFES usbmux

R EEIETVE HIOS RENEMRA %A AFC2

RE
A7 RE(E RS,
AFC2 E1{&rX

/System/ Library/Lockdown/Services.

? list .
270 root #ERR
a2 6SSLab



IOS REHBEAEBERARERNESREA

o] DI AFC E#2#HY iOS E{E 15 = #E R 1 B #H 5 2 iS5 th ##4
FTHAEEZEMNEAERESR
/private/var/mobile/Library/AddressBook — #&zfl &F
/private/var/mobile/Library/CallHistory — ##&EsCi%
/private/var/mobile/Library/SMS — &2
/private/var/mobile/Library/Calendar— HE

EA#EE AFC2 IRFZF S B ENRLE), AR EERSMEcydia EH .40
openssh server B E{Zriroot passwordtll £

oI ERARCAS BEREIOSEK B A B & &
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sms.db PEFRINEREHIHE - oI sqllite L

I=4=7 5

NEW° e E o B W

[ Datadase Structere

Tidle: [nessage

D D NI e W N -

-
P

address

+886972561894
+866926878451
+886972561894
+866926878451
+886972561894
+866926878451
+886972561894
+866926878451
+886972561894
+866926878451
+886972561894
+886972561894

WM NN ae0N

A e s e we e
N N AW N - O

A2d

1 = 1S of IS

-

Brovse Date | Execute SAL |

,U\.‘ 1!« Bo«rd] [“icto Racord

A=

date

text Aags
1R ] 1ok L HETE
1323500652 EMET?
1323500718 EFEZWEH?
1323500799 AR?
1323501017 10R:S

Type of dats currently in cell: Text / Beaeric
44 chwrs
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£ /private//var/wireless/Library/CallHistory ’AY

call_history.db F
sqllite ]

BEE

AEIE R SRERRRCEE | ATLARE

Table: ’n::all "’] |O\| Hew Record ] ’Delete Record
ROYID address date duration flag=s 1d name
il_l 1| +86151T232074T 1323793499 456 3 -1
2 2 15172320747 1323796301 128 4 -1
3 3| HEBISITZIZ0T4T 1325798855 3509 3 25
4 4 15501165963 1325801073 2376 5 54
5 5| +8615221580201 13255845470 29 5 47
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AddressBook.sqlitedb FME R FHRVEN iR - TTLL
F sqllite TEAZ&E

O o |8 e o

Nz

B
o

Databa=ze Structure | Erowse Data | Execute SEL |
Table: [ABMultiVelue "] [Hew Record ] [Delete Record]
ecord_id property identifier lahel wvalune o

1 1 1 |:
2 2 3 ul 1 13903527544

3 3 3 a 1 +3613083065102

4 4 3 u} 1 15104045111

5 =1 3 a 1 13517299442

& =} 3 u} 1 13306669335

T T 3 a 1 15821216138

g = 3 u} 1 135371085265

g =l 3 ul 1 155872123792

10 10 3 a 1 135159636351

11 11 3 u} 1 153621360376

12 1z 3 a 1 13545295312

13 13 3 u} 1 +8615021009T15

14 14 3 ul 1 13599399555

15 15 3 a 1 18802108331

16 16 3 u} 1 13971349515

1T 1T = n 1 1maTesTOnAS]
' N 6SSLab



fx /private//var/mobile/Library/Calendar
Calendar.sqglitedb fgF

IRFERFIIEERE |, AJLF

BEE

sqllite

Mew Rocord | [Delete Record

7] (@]

Table: [Evvo_:}‘t_

sunmary location deseription start_date
1 190, R {tF | 3s085720¢
S

' Inport | | Export |

£
Type of data cwrently in cell: Text / Fumeric
2 chars ‘

-~
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£ /private/var/mobile/Library/Safari TH
Bookmarks.db fRi5EMEzRAIE % - oL sqllite T
BEi]|HESR

itructure | Browse & Search | Execute SQL | DE Settings |

TABLE bookmarks [Searchl{ﬂ)] [ Show Al ] Add (&) ] [Duplicatel{E)] [ Edit (E) ] [Deleteu:g]
id special... parent  type title url num_ch... editable®
12 lo |11 |1 |yamaha | E |1 -
13 |D | 12 |D | &S SEHEE | http:/fwww khsmusic.com.tw/index htm |D | 1
14 o |12 o |hEnEess 2 |http:/fannw.khsmusic.com.tw/index htmSyncld=8E5D... |0 |1
15 lo |12 lo | L=EERTES H17 |http:/famaw yamahapiano.com tw/frame7 htm lo |1
16 lo |12 o |LEEsErEs | http:/fwwwyamahamusic.com.tw/Syncld=567FIEES-... |0 |1 [
17 [ |12 |0 |HEZALESEREESSEYE | http:/ /e yamaha-mf.org.tw/Syncld=DOB9ESES-67... |0 |1
18 |{]' |12 |{]' |M§¥E§ﬁiﬁgﬁ |http:fhmv.yamahamusic.cnm.hv,.-" |{I' |l |
19 lo |12 o |HEEALESEREESSEY |http:/fwwwyamaha-mf.org.tw/ lo |1 3
20 o |11 |1 |& | E |1
21 o |20 o |FTTER NS | http:/www hsps.he edu.tw/ o |1
22 o |20 o |¥,ﬁﬁ@E:Juﬁﬂ 2 |httpm~n.~m hspcs hc edu tw,.-"SyncId 41512303 EDH" 5...|0 |1 m
— I~ I~ I~ | vitn ol Mo 2o ——DmEm L BT T la
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History.plist SR El L&A SR B R B - HIZF

o= ABIolfIRERM

tfdict>
dict>
<keys></key>
<stringshttp://www.google. com. tw/url ?sa=t&amp; source=web&amp; cd=4&samp
<key>D</key>
LArravs
“integerrl</integers
</arrays
cheyrlastVisitedDate</ keys>
Z3tring>362113495.9</string>
ckeyrredirectURLs</ key>
CArTray>
<ztringrhttp://iphoned. tw/forums,/showthread.php?t=181818</=trin
</arrays
ckevyrtitle«/ keyr
<string>[HEN) fF{EHT  BEE-AIREEREEET I ERAFERE 2 2</ string>
<keyrvisitCount</ key>
<integerxl</integers>
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£ /private/var/mobile/Media T8 DICM 7
photo P73 RIRFHER R FtEMMtE - oJEETHEE
S EFEHMPDFE

£ /private/var/mobile/Media/Books B # 1R
F% epub BN EFEM PDF 18 - I EZITHAE
S ixE1E

£ /private/var/mobile/Recordings F{RF=E %
meviEEE - o IEETHE
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2012-01-08 17:25:30 =
2012-01-08 18:55:21 e o BT 7
2012-01-09 09:56:00 - Hiut?
HEH (B FhEAY TRy SMEEIEIREH -y
2012-01.09 09:58:37 e ~ HHR + (BEERRTRIMEY ntfs 253030 HHEARRY » AMEEIEIIH THE RS 4

2012-01-10 21:37:48

2012-01-10 21:46:04

2012-01-10 23:15:22

2012-01-10 23:17:39

2012-01-10 23:17:51

2012-01-10 23:19:20

2012-01-10 23:20:12

2012-01-10 23:25:24

2012-01-10 23:39:08

3 RTERCIERISEN ©

G6 {I)57 E3: 55 ERAE iscsl +

S ~z"'<f~.a—ﬂﬂusb“I R Befii—{H60ghELY
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BESAI0S ENREFZ TN E Windows T LIFIEE, MR EEEETE
embedded system_ET {E.

= O IOS TEIEEMm LA ES (BRI embedd system )
TE"ZE"R AAMEEEIEEEERNMBENLEE - B - EEHA -
whatsapp s Eembedded BEBM

e — il LRl Bss ] F R E RS R A RCER -

SEERNETERMBRTCRERE
I8 3 78 6o THER 60 BUaR

AT 0 E SRR RES
REME E LT RS
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libiphone
libusbmuxd

A EBRIER D T2 VRS, BRE A R IE
MR http://www.osslab.com.tw/ £%&
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