SuperFoxy

Pwning The Chinese P2P Network
B AMBAEAP2PH IS



About Tsung Pei Kan

Graduated from Central Police University . He likes to study about
Kernel and Reverse Engineering. He is interested in the subject of
Computer Forensic. He's working for National Police Agency now.
Besides, he is also the docent for Taiwan Network Information Center.
At the beginning of last year he developed a scanner based on
behavioral analysis call "NPASCAN", it can detect and exam the
unknown malware very quickly. The most important thing is you can
free download from the NPA website.
Special skills:
Windows System Programming
Malicious Software Analysis
Software Reversing
Computer Forensics
Experience
National Police Agency (NPA)
Information Department
Criminal Investigation Bureau (CIB)
High-Tech Crime Investigation Center
Information Department

SecureGovV

FORUMINDIA



About Foxy P2P

Foxy is a Chinese P2P software which is
popular in Taiwan, China,Hong Kong and
Macau.

It is based on the Gnutella and G2 architecture.
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Data leaked into Foxy network (HK)

t SRFEOMMENY: SE38E FOXYSHRMLE, 2011FE108230.
+ EEAE: SEBE FOXYEHMIEE, 20115108230,

t 30 31 FoxyigE TR EE LT HRRBEM RS SRHE2E T, B\, 2008E58290,
t Sandbox &’

t BH$R: FOXYEI(EHETHE ENYFEM SEHERH —WEn &

t BA$R: E5HETIEER (200858260 F

t ERmEH: EHEES S TEAR, ¥2008FE5827H.

t EREH: AMEREBBEt 8 TR, 2008E5H8H

1R : ABBERSENE STRRGEETHER RiEFoxy LH ¥, 2008&E588H

t MROH: EWERROEIMNEY, 20086E5827H,

t EREH: BEN LE BH=AF, 200898118

t A E#H#: FoyXEMBERERMNSXHEE, 2008595308

t ERE#H: EpRBATSEENAESF, 200052880,

t EREH: FUAMTEMSEARTHSAESE, 2009F288H,

t EREH: REFME REESRE Y, 2000625158,

t BER: EEREHEEFOXY S F, 200053878,

t BEER: WREBETEFOXY IEEMMERETRE Y, 20004570,

t EREH: SiTHELEE REEEMAY, 200084878,

t ERE##H: EEFR4ENEFoxysht ¥, 2000512830,

t FREEH: FoyAEREREEN HETHRS ZE-SERT, 2011548290,
t AREEH: BRSNS AthiEEEY EXEEER T, 2011E78196.

t MEEH: SHNNE EEROESRMEBL B FOXYEN BRESLEETART, 201158890,
1 B REERIRIKEF, 2011F10818H.

t EREH: ¥EREZRAKET, 20115108230,

t EHEE (&%) : FOXYHEERseE almARE T, 2000545168,
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Foxy P2P Ul
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Honey P2P Ul
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Getchaman
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Foxy = HoneyP2P = Getchaman

Although they have different Ul, these clients
join to the same P2P network.

Do not think that you did not install foxy, so
your data will be safe.
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Tax form leaked from home users
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The challenge of audit Foxy network




Foxy P2P network architecture




How does foxy connect to P2P network
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2) » W8S USER connects to of the Foxy
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returns a peer .
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The peer (3)
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59.39.71.220 to the USER each peer
59.39.71.217
59.39.71.219 >
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GWebCache Server (bootstrap)

€ C A © 216.18.206.17:2108/gwc/cgi-bin/fc?get=18net=tfoxy&cl
@ #aHE O aboutblank (O Andriod ([ Security (I Forensics (0 CodeReview ([

HI125.225.1360.12:22031|£1
HI203.73.34.190:1123%|13
H|114.47.250.77:19413|3
HI21B.162.102.214:4230| 22
HI122.100.72.210: 24228 | 28
H|1.175.1.68:10817 |26
HI111.184.172.217:5024|15
H|1£2.118.188.150:59447|7
HI122.100.248.217:0012 |23
HI114.39.12.75:428B7|26
H|124.155.190.48:984%9(|10
HI1£3.0.239.99:3373|7
H|114.47.170.51:12428 (|16
HIZ218.170.102.174:19292 |25
HI119.247.98.114:21819|259
HI183.179%.113.86:24509|11
Hiel.225.23.37:9431 |26
HI5B.1532.26.193:13763 |26
HI114.27.208.16:33060] 260
H|111.242.40.64:18803(30
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Foxy handshak (SYN)

GNUTELLA CONNECT/o0.6

_isten-IP: 61.57.116.229:24499

Remote-IP: 203.185.52.200

User-Agent: Foxy 1.8.6.0
Accept: application/x-gnutellaz
X-Ultrapeer: False
Accept-Encoding: deflate

E X-Auth-Challenge: KxElu1Q }
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Foxy handshak (SYN+ACK)

GNUTELLA/0.6 200 OK

Listen-IP: 203.185.52.200:7952
Remote-IP: 61.57.116.229

User-Agent: Foxy 1.9.10.0
Content-Type: application/x-gnutella2
Accept: application/x-gnutella2
X-Ultrapeer: True

Accept-Encoding: deflate
X-Auth-Response: RhXb6zCg5Yss
X-Auth-Challenge: 3H5HtDHD \
-Try-HUDS: 21G9.78.62.158:10 2010-10-
03715:37Z,111.249.145.101:18218
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Foxy handshaking (ACK)

GNUTELLA/0.6 200 OK
X-Ultrapeer: False
Content-Type: application/x-gnutella2
_Content-Encoding: deflate
- X-Auth-Response: PLHIJxl7zcKU

Using custom Tiny Encryption Algorithm (TEA) and
Baseb64 algorithm.

Foxy is a closed Gnutella P2P network
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Use a different key to handshaking

de_foxy.cpp x

0. . ..y 10 200 30 40 50 B0 W70 B0,
222 | if ( a2 <= 8 )
223 a2 8;
224 v4 = (int)malloc(2 * a2 + 1);
225 L ('v3 €°8")
2260 |
227 | * (DNORD *)v4 = 0;
228 *(DWORD *) (v4 + 4)
229 |
230 memcpy ( (char *)v4, al, 4 * (v3 >> 2));
231 v6 az2;
232 memcpy ( (char *)(v4 + 4 * (v3 >> 2)), (char *)al + 4 * (v3 >> 2), v3 & 3);
233 sub 49F4EA( (const char *)v4, v6, (char *)v4);
234 char key [] = {0Ox5F,0x85,0x5E, OxBF, 0xC9,0x18, 0xB9, 0x2C, 0xE7,0x04, 0xEQ, Ox4E, O0xF4, 0xD9, OxFF,
235 har key|(] {OxXEA, Ox9F, Ox6C, Ox7F, OxF9, 0xF5, 0x99, 0x94, OxDF, 0x04, OxB5, O0x6C, 0x89, 0x7A, 0x30, Ox2F};
236 a7t ((const char *)v4, vé, (char *)v4, (int)&key):
237
238 vl = a3;
239 ”
240 string cc = =, T 7 (v7, v4, a2);
241
242 free((char *)v4);
243 out <<cc.c str()<<endl;
244 string s;
245 int n = cc.find last of('=");
246

90

bl Ll e R i e e et

11

20



Search in foxy

Query: “POL”

| don't have the SERVENT 1 SERVENT 2
filg, I'll forward x \
to my peers uery: “POL”" / \
E— U Hey, | need a b=
file with name |e .
' . “POL” L. R
“— Query: "POL e
I ) h. " g I I 'J{J’;’
= QueryHit: “POL", > — r— SERVENT 3
SERVANT 5 pr
SERVENT 6 USER
QERVENT J
Query: “POL” QueryHit: “POL",
\ SERVANT 5
| have that file ... Query: “POL”" —>
~ == giiiE =t
. SFRVENT & SERVENT 4
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Download in foxy

QueryHit: “POL",
* SERVANT 3

—

L J

" QueryHit: “POL”",

SERVANT 3

N

e
|‘-
2

—= - ]
| —

]

SERVENT 3\

| have that file ...
3&5

Il get it

| don't have the SERVENT 1 SERVENT 2
filg, I'll forward
to my peers /
/ QueryHit: “POL’ Hey, | need a
N SERVANT 3 file with name
: “POL"
=  QueryHit "POL", | _, =, (-
SERVANT 5 pH
SERVENT 6 USER T
SERVENT Both SERVAN
\ have the file
QueryHit: “POL", from SERVANT 5
SERVANT 5 HTTP GET

furi-res/N2ZR?urn:shat:...

| have that file ...

™ /=

\SERVENT 5

L

SERVENT 4
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Servent vs. Ultrapeer

Ultrapeer

AN l
AN N \u g
) \x (R
5 . * ¢ /
o NN Y ag/aN Ultrapeer
=2 AR 2 '
! 4 % -

Ultrapeer b4 | 1) B ==

N ™ S o 4

= ol - AR b (,'. -

> : [~
- SN ' ‘.\ (Y \)b %\‘ <<
. . 7 = = % Y 3
A\ %
» = | \\. L & 9
. 1 . 2 Ultrapeer }
L4
/ =" ’ o
L 4 o
'l\
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How to audit the FoxyP2P network?

101 t'l&_‘})i?k‘f'“"" “‘11 A

IODIGTOTCN T 11 £y
(et #1037 Ay LOOT 1001
TN Ny




Chapter 13 N Ot ve ry

A MODEL FOR FOXY PEER-TO-PEER

NETWORK INVESTIGATIONS effi c i e n cy

Ricel leong, Pierre Lai, Kam-Pui Chow, Frank Law, Michael Kwan and

Eenneth Tse

4, Foxy Protocol Analysis

In order to determine and analyze the behavior of the Foxy network,

trafhc generated and recerved by several Foxy chents was captured using
“u".'lru.'ﬁlnu'h 15|, a popular network packet capturing tool. This section

describes the experimental results based on the analyvsis of more than
80 sets of Foxy communication network traffic records involving approx-
imately 3 million packets,

4.1 Data Collection

Table 1 lists the five data collections (A through E) used to analyze
the Foxy protocol. The colleetions, which are of varying lengths, were
executed over a fAive-month period. Data collections A and B focus on
the search results of popular keywords, Data collection C compares and
analyzes the search results of a query between two Foxy clients. Data
collections D and E investigate how search queries and results propagate
across multiple clients,

25



Other products about foxy

Investigation: FoxyEye, FoxyCollector

Architecture

Faxy Mabwark

e

U @

FoyEye st
OYEVE  FonyEve)
Collector ™ Sl

N, Collectos Intermat

o FoxyEye
E Console
il N
FoxyEye =
Collector o -
e ) -
- ""1* [':‘ ty s ?*-\-,"
hl'ﬁ ., ] ;. bl I
-._Q';-;'___. 'l‘la - L
IO 0 =z

FaxyEye

FoxyEya FaxyEye Consola

Monitors Analyzars

=@

FouyEye
Console

FoxyEYE monitors are effectively silent users that collect information from the FOXY network. Through
the means of IP and filename matching, it can determine whether the monitored IP addresses are
connected to the network and whether sensitive files are being shared among FOXY users. As a silent
user, FoxyEYE collectors listen to the FOXY network without providing any datafinformation for other
FOXY users. The collected information is sent to a local FoxyEYE monitor for keyword/IP scanning. All
these matching are done inside the local network to ensure that the keywords/IP that are monitored stay
within the netwark. Using passive scanning techniques, no active searching on the FOXY network is
performed. Statistical data in the FoxyEYE solution are computed using FoxvEYE analyeers with the
information from the monitors. Lastly, FosvEYE consoles are installed to the end-user's computers.
Such consoles facilitate the raising of alerts when abnormalities arise.
26
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& Super Foxy v2.2.0.0 by PK - S =]

BE £5 &£ 15 #HE ED

L4 e @Em SiER: |

W,

® EF @ R

(R 2R R AL

Connecteci to the Foxw MNetwork

= IR

(@] Shered Files

Receive Rate: 0.72 K Send Rate: 0.57 Kl
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&P Super Foxy v2.2.0.0 by PK - [ES: £% - 103 Results] -

n‘t‘f'; EBEx HFE #f IE BE EB - & x
RRARRY ] :
W mmE || v EEe s

| & BREE = B Input the O
- E=tibny 152,419 G2 Nodes Searched, Gnutella Unknown searc h

B =TS TRIENEL =
ﬂ; FA8E R doc Microsoft ifice Waord ... 1 Host
= %4?%@1)5?] doc 150 KR Microsoft Office Word L. 0 KBRS 1 Host
= | %Mﬁﬁﬁ'ﬁﬁ do Microsoft Office Word ...

0 KB/ 1 Host

FASE R doc B \
—'_ %44%@?% doc 122KB  Microsoft Cffice Word .. 0 KBfs 1 Host
_ 4TI doc 11I0KB  Microsoft Office Word ... 0 KB/ | Host
= F42EFEH doc 130KB  Microsoft Cffice Word .. 0 KBfs 1 Host
_ 41 doc 115KB  Microsoft Office Word ... 0 KBk | Host
_ FAOVE R doc 40 KB Microsoft Office Word ... 0 EBRfs 1 Host
HiRGEREE A EHECER) Ink 913 Bytes FEE 0 KB/ 1 Host
B GER S A FEREELNK 700 Bytes  $REE 0 KB/s ! Host
FLIESHARIEE LNK 419 Bytes  FEEE 4 KB/ 1 Host
F Foxy TEHIRTEEEE R - bROEESHS - 3RS - . T1KE HTML 30ff 200 KB/ 1 Host
B TEEAAREEER - RN - HEEN - S 610KE  WinRAR EENETS 54 KBl 1 Host
A NRITRE R doc 38 KR Microsoft Office Word ... 0 KB/ 1 Host
08.02. 03P E R S F R Ink 503 Bytes  FEEE 24 KB/ 1 Host i
IETEHFEE LNK KB & 4 KB/ 1 Host [
|E TEHE-FEEE Ink 683 Bytes  $EE 4 EBfs 1 Host
10010038 £ HETE S BT £ Ink 774 Bytes  FEEE 0 KB/ 1 Host
10009 s A R HE - PRS0 FE E ik Ink 324 Bytes  BEE 0 KB/ 1 Host
100091 75F 2k 7R R - IERS 350- 58 FAE F i Ink 234 Bytes  FEEE 0 KB/ 1 Host
0005223 REEAY HRe Aot P SAa 8. Ink 611 Btes $EFE 0 KB/ 1 Host -
| TEERURE | | HETEEE | Refine Search 7] Eilte Results

Receive Rate: 2.57 K Send Rate: 0.90 Kl
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Z£# - 103 Results]

e Super Foxy v2.2.0.0 by PK- JBESH

4

RPEEH S 45 KBS

K,

e oEE g8 RE E
' .
%% zz,_o.a SWER Shari '
N EEE || L BEt N agng
Y odes
- o HEHER =GR
1:%: & —rn = % —rh .
Lol | TEE Bk ERT AR (onFHEEE] mvb
= | )N 473220618 Bytes
SHAT FEE(E 26AUTFSYBZUNMTYOZYXOKEODZEX0BI0E
Bitprint Hash:
14 ZIB5IER
e Fi# RE B =Fim  BiEh. IPIREREE i
= 1.54.1?5.35 J25KB/s Stable Foxy 2 1-64-176-036.static.netvigator.com
&d2751.129.32 0KB/s 0 27-51-129-32 ads| fetnet net
= &5 60.245 54,96 0KE/s 0 =
[&61.204 7632 0KB/s 0 E1-224-76-32 dynamic hinet nat
& 113254919 246KB/s Stable Foxy 2
@115.43.225.28 kO KB/s Stable Fooey 2 host-28.226-43-115. dynamictotalbb.nettw
&4 113.14141.248 0KB/s 0 host248141-14-119 dynamictotalbb net tw
= &iez1222161.  OKBE/s 0 122-122-216-181 dynarmic hinet net
= &1241142152.  0KB/s 0
[Sd1242441082.. 0KB/s 0 124244108201 ctinets.com N

m

T T T T TT T T

TS T T T T TTT




o Super Foxy v2.2.0.0 by PK - [E&E3]

W BE E1E B8 IE BF =
%% e @[Fm

% [, meEn v mEe B8
$TE | ¢

&

JiEE VEEH JI BT

File
GEE Account.txt

RTS8 _FTE S B REE . doc

“V1GRE Argument FBEEEFTHR - A-Z- AT doc
“1GRE Argument BEEEEF T doc

“|GRE Big Book R LR AEFIRETE doc
“V|GRE ERREFSA R ETES AR doc
“|GRE - RiEEHE A EEEESR doc
“|GRE i mss R s S TR doc
“\GRE B L EEE T EAE ST
“L GRE $L18 SATHEIEE 22/1500038 37 B pdf
2 A0ZF R doe

41 oo

A B 42E R doe

A 435 R doc

A MEEFER o

A 245 R doc

A 46 R doe

)47 doc

A 48R doc

A 40 HH oo

A 250 R doc

B

=tatus

Completed

Receiving, 40%

Waiting to Retrvin 5
Waiting to Retrv in 4
Completad

Retrying Host 1 of |
Waiting, more hosts needed
Completed

Completed

Waiting, more hosts needed
Watting, more hosts needed
Waiting, more hosts needed
Waiting, more hosts needed
Waiting, more hosts neaded
Waiting, more hosts needed
Watting, more hosts needed
Watting, more hosts needed
Watting, more hosts neaded
Waiting, more hosts neaded
Waiting, more hosts needed
Completad

[ BROEivEE | [ BREssEE | |

B |

SHER:

Size

0KE
13,37...
136 KB
104 KB
42 KB
S8 KB
38 KB
324 KR
412 KB
40 KB
115 KB
130 KB
110 KB
122 KB
111 KB
114 KB
150 KB
105 KB
132 KB
148 KB
60 KB

#ir

Downloading

Completed
OEE
2430 KB
OKE
OKB
42 KB
OEE
OEE
324 KB
412 KB
0KE
OEE
OEE
OKE
OKE
OKB
OEE
OEE
OKE
OKE
OKB
60 KB

Spead ETA -

1.42 KB 1 hr, 33 min

m

[ ETEER

Receive Rate: 1.56 K Send Rate: 0.15 Kl
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B oo oy O R —

Ty BE f£u R 1= BE =D
LN e @Fm

X, oEeE ||, e v HSd s

+ TH |+ biE

SRR

Hin

B

VIiEgE  VEE

[mEstod

==

File
GEE Account.txt

r\l'

A AR doc
AN EER doc
DB AE R doc
A 43R doc
A a4 5 doc
) AR doc
A EAEFRF doc
A EATE R doc
D B4 E R doc
A AE R doc
A 50 R doc

_| GRE Argument FREE BT Te-

S GRE Argnment ﬁ@ﬁ?%.doc
“|GEE Big Bock F5& F R EEMETRE doc
“2\GRE TR REE EETE SR doc
“GEE tREEF SR ETES MR doc
“GRE LR e R ETES M doc
“|GRE HEM L RESEFERRSHIFER..
“L GRE L8 SATRISS & 2850003 2B F pdf

Z-EAT dos

= IRIME B0 _HE D B AL i doc

Statns

Completad

Recetving, 40%
Waiting to Retryin 1
Pending, 1 Host Found
.

iy

N

Completed

Watting, more hosts needed
“Waiting, more hosts needed
“Waiting, more hosts needed
Waiting, mote hosts needed
Waiting, mote hosts needed
Watting, more hosts needed
“Waiting, more hosts needed
“Waiting, more hosts needed
“Waiting, more hosts needed
Waiting, mote hosts needed
Waiting, mote hosts needed
Completed

Size

104 KB

412 KB
49 KB
115 EB
120 KB
110 KE
122 KB
111 KB
114 KB
150 KB
105 KB
122 KB
1453 KB
B0 EB

Completed

OEE

OEKE
0KE
= KR
el

EE
EE
412 KB
0KE
OEE
OEKE
OEKE
OEKE
0KE
OEE
OEE
OEKE
OEKE
OEKE
60 KB

Speed ETA -

PR AT 1 hr, 47 min
EFEE
FEEA
R B
ElLEH

m

==

EBEsEE | |

BE |

[ Er®ER

|

Receive Rate: 1.54 K Send Rate: 0.17 Kl
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Count.

Extended Info » - e |

Name: GRE Argument EBEEFH—A™-@mF doc

Size: 13,691,382 bytes

SHAT Hash:

TigerTree Hash:

1 Host:

Host Speed Stows Client Start Completed S

“180.218.122.216:6774 241 KB/s Receiving Mxie 9.9.9.9 i 524288 B24.
h24.288 524,288 b4,
1,048,576 524,288 bed,
1,572,864 524,258 B24.
2,097,152 h24.2a8 b4,
2,621,440 524,288 bed,
3.145,728 524,258 B4

DRI [ [ [ [ [ [ [ [ [ [ [ [ [ [ ] 30 a2 524

e I 4,194,304 524,288 524,
| ok | | <«cless | 4718582 524,288 524,

Handshake: 5,767,168 0 524

GET /get/2457398/GRE Argument EEEEE FHR—A™Z-EAF . docHT TR - £.991 456 0 £24

Host: 180.218.122.216:6774 - By

UserAgent Foxy 1.9.10.0 B.815.744 0 524,

Listen-IP: 220.132.129.167:17047 | 7.340,032 0 524

Connection: Keep-Alive I 7.864,320 0 B24.

#¥-Queus: 01 . .

X-Features: g2/1.0 8,912,896 0 bed,
9,437,184 i B24.

HTTF{1.1 206 Partial Content 9,961,472 i had.,

Server Mxie 9999 1M ARE FC0 n B2

Comtenttype: application/octet-stream - < 11 }
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Exploiting the Security Weaknesses

of the Gnutella Protocol

Gnutella's distributed search protocol allows
a set of peers, servents or clients, to perform
filename searches over other clients without
the need of an intermediate index server.

The Gnutella network topology is a pure Ad-
Hoc topology where clients may join or leave
the network at any time without affecting the
rest topology in any sense.
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Gnutella's Searching Algorithm

Recall that using the purely decentralized version, packets are flooded
throughout the network.

If the vo.6 ultrapeer recommendation is implemented, searching is
optimized using Query hash tables(QHTSs).

A QHT is maintained by each node, and describes the
content it is sharing.

An ultrapeer maintains an aggregate of its leaf's QHTSs
and its own QHT.

Searches are performed by forwarding a query to an

ultrapeer, who checks its aggregate QHT for a match.

If there is a match, the query is forwarded to the appropriate
leaf, otherwise the query is forwarded to neighbouring
ultrapeers by “flooding” .
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Gnutella vo.4 Protocol

The Gnutella v0.4 Protocol

GNUTELLA Host-Cache Server
e.g public.bearshare.net:6346

. — o P2

Servent Joining Network Servent on Network

212.23.34.233:6368 '1‘3'*“”5'-“ CONNECT/Q.4IN\N _ meee i 61.23.434.34:6346

GNUTELLA OK \nin e

g ™ 'd ™
f‘“a._____ o __/1 PING P r““*-----__ - ____..af’"f
/.r}\w-ﬁ_______ _______,,/ PONG \\-5_______ ______,-r“’fl

Shared Files Shared Files

|, QUERY P
e PUSH NI
TTR QLIENT Gnutella Protocol Messages HTTF SERVER /
-Ff' i
“x,,ﬂ____h_% —
— GET /filename.mp3 HTTP/1.1 _—
-

—
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Performing a Distributed Denial

Service on a public webserver

Gnutella Network CT

Ill'.

GET /index.html HTTP/1.0

Gnutella P:a\

= A
B B ‘_-____ QueryHit:
; :‘ QUEW "star” "star", "192.168.0.1:80"
Seso sy Qv
192.168.0.1:80 w.

website) ¥~
(website) N [T I
N ' ==

Gnutella Peer

‘ QueryHit

Query: "pop" h ) /I/
Mp - 44— Query: "star" . __ 3
=

. . QueryHit "star”, "192.168.0.1:80"
Malicious = Gnutella Peer

e e~ QlueryHit: "pop”, "192_.168.0.1:80"
Gnutella Peer o
192.168.0.10:6346

Queny: "op” "pop”, “192.168.0.1:80"
Y- pop. "star”, "192.168.0.1:80"
Query: "star
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Gnutella Network (G

GET findex.html HTTP/1.0

e | II §
- J
| |

le

GET findex.html HTTPM.0

Gnutella Peer [~~~ . > .- B - |
“ah X T
‘ | e -l | |
L _— o ,
|I |II |II L .__-_P..'- :_ — II'I III| III|
- I R R -~V 192.168.0.1:80 w ~~~_ ~4~_]
P [ T 7 % (website) ® T~ R R S
Gnutella Peer \ t‘-.\ 7 f’h'&
" \ - \ S ~.
1 Y y, S ~
) N / o
;'-..,z - 'l"\_" ) ;I_.-"r _,."f. . N
F - L ' h__[l:j i - -
-~ Y .
-~ / .

&
-
-~

p n+2

Sk p2

ipl
==

Gnutella Peer

Gnutella Peer

p3

e

Gnutella Peer

Malicious

Gnute&a Peer o

GNUTELLA IP Index Server
e.Q public.bearshare.net:6346

==

Gnutella Peer
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DDoS Scalability

If we assume that each p is connecting to averagely 5
other peers (which is usually much higher) and will
forward a message only in a depth of 7 (i.e. TTL=7),
which is also typical for a Gnutella client and assuming
that each peer is using message flooding, which
means that Mp fake responses will be sent to all of its
peers we will averagely reach 20,480 other p.

The reach is determined by n (# connections to other

hosts) and TTL :
TTL

> (n—D"n

t=1
Assumption: nodes all have the same nand TTL.
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Gnutella2's Network Architecture

Decentralized, 2-tier. I

This architecture is recommended for / \
Gnutellainvo.6. "
New node enters by connecting to a —®
known hub (almost identical to .
Gnutella's handshake). C /I\--/'
Hubs typically accept 300-500 leaves, ( \ e

and connect to 5-30 other hubs. = /
Leaves typically connect to 3 hubs. & \ \/_\
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Gnutellaz2's Searching Algorithm

Ultrapeers are called “hubs”™ .

Uses a QHT like Gnutella, but if a hub cannot
match a query to its aggregate QHT, it checks a
set of caches:

Each hub maintains a cached copy of each
neighbouring hub's aggregate QHT.

Upon a search miss, a hub will try to match the query
against its cached copies of its neighbours QHTs.

If the query matches, it will forward the query once,
and the node that receives the query processes it and
directly sends the result back to the client.

If no match is made, the searching client will continue
at another untried hub.
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Maximizing the Number of Polluted Peers

Ultrapeer
! 2% 092 ol
v AN oA TR/
3 \ Y/ y; y.
RN % /4 Ultrapeer
oo .,w.\‘ % P ° 2
? ? < > S #
Ultrapeer O a8/ \ AR
“ ° ‘J’, % M
— (| - IR /-o g,
. . S<ZE. o & -
. 2 ST : ‘: . \‘b %\' e
e v 7 y — % N\ 3
= S il \\ . : e .
4 R 3 Ultrapeer
L4
f e > .
L ] L]
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uper Foxy v...AU.UD

B= &8 BE I= BT =

)| X

AR SN 3 Y SWER 3 | @
[ %, mamn
® =5 | @ g
EANEEEY: [RACTCEEE AR
Node Status Mode Tvpe Bandwidth Efficiency -
118.170.22, 182:21707 Ultrapeer 1.47 KB/s 81.85 %
Cache at 90,12 % 123.194.240,216:12765 Ultrapeer 1.02 KB/s 80,84 %
122,120,65,157:4010 G2 Local: 503 Maximum... 114,47.206.223:6106 Ultrapeer 1.47 KB/s 73.98 %
60,249, 198, 33:24349 G2 Local: 503 Maximum... 50,104,217.246: 18800 Ultrapeer 1.82 KB/s 61,55 %
123.205.183.23:6178 G2 Local: 503 Maximum... 50,104.24.133:11065 Ultrapeer 1.17 KB/s 64,87 %
163,70.45. 155:2085 G2 Remote: 503 Maximu... 218, 166, 105,2:7900 Ulirapeer 1.45 KB/s 67.20 %
50.149,237.212: 10000 G2 Local: 503 Maximum... 111.249.58.132:8554 Ultrapeer 1.44 KB/s 75.62 %
118, 160,24, 38:22390 G2 Remote: 503 Maximu... 123.110.13.52:10238 Ultrapeer 0.79 KB/s 67.35 %
118, 160,89.241:19287 G2 Remote: 503 Maximu... 023, 142.195,225:3138 Ultrapeer 163 KB/s 58,96 % |
180,176.110.23521667  iEier,, 61.228.144.6:23641 Ultrapeer 1,70 KB/s 63.62 % =
114,27.196,230:5680 G2 Remote: Closed 118.232. 166,06:2883 Ultrapeer 1.51 KB/s 62,71 %
218.253.252,102:12405  SEERH, 114,46, 160,98:5052 Ultrapeer 1.61 KB/s 65.95 %
114.36.189.250:3751 Ultrapeer 175 KB/s 65.78 %
61.57,152.62:11663 Ultrapeer 1.66 KB/s 64,36 %
118, 167.241,184:23486 Ultrapeer 165 KB/s 52,46 %
125,200,244, 72: 12746 Ultrapeer 1,45 KB/s 64,78 %
221,127.155.191 24850 Ultrapeer 1.21 KB/s 4321 %
50.115.150.91:2526 Ultrapeer 143 KB/s 55.20 %
220, 141,156,231:8144 Ultrapeer 1.45 KB/s 42,00 %
112.119.52. 122:12030 Ultrapeer 1.52 KB/s 57.87 %
61,62,06,44:2603 Ultrapeer 143 KB/s 5113 %
115.43.95.230:6867 Ultrapeer 0.07 KB/s 50,34 %
125.231,169,20:2651 Ultrapeer 1.49 KB/s 55.70 %
Add Node: 112.119.21, 184:2873 Ultrapeer 1.49 KB/s 57.52 %
61,231.74.215:19041 Ultrapeer 1.56 KB/s 60.26 %
Address: 119.247.50.44:21 309 Ultrapeer 1,49 KB/s 56.54 %
Port: 118, 162.01,87:4053 Ulirapeer 1,47 KB/s 54,56 % -
Display @) Cnutella G2
L [ Bk

Receive Rate: 24.98 Send Rate: 25.211
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Launch DDoS attacks

Active Internet connections (servers and established)

Proto Recv-(Q Send-Q Local Address Foreign Address State

tcp %) fB.8.0.8:111 0.0.0.0:% LISTEN

tcp B B B.8.9.0:80 0.0.0.0:% LISTEN

tcp % 0 0.0.8.08:59064 0.9.0.0:% LISTEN

tcp B B 0.8.8.0:25 0.0.0.0:% LISTEN

tcp %) B 0.0.0.8:443 0.0.0.0:% LISTEN

tcp B B 172.16.1.27:443 218.174.65.199:3796 SYN_RECV
tcp % 6 172.16.1.27:443 186.218.110.264:1299 SYN_RECV
tcp B B 172.16.1.27:443 186.218.118.204:1862 SYN_RECV
tcp B 41 172.16.1.27:443 114.39.26.78:1681 ESTABLISHED
tcp B B 172.16.1.27:443 118.168.223.287:2531 ESTABLISHED
tcp % @ 172.16.1.27:443 114.39.26.78:1362 ESTABLISHED
tcp % 41 172.16.1.27:443 219.78.217.188:59612 ESTABLISHED
tcp B B 172.16.1.27:443 113.196.145_.188:2318 FIN WAIT2
tcp % 0 172.16.1.27:443 118.168.223.287:2672 ESTABLISHED
tcp % @ 172.16.1.27:443 61.224_.207.89:62587 FIN WAITZ2
tcp %) 1172.16.1.27:443 118.168.223.207:2456 FIN WAIT1
tcp B B 172.16.1.27:443 219.80.135.46:3838 FIN WAIT2
tcp % 0 172.16.1.27:443 118.168.223.287:2579 ESTABLISHED
tcp B 41 172.16.1.27:443 08.230.50.246:3715 ESTABLISHED
tcp %) 1172.16.1.27:443 42 _.98.203_.38:2944 FIN WAIT1
tcp B B 172.16.1.27:443 223.139.2088.141:37368 ESTABLISHED
tcp % 6 172.16.1.27:443 1.169.125.186:59596 ESTABLISHED
tcp B 1172.16.1.27:443 118.160.43.47:58443 FIN WAIT1
tcp B 1172.16.1.27:443 61.231.66.87:4428 FIN _WAIT1
tcp B B 172.16.1.27:443 118.165.219.192:19327 ESTABLISHED
tcp % 6 172.16.1.27:443 220.129.39.252:45268 ESTABLISHED
tcp % 1172.16.1.27:443 1.169.125.186:61530 FIN WAIT1
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If you have any questions, please contact me at

peikan@gmail.com
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