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— A % (Human Machine Interface, HMI)
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— BHiFdr H <~ (Remote Terminal Unit, RTU)

— ¥ A2V B{EFF]E (Programmable Logic
Controller, PLC)
— i 3 2 (Communication infrastructure)
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Cj 200778 & — 7 7'5'3 £ DIE HARD
7 40 4.,

e 2004~2005 = KA 1 2007 — ‘jHackers Take Dowp the Most Wired
Country in Europe” for a period of two

weeks. — Wired Magazine

*2007 — “Solar Sunrise” — Three teenagers

e 2006 — “SCADA S¢ penetrate US Air Force logistic systems at

. - various Middle East support bases

Crylng Wolt PTESE 2007 — 3Com’s security division, Tipping

2006 Conference b) Point, demonstratcf:s how a SCADA system
flaw can be exploited to cause a system crash

\T\
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*2008 — “Hackers literally turn out the lights in multiple cities after breaking into electrical
utilities and demanding extortion payments.” — Associated Press

*2008 — “SCADA vulnerability discovered...control software package used by as many as
one-third of the world’s industrial plants.” — SC Magazine

*2008 — “SCADA Buffer overflow flaw revealed” — “Security Hole Exposes Utilities to
Internet Attack™ — Sassociated Press

2007 # 4% 2011 - Blackhat &+ # 07 B3 SCADAGZRAT » @ & — &1t — F o R
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e 2010+ — Stuxnet & ¥ % 7 B ¥ &
- HITUSBREAFREFEE T

Rootkit.Win32. Stuxnet geography
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March 2011, T% # 7 §
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— Siemens Tecnomatix
FactoryLink

— Iconics, Genesis32 and
Genesis64

— DATAC RealWin
— 7-Technologies IGSS

s (1/3)

c @ www.wired.com/thre:

Attack Code for SCADA Vulnerabilities Released Online

By Kim Zetter k=l March 22, 2011 | 7.09 pm | Categories: Cyber rity, Ha ind Cracks, Stuxnet
3 Follow Kimdetter - 4,121 l:ul-,us

Fie Cew Slem Spiem Npsgeios Deple Gophey Pepois  Teedng

The security af critical infrastructure is in the spotlight again this week after a researcher released attack
code that can exploit several vulnerabilities found in systems used at oil-, gas- and water-management

facilities, as well as factories, around the world

The 34 explaits were published by a researcher on a computer security mailing list on Monday and target

seven vulnerabilities in SCADA systems made by Siemens, lconics, 7-Technologies and DATAC
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¢ O www.wired.com/threatlevel/2012/01/scada-exploits/

Hoping to Teach a Lesson, Researchers 339 48 111
Release Exploits for Critical Infrastructure , ... .« FE share
Software

By Kim Zetter [ January 19, 2012 | 723 pm | Categories: Hacks and Cracks

MIAMI, Florida — A group of researchers has discovered serious security holes in six top industrial control
systems used in critical infrastructure and manufacturing facilities and, thanks to exploit modules they released on
Thursday, have also made it easy for hackers to attack the systems before they're patched or taken offline.

The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by General Electric,
Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.

. 12012/1
PLCs are used in indus A .
chemical plants; gas pil ®& 7 GE -~ Rockwell ~ Schneider -~ KOYOi
plants and automobile SEL_J,_—L 5 Mﬁi*f;ﬁ 6 fl} TR &L —,-:‘Il-" Kﬁ;,] /:% 45 ,‘:}: % )
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* [CS-CERT (Industrial Control Systems Computer
Emergency Response Team )

— ICS-CERT #2010/5~2012/3 £ 4 # 1475 2 SCADA4p
Mk > o2 s B Aph R

— http://www.us-cert.gov/control_systems/ics-cert/
o ["E T % fu 7 Digital Bondi% 2 FF 7 2

— GFo% 2EF DA SR )L 460

— BRI CI29B VA (% 2Bk

— http://www.digitalbond.com/
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?%FHGEHESISSE WachineWor-32, WEBHMI Server, CONET OPC Server »

TREMD %IEWER Activer, Alarm Server » ADSLﬁﬁﬁﬁﬂg—ﬁ’fﬁEﬂﬂ%ﬁﬂtﬁ
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CS-CERT

NDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ICS-CERT ADVISORY

IC3A-11-131-01—ICONICS GENESIS32 AND BIZVIZ ACTIVEX STACK OVERFLOW

000 | M 555

May 11,2011 'L_;.—-,_I'-

TALKR IR AR G LD
| http://chajack.myweb.hinet.net/genesis32.htm |
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%/ INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ICS-CERT ADVISORY

~WHFE ICSA-11-074-01—WELLINTECH KINGVIEW ACTIVEX CONTROL

March 15, 2011
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o Hik B(Fuzzer)sg A]-Hf Bl rid * en1 £

— Mutation-Based fuzzer (Dumb)

: BRERIEIET
— Generation-Based fuzzer (Smart) ;9%,;%2_
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(SRR TV R E0
= ICS -CERT, http://www.us-cert.gov/control_systems/ics-cert/

— Digital Bond, http://www.digitalbond.com/scadapedia/vulnerability-
notes/

— Secunia, http://secunia.com/advisories/

— CVE Details, http://www.cvedetails.com/vendor.php
JE v i + I 45

— Web Server ~ Web Service

— FTP -~ SMTP ~ POP3

— Browser

— File Format

DR

— ¥z A

— ActiveX
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° BRfET Avig & Plend A
— Local or Remote

— PRI R R

¢ %‘3‘ 33'3 g Kﬁﬂ“i‘%

— http://www.exploit-db.com

N

ICST

— http://aluigi.altervista.org
o LW gFIE

— http://www.google.com
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— Google
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(Distributed Network Protocol)
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Fuzzer

Local

— §1F 2£/COM/ActiveX

SRR L

Remote

Web/Service
FTP ~ SMTP ~ DNS

Browser
*Comraider (ActiveX)
ecross_fuzz

Web Server
*WebFuzz
*SNFuzzer

Network Services
*Sulley (Fuzzing Framework)
ePeach Fuzzzer

*SNFuzzer

File Format
*FileFuzz
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Debugger
— Ollydbg
— Windbg
— Immunity Debugger

Disassembler
— DA Pro

Others
— Metasploit
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var memory = new Arrayi);
for (i = 0; i < 400; i++){ memorv[i] = block + shellcodel }
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;B q T A1 i | 71 A 1 q T 11 i | s A T -.'i_"'?-"l?-_'\'.\. O,
' ' q - E A -1 L | -1 q 1 q - L | L | A q 1 G o P P s E
Length > 191 will overwrite EIP 4. 4. 41 21 41 47 4. 41 21 41 41 ARARSARSAALAALSA
' ' A 1 q T A 1 M1 71 s B q T 11 L | s A 1 T T AT T TR TOTTAT AT,
Length > 187 will overwrlite EBE G & &1 S1 41 4 4 L1 L1 &£ 4 AAARSARSASARSARS
. i | i | i B | =1 A A A T o o T
Va.0.2: di di 42 47 4 ARABENAAN EYERE
/A L A kl - = Fad "3 3 q 3 T DD oD D T T T T
V7.5 length + 3 G2 47 47 el ——— L 47 47 BERSEBZEBREEEREER
_ A AT AT “a L T s T “a AT PO ODTONTNEDDETT
S B A I S B 2 Sods DD ANDALRDDDYELG AL
< l—= 4% 49 AT AT AT 47 4 I T4 pooobDobRbObDoD DR DD
b e b = L = b b =t 2. = L =+ 2 b oo 0 s o s e o s o o e 0 0
V.5 SPE POC:
<PAEAM NAME="LocationUE
lllllllllllllll‘fllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

L A A A A A A A A R i S = 55w S T w RN llllJ‘lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

BB EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER

L A A A AR A A

BEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEE
BEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEE
BEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEE
BEEEBEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEREEREEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEREEREEEEEEEEEEEEE



S | L1 T AR Y F 5] (GE Intelligent
Platforms)

o 00 oo 00 oo 00 00 oo 00 o
oooooooo .,u ooooooooo‘oooooooo
oooooooo 5 00 00 00 ooooo 00 44,00 45 00 46 00 41

o 55 00 4c 00 54
Data

o@oo 00 o@oo 00 o@o 00 00 ooo 00 oo 00 oo

54 00 45 00 53 00 54 00 30 00 31 00 00 00 51 00 43 00 3a 00 5¢c 00 50 00
/72 00 6f 00 67 00 72 00 61 00 6d 00 20 00 46 00 69 00 6C 00 65 00 73 00 5¢C
00 47 00 45 00 20 00 46 00 61 00 6e 00 75 00 63 00 5¢ 00 50 00 72 00 6f
00 66 00 69 00 63 00 79 00 20 00 50 00 6f 00 72 00 74 00 61 00 6¢ 00 5¢ 00
77 00 65 00 62 00 61 00 70 00 70Ld8¥@ 00 5¢ 00 69 00 6 00 66 00 6f 00

41 00 67 00 65 00 6e 00 74 00 53 00 72 00 76 00 5¢c 00 57 00 45 00 42 00
2d 00 49 00 4e 00 46 00 5¢ 00 6¢ 00 6f 00 67 00 73 00 5¢ 00 54 00 45 00 53
00 54 00 30 00 31 00 00 04 01 03
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#, 7 SCADAH# P32 (GE
Intelligent Platforms)

00 54 00 30 §Q 31 00 00P4 01 03

(Unicode)

Fuzzing
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OllyDbg - rifsrvd.exe - [CPU - thread 00000F8C, module rifsrvd]

@ File “iew Debug Pluging Options Window Help

GE Intelligent

Bl x| wjnj wijsd ¥4 Y 4 L|E[M[T|W/H|c|/|K[B|R|.|5] |iE]?]

Registers [(FPLUI 4
AT 31914191 < —
ECK BEIE9E34

EL=
EE:x
ESF
EEF
ESI
EDI

EIF

oo nrao Mo
S S

EEAREEE1
FFFFFFFF
EEEF F THE
BRZEASES
41414141
BREEEEEE

BEA4ETEIF

ES @@zs
CS aale
S5 @eza
0s a@z23
FS B@ze
55 AEEE

b

rifsrud. BE4ETESF

22bit BIFFFFFFFF]
22bit BIFFFFFFFF]
22bit BIFFFFFFFF]
22bit BIFFFFFFFF)
22bit FFFOBEEE[FFF]
MULL

LastErr ERROR_SUCCESS (GOROOHDGE)
BEEEEa2E2 (MO, ME,ME, A, M5, PO, GE, 5]

empty —UMORM 2250 OOOO0E0GE FFEFSCAS
empty +UHDRM B222 OEIEEE0E G89FFI04
empty +UMDORM E042 OEZEOO0E GEIEESCE
ernpty —UMORM FALS OOOOGLE4 FCo03488
enpty B, BEEEZECEZIIC102]1 29064922
empty +UHORM BEE] OEEOEECE FCYE5042
empty B, BEEEARE]SEEE0] 277 PEe—4'932
empty —UHORM FAZ22 OEOOEEH] GE9FFIFE
2218 ESPUODEDTI
CAEE Cond @ BB A Ecrr B 0B OB G QA
627F  Prec NEAR,52 HMask 111111

[ET]

AR4E7E95] SB4C24 18 MO ECH,OWORD FTR SS5:[ESF+121]
AA4ETE99) 2301 64 AOO ECH, 4 =
BA4ATEIC| 57 FUSH EDI
FA4ETZI0| SBFE@ Mo ESI, ERR
E2 SCEDBREA CALL rifsruvd. 884605608
AA4E7EA4| SB4C24 18 MOU ECH,DWORD PTR S5:[ESFP+12]
BA4EATEAS| 56 FUSH ESI
AA4ETEA9) 2301 64 AOOD ECH, 4
AA4ETSAC| ES 4FEDREEEA CALL rifsruvd. 884606608
AA4EFEEL| 23FF B8R CHMP EDI,BA
AA4E7EE4 | ~BFSF 4CAREEEE JA rifsrwd. BE482206
AA4E7EEA| FF24BD 622440688 JMF DWORD PTR DS: [EDI#4+462462]
BR4AFSCL| &R B2 PUSH 2
BR4EFECE| FFLIS ASZE4 188 CALL DWOROD PTR DS:[<%lLocggerHanager. *Ched Logaerta, YCheckEnab Led®EyA_HEERZ
BE4E7FECY| SBE424 2CE1888d) MO ESI,OWORD PTR SS5: [ESP+13C1] —
EE4E7FE0E| 29304 a4 AOOD ESP, 4
Ba4a7a03|( 94C8 TEST AL,AL
BR4E7TE05| ~BF 84 C2RBREa8E JE rifsrwd. 88487290
BE4E720E| &A 81 PUSH 1
EE4E7E00( S04C24 24 LEA ECH,DOWORD PTR 55:[ESP+24]
HE4E7EEL] FF1S ACZE4 168 CHALL DWORD PTR DOS: [<%LoggerManager. Y7EL Logaerfa. ?rELoggerBEGDAERSS
BE4EFEEY| &8 SCEE0HEE PUSH 2C
AE4EFEEC| CYE424 2481886868 MOU DWORD PTR S5:[ESP+1341,2
HE4E7EFY| ES8 FEVGBEEEA CALL rifsrwd.88468EFFA
HR4E7FEFC| 805424 18 LEA EDX,OWORD PTR 55:[ESP+18]
BE4E7I6EE) 52 PUSH EDX
AR4E7IE1| 894424 1C MO DWORD PTE SS5: CESP+1C1, ERR
HE4E7IES| FFLIE BBzZE4 168 CALL DWORD PTR OS:[<&LoggerManager. YCur] Logaerta. YCurrentDate@EYAXARPA_WEE
AE4E7I68E| SB4424 1C MO ERX, OWORD PTR 55:[ESP+1C]
BE4a726F| 58 FUSH ERH
Aa4E7216H| SD4C24 2C LEA ECH,DOWORD PTR 55:[ESP+2C1
BE4a7314| 51 PUSH ECH
oodoroic| E3 ASMFFFF | CALL rifered.oodsonce . 4
BA4E0ERA= i f sruvd. BEEDEBE
BEAREAEE
Address [ Hex dump HSCII fi COERETAS| Fa4sm1cn
HESEIE5E| BE B BE HE| B8 BE BA AB|........
BEBFFFAS| O@Eaaald
BESEIBLS| 67 A8 B0 08 B8 BB B8 A8| . ......
BEEBFFFAC| BE3BAGES
BESEIATA| 13 88 65 68| 23 61 A5 a8( 1, 4. 460,
HEEFFFEA| BEEFFE14
BESEIATS| 08 A8 B8 68| 2F BG 32 @8|....~.2.
BEEFFTE4| O@@aaald
BE3E983A| 38 A8 ZF 68| 31 66 32 @8(a.-.1.2.
2 BEEBFFTES| BEEBFFSS4
BASEIASS| 20 A8 32 6@ 33 BB 3Q @8 .2.3.:. GREFFFEL| RASESHSE
BESEIE9A| 31 A8 31 68 38 BB 28 @8(1.1.:.8. N GREFFFOA| RRSESESE
BASEIA93| 33 A8 ZE O@| 38 BB 37 @8(3...8.7. BREFFFo4| 7Calmmsh
BESEI0AAE| 32 A8 A2 0@ 49 BB 4E @A8(&...1.H.
BA3ESEAS| 46 0B 4F GG 37 60 B3 B8 F.0.:... || BaEEECLE) masbRsan
AASEIREA| 43 A8 &C AR 59 BA 55 @AA[(C. L. i.e. S SRy I

HSCII "F1A™
HSCII "F1A™
RETURM to ntdll.7C218850 from ntdll. 7 CEEREG
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Schneider
PElectric

SIEMENS INVensys
Invensys w T
EMERSON Gitect
GE Intelligent Platforms P :
Schneider Electric '@' Intelligent Platforms Q’
Citect (Schneider Electric) EMERSON

‘7-Technologies (Schneider Electric) —
ARC Informatique BEIJe z‘mt \

Beijer Electronics MITSUBISH
Mitsubishi Electric PcVue s C,,a,,ge,'i';i‘,?;’ﬁiﬁej
Advantech — A

A ADLINK
ADLINK Wi
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A &% 2Bk (exploitable)
— B A% 2B RE £23F0 A Sk 461
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5 S e B e
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Cj Overview of Results

— Software crash

— Resource consumption

- - - = — . [ . TR DU o I L
Limpllmaama lhalzdxr § oy oo 951 ad = heliaale T2l Pal WP el LIRSy
¥ LIIARS 0 LLEFRROLY ‘.alﬂ-!e'Eﬁ‘ LY B & Wk
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= Uintmated Search Path
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D [iRF A 8~ B2 RGP (1/2)

EINCE T T
18

Buffer I/ ,
é‘— Z’ E‘ ~ /J .zu
Overflow I(%t 7 SRS Lo oo SR
SQL Injection 2 B IHITH B FALBE TR B
File . o FARBE L sl ig
6 REHFE 3 S S
Manipulation [7 35 FAp & e ks
DLL , )
. 7 AR 142 v TALB1E k Side g
Hijacking

CRLF 1 e Bad o v Gl R AR ARE
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O Bk A8~ B2 R ERP (2/2)

Directory

2 paa® ¢ TR TS
Traversal
DoS 9 R B o P~ g kAR 1S
XSS 4 A pe B S-SR ?@;t%’* 1= T

Memory Leak 1 R Bl o P~ Ay
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S |z = 6] (CVE-2011-4043)

\

PcVue Sy ;
_mc ¢ ©www.ilanews.com/ca/_01-ABCO0000000000196992 shtml
?:ff Ll‘??fif:j:i; f izid'vniwa e olis 1 1 Al 1 EE%HPCV‘JE Scmﬁﬁﬁﬁﬁwﬁ?ﬁﬂI:FJI:I\*E%%E@]%EE
'I'I.I.-_hlﬂ h.-l:. = - mEaLsET L S LS B ] =18 L 1 -'I.-'.? - AT EPH{]E\ZJEH
while [kigkhlock.length < slackspace) birgkls
var fillblock = bigblock.substringil=dacis M 0 L ) S0 F 2
cor B1a-1 = L _1_1__:|___..1__;___.'___.rn : = : : - :
sar block = blgbleck aubsteing (0 FEREK G XRHNS  WRSES  AEKE AW
while [bhlock.lengt = lackspace

- RANGGE S
¥ar memoty - new Arvawilr; EEFRLTE - NEAMRELT - BEERELE ~ BHEFRLF - [AR-FER - [EREHE -
for (i = 0; i < 400: i+4){ memory AramcofiH/AF] - ApacheBE &= - ZTWHALE - W FIRTT - BEr R GLE] - 7

ELF - BGEH - Bk Ras - Tra‘lsco“__[ it - BsndF] - RBETYIG - £E

- e, R ASAR - ESATE - BrEFiRssils - afOnRAE - RN E - BEFET

= i Al - EECEALT] - BRI TE - BBIEELAT] - TIEREE - hFledEectrabeldg

i length < 5000} buf = 2 58 - fiFREnergomashiy ] - ZEYUBRELT - BETIRE - TXHME - S

ZETRTHLTE - BENEAS T LERLT - BNENE - EENSEH - £ER S

clert {"Readyr™] FEOE - BULRokEL T - AR FERESRAT - EILEHRE - EEAERAR - EE

oA T f—H‘E AT - EEREEER - EJ’EJFU}_LE?L "“=J BR3ERE - FRAF - Keylh® ~ FEE

fiodh - |ERF MY - 805 - B2 '?’Ei’ﬂi 7 REFHHLF]

BEREFEGHLE - ERLE - TiEOTE] - FEERhenaulE

BRRHT - ESESH - Fih EEE Eﬁ%ﬁ?i 2E] - FFE3E

- E] - FEiTEES, F"” BT - FHIERE - &
E]Efﬁ'ﬁl!ﬁ“‘_ SEfEL A '?ﬁbl]i&iﬂii EEEFREEAT -
~T£|EJ¢%?=“~_J - ETEEH - %i‘% FEELF] « EXTRATE - EEINAMRL

' carg =° iﬂﬁﬁﬁlﬁ] EEESLT - ZEEREREH - ZEREIIHKS - HEEFELT .

FEE AR A TR E SR — BT - @ et i T et
BRI YIRS R R R B A -




ICST
TNTATNIR]] LIS TEMIMG JE e et LS wiall
IRIRTAIRI LISTEMIMG _:z_:;z_l__: et :j;-_::::
0.0.0.0:0 LISTEMIMG 180 18 17 1 WH'H’: CLOGE Wil T
0.0.0.0:0 LISTEMIMG _ — 151 150 2 7 100 CLOLE AT
e ¢ © www.copadata.com/no_cache/en/nev P T L F CLOGE waT
00000 LISTEMIMG TER TR 2 7 7 R CLIOGE wialT
B D 0 k| f . III . h 1%16‘-&.21:1 ":‘EP“ ':_Hn.l;: h“T
¥ SmartHeap Library rinking water for millions with zenon - i1 i 5
: Bodensee-Wasserversorgung (Germany)
g- Q Cut of memory, Please free so
0 The name Bodensee-Wasserversorgung represents the highest o e T T L
0 standards of safety and quality: the association supplies water to [oF ISR RCLTATET | AEETE Bel 2 ST S ipRe R
* [ Abort ] [ Retry four million people in the German state of Baden-Wiirttemberg
* every day. This is done on the basis of optimally-conceived b raquasted the Runbine 40 berrinate | i 30 Urosual sy
* state-of-the-art transport and preparation equipment. o spElicaton's EIpporT Besn o rore nformation,
o Bodensee-Wasserversorgung use zenon for the visualization and
0.0.0.0:0 LISTENING monitoring of their technical equipment. i o i
00000 LISTEMIMG | = |
i Zweckverband Bodensee-Wasserversorgung is
o the largest longdistance water provider in
: Germany. The association was founded in 1954, 152 168 2971 W
0.0.0.0:0 LISTENING in order to meet the increasing demand for IR AT 10
192168.217.15211M ESTABLISHED o ISR ISR TSRS
OO0 LISTEMING dninking water using additional water from Lake 150 158 2971
T LISTEMIMG Constance. The water is taken from 60 meters 150 158 297 1 G801
- below the surf dir ed 152 168 267 152 102 ESTASLISHED

192168 2171521056 ESTABLISHED et e suriace and Ransparecup {30 158 317 150 107 F5 AT ISHED

approximately 310 meters to six large pumps in

the preparation plant on the Sipplinger Berg

(mountain), There, the water from Lake Constance, which is already good-quality water, is
processed with microstrainers, ozone and filtter equipment to become very highquality water.
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OllyDbg - rifsrvd.exe - [CPU - thread 00

@ File “iew Debug Flugins Options Window Help

Rt ¥ 27 & (GE Intelligent

B Windows T{FEEE

TEEETD ‘EEIE(Q} ?‘F&Tﬁﬂﬂ RRfEID  FREFCHD
FEFRAEST | sErmiERE [ENEE ) smraThaE | iER |
CCPU{EREE | CPU it

Bl x| »u| s ¥4 A »f LIE[M[T]w
BEa4E0CEE| &3 FUSH EEX [
BE4E0CEL| E&
BE4E0CE2| &Y
BE4E0CES| &R B4
GE4ANCES] SEO9 - |'| il
‘ 1= _,,.______ul I'. _.'"'."'" s .""'""' i
ﬁﬁfﬂ e () $‘%Tﬁﬂ£} EEFELD | =T
R REER |an | @k mR|
EREHE R EGETN ET R
FoogleUpdatee... 3208  Admdustr.. oo
hazplms exe gla  BYSTEM o0 —
Licernseive exe 1016 EYSTEM 0o || [ e p—
tnetinfo exe 944 BYSTEM oo 501 mH 7424
is.exe 1028 ZYRTEM oo -2 AR LIS 80852
juached exe 3064 Admimistr.. an -~ B ERIERE ()
lzazs exe 1264 SYRTEM an 1340645 B £2596
MIRROR-4EXE 2128 Administr.. 00 || S e Eae ety |,
MirrorClient exe 1108 Admindstr. .. oo
MEMEEE EHE el Adminstr aa — =
OpcEnnm.exe 1176 S¥9TEM o0 I |E§f¥f=r_=|=_l¥: 52 |CPT.T = 11% |§Eﬁ_|'fEFH: 1309K / 1496E |
w ?H Q:.I;IFQTFM I-"-I P sy CA el [ A R R Y A (w1 ol L
nfn:trgm BHE 3100 Hdnmmtr... 00 rifi:trani exe 31|:":| dnﬂ-ﬂiﬂt’---
ShieCtrl BNE 71157 ﬂdnmmtr... i Eh':tfl EBME ﬂdnmustr...
BRI W A A A | [, ahiedve exe 1728 SYRTEM oo L X
services exe 1252 SYATEM o0 SEIVICES BME 1252 SYRTEM an an0 K
slemve exe 1876 SYRTEM an slamvn e 1876 EYETEM o0 296 K
STTLES EXE 1136 SYSTEM an SITLEE. BHE 1126 3ZYRTEM oo 120 K
spoolsy exe 300 BYETEM o0 spoolsy exe 300 EYRTEM an QI8 K



S |SQL Injections | (CVE-2011-4521)

f= ol
5l A
A, —
L e MIE e aem T e L A =llkallde 0] Saah
LY T P
Fok Thmany e Frnde

M= NS Y=y Feepdes Tooke  Heln

1 i e e Y
<= Faworibes ﬁtlgl,h[ghrpgl_ﬁ:l_gj I I i = 1 - 7] il + Pagex Safety - Took - @~

C ® www.shodanhg.com/search?q=%2FBroadWe

Exploits Research Videos Ani

varsary Promotior

ADARMEE f; SHODAN BroadWeh Search

Results 1 - 10 of about 181 for BroadWeh/

w Top countries matching your $

netsparker
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140,129.1,225 HTTPN 0302 Clject moved
= : Server. Microsoft-115(5.1
B Taipei Date: Fri, 20 Apr 2012 01:51:56 GMT Advertise Here
A-Uk-Compatible: [E=Emulate] E7
Z-Powered-By: ASF HET
Location: breadWebbwRoot aspPusemame= admin Celebrating 2
Content-Length: 121 years of
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2 5](2/2)

\

Function GetRegvalue |
Eyval Path As String

1 A5 String

Function SetRegvalue |
Evval Path As String

Eyval dwType As Long,

Evval Data As Siring

B E = &) &; ByvalValue As Long
1 AS STrng
& GetRegValue Function BuniM D |
© RunCMD L, By'al Crnd As String
® SethegValue Eyv'al sec As Long

I A5 String
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S |% 2EF BB

(= ICST ce? CERT/CC
.cD A JPCERT/CC

&:’5 ICS-CERT
@ I ‘ 55? ZAT

IRk

F" /'{%/}E

Wee v
B Vendor

Yes
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7P "1 3% (Triple-DES or AES. 128) b 4-E-Mail: * PGP
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i 4F CERTAR B #8545+ 3571

il 3F ICS-CERT - 257

i 38 JPCERT/CC - 9R

i 8 CERT/CC © 17
**CERT#p B #8 4 = £ % 201

ICS-CERT - 158

US-CERT : 1 R/

JPCERT : 47|

+ B {8301 CVE Identifier number

CVE-2011-1914 ~ CVE-2011-3330 ~ CVE-2011-3996 ~ CVE-2011-4033 ~
CVE-2011-4034 ~ CVE-2011-4035 ~ CVE-2011-4036 ~ CVE-2011-4043 ~
CVE-2011-4053 ~ CVE-2011-4055 ~ CVE-2011-4056 ~ CVE-2011-4057 ~
CVE-2011-4521 ~ CVE-2011-4522 ~ CVE-2011-4523 ~ CVE-2011-4524 ~
CVE-2011-4525 ~ CVE-2011-4526 ~ CVE-2011-4533 ~ CVE-2011-4534 ~
CVE-2011-4870 ~ CVE-2012-0223 ~ CVE-2012-0224 ~ CVE-2012-0309 ~
CVE-2012-0310 ~ CVE-2012-1814 ~ CVE-2012-1815 ~ CVE-2012-1816 ~
CVE-2012-1817 ~ CVE-2012-1818
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i L 3E = 5 (2/2)

Schneider Electric & F % F o> B £ Z $ICSTR #2 &

(#* % Schneider Electricy =t . F 4 b 2 B & L $HRF %

TF R )

— http.//www.scada.schneider—
electric.conV/sites/scada/en/login/historian-vulnerability.page

Invensys & F & F OB & HICSTaR #2 &

— http://iom.invensys.com/EN/pdfLibrary/Security_Bulletin_ LFSEC
000000067 .pdf

SIEMENS % F %+ 2B £ 3 HICSTHR #2 &

http://www.siemens.com/corporate-

technology/pool/de/forschungsfelder/Siemens_Security_Advisory_

SSA-850510.pdf
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ICS-CERT Advisory 15 B

http://www.us-cert.gov/control_systems/pdf/ICSA-12-047-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-279-01.pdf
http://www.us-cert.gov/control_systems/pd{/ICSA-11-279-02.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-277-01.pdf
http://www.us-cert. gov/control_systems/pd f/ICSA-11-353-01.pdf
http://www.us-cert. gov/control_systems/pd{/ICSA-12-025-01.pdf

http://www.us-cert.gov/control_systems/pdf/ICSA-12-025-02A.pdf

http://www.us-cert. gov/control_systems/pdf/ICSA-12-047-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-307-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-332-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-340-01.pdf
http://www.us-cert.gov/control_systems/pd f/ICSA-12-013-01.pdf
http://www.us-cert. gov/control_systems/pd{/ICSA-12-016-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-343-01.pdf
http://www.us-cert. gov/control_systems/pdf/ICSA-12-138-01.pdf
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e US-CERT Advisory 1 B

—  “Wibu-Systems CodeMeter remote denial of service vulnerability”™
»  http://www .kb.cert.org/vuls/id/659515

e JPCERT Advisory 4 B

—  “CSWorks LiveData Service vulnerable to denial-of-service (DoS)”
»>  http://jvn.jp/en/jp/J VN98649286/index.html
—  Wibu-Systems CodeMeter Runtime vulnerable to denial-of-service
»  http://jvn.jp/en/jp/IVN78901873/index.html
— Cogent DataHub vulnerable to cross-site scripting
>  http://jvn.jp/en/jp/IVN12983784/index.html
—  Cogent DataHub vulnerable to HTTP header injection
»  http://jvn.jp/en/jp/IVN63249231/index.html
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ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ICS-CERT ADVISORY

ICSA-11-343-01—SIEMENS FACTORYLINK MULTIPLE ACTIVEX VULNERABILITIES

January 04, 2012

OVERVIEW

ICS-CERT originally released Advisory ICSA-11-343-01P on the US-CERT secure portal on
December 09, 2011. This web page release was delayed to allow users time to download and install the

update.

Researcher Kuang-Chun Hung of Taiwan’s Information and Communication Security Technology Center
""““"""""‘““"""""‘““"""""‘“““““““E““““\

(ICSTl&aS identified two vulnerabilities affecting ActiveX components in the Siemens Tecnomatix
LA L L y : % z : e
FactoryLink application. The report included buffer overflow and data corruption vulnerabilities.”

ICS-CERT has coordinated with Siemens; Siemens has released a patch that addresses the identified
vulnerabilities. ICS-CERT has confirmed that the Siemens patch resolves the reported vulnerabilities.

AFFECTED PRODUCTS

: ' 2 ; . : 68
The following Siemens Tecnomatix FactoryLink versions are affected:



C | ® jvn.jp/en/ip/IVNIR649286/index. html

Vulnerability Analysis by JPCERTICC
Analyzed on 2011.11.01

Measures Conditions Sy

LISSER TN B can be attacked over the Intemet using packets High [ 1111
Authentication anonymous or no authentication (IP addresses do not count) High [ 1T 1 1]

Lser Interaction
Required

the vulnerability can be exploited without an honest user taking any action High =1

some experise andfor luck required (most buffer overflows, guessing corectly in small space, PR
S : Mid-High
expeartise in Windows function calls) g ....

Exploit Complexity

Description of each analysis measures

Credit
Kisang-Chun Hung of Security Research and Service Institute - Information and Communication Security Technology Center (ICST), Tamwan R.O.C
ripnrted thls 'l"'.llﬂﬂmhlli'!f to JFEEHT.“:': BT TR TR R TR TR R R R R R R R R R R R R N

JPCERT/CC coordinated with the developer under Information Secunty Early Waming Fartnarship.

Other Information

JPCERT Alert

JPCERT Reports

CERT Advisory

CPNI Advisory

TRnotes

CVE CVE-2011-3996
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O www kb.cert.org/vuls/1d/6595 15

Yendor Informaition

I YVendor Statas  Date MNotified Date Updated
AeocessData Affected 2012-01-1&
mudance Software, Tnc. Affected 2012-01-14
Taby- Zystems Affected 2011-10-25 2012-01-03
References

hitp ifwramar wnbu. comdensatwenders oftwrare . hitml
htt i ren. jplend e/ VI FES901 87 3hndex hitrnl

Credit

Thanlrs to Euang-Chun Hung of Information and Commmnication Security Technology Center for reporting this wulnerabilitsy,

Thiz document was written by ddichael Orlande.

Orther Information

Drate Public: 2012-01-12
Drate First Published: a2a012-01-12
Date Last TTpdated: 2012-01-146
CEET Adwisory:

CWE-ID =) CAWE-2011-4057
VD -TD =) CAWE-2011-4057
TTZ2-CEET Techrnical Alerts:

Severity Dletric: 0.14

Document Eewision: 26

If wou have feedback, comments, or additional information about this wulnerabihty, please send us email

e e R |
Froduced 2012 by US-CERT, a govermunent orgardzation

Dhigclaimers and coprrright information 70
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@ iom.invensys.com/EN/pdfLibrary/Security Bulletin. LESECD00000067 .pdf

Vulnerability Characterization

The Wonderware InBatch Runtime Client components contain three buffer overflow vulnerabilities that
could be exploited by using long string values for properties/methods of the referenced controls. A
remote attacker could social engineer a user into double clicking a malicious htmil file or clicking a
malicious link that would likely result in remote code execution running with privileges as the currently
logged in user (or cause a denial of service (DoS)).

Any machine where the InBatch Server and Runtime Client controls are installed is affected and must be
patched. The possibilities include Wonderware InTouch or Wonderware Information Server browser
clients who have downloaded converted windows that contain the controls.

Mo other components of Wonderware InBatch Server are affected.
Please see the installation guide when installing this update.
Update Information

Install the Security Update using instructions provided in the ReadMe for the product and component
being installed. In general, the user SHOULD install the update on all nodes where the InBatch client
runtime and the InBatch Server are installed.

Other Information
Acknowledgments

Invensys thanks the following for the discovery and collaboration with us on this vulnerability:

Kuang-Chun Hung ICST Llnfc:r and Communication SECLIFI’["{T hn-::-ln::-g;,r Centerj for
AR ERRRRE LR L] \ A L A R A R L L A L L A R R R L T A T R R R A LR LTI T TRRERRRN
reporting the InBatch Long Etrlng I e Buffer Overflow and the ICS-CERT organization for their

coordination and support.
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@ wrarw.slemens.com/corporate -technology/pool/deforschungsfelder/Siemens Security Adwvisory S5A-850510.pdf

Siemens Security Advisory by Siemens CERT

SOLUTION

Siemens provides updates for closing the vulnerabilities that restrict the malicious usage of
ActiveX controls. Siemens strongly recommends to install the updates as soon as possible.

# Tecnomatix FactoryLink bufter averflow

The paiches for the various Tecnomatix versions are also available at
http:/www.usdata.com/sea/factorylink/en/s navs.asp

The security updates listed below are for FactoryLink versions 8.0.2, ¥.5.2 and B.6.1.
Thess represent the last maintenance releases of the last 3 major releases of
FactoryLink:

*  Securitylpdate802.305
* SecurityUpdate752.1401
*  SecuritylJpdateGBi1.305

If you are running a different version of FactoryLink and require this security update,
we recommend you to upgrade to one of these versions of FactoryLink.

# Tecnomatix FactoryLink file overwrite

Siemens also recommends installing the Microsoft update referenced in the Microsoft
Security Advisory 2562537

http:/ftechnet.microsoft.com/en-us/security/advisory/ 2562937

»  Waorkaround for both vulnerabilities

Deactivate ActiveX controls in Internet Explorer.

ACKNOWLEDGEMENT

Siemens thanks

* Hesearcher Kuang-Chun Hung of the Security Research and Service Instifute of
thiilnfﬂrmatiﬂn and Communication Securitz' TEEI‘IEDH]%}" Center (ICST) for
TEPDHI‘I'I‘Q‘HE‘V‘UTHEF‘H ‘mﬁ"‘.“““““““‘ LTERERRER LR R AR R RN R RN,

#* The Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) for 73
reporting and coordination efforts.
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Control Systems Security Program (CSSP) Standards & References
—  http://www.us-cert.gov/control_systems/csstandards.html

21 Steps to Improve Cyber Security of SCADA Networks

—  http://www.oe.netl.doe.gov/docs/prepare/2 1 stepsbooklet. pdf

Common Cybersecurity Vulnerabilities in Industrial Control Systems

—  http://www.us-

cert.gov/control_systems/pdf/DHS_Common_Cybersecurity_ Vulnerabiliti
es_ICS_2010.pdf

Vulnerability Analysis of Energy Delivery Control Systems

—  http://energy. gov/sites/prod/files/ Vulnerability Analysis of Energy
Delivery Control Systems 2011.pdf
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