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Timothy Vidas and Nicolas Christin, Evading Android Runtime Analysis
via Sandbox Detection, ASIACCS’ 14

X and {5k, 2 HBIASRM&IT S F—H K, HitCon 2013
Tim Strazzere, Dex Education 201: Anti-Emulators, HitCon 2013

Patrick Schulz, Android Emulator Detection by Observing Low-level
Caching Behavior

Felix Matenaar and Patrick Schulz, Detecting Android SandBoxes
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Nicholas J. Percoco and Sean Schulter, Adventures in BouncerLand, Black
Hat USA 2012
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Automatic Security Analysis of Smartphone Applications, CODASPY” 13
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—adb shell
—cat /proc/cpuinfo

CPU part :
CPU revision - 0

Hardware - Goldfish
Revision : D00
Serial  clolclolelelelafelefalelafelole]

CPU part : Ox06fF
CPU revision : 0

Hardware : Qualcomm MSHM 8974 HAMMERHEAD (Flattened Device Tree)

Revision : 0OBb
Serial : 0OOROROEEOAOLOLR
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— Timothy Vidas and Nicolas Christin, Detection method

getDeviceld()

Evading Android Runtime Analysis via getSimSerial Number(

getLimel Number()

MCC

Sandbox Detection, ASTACCS’ 14 MINC

FINGERPRINT

BOARD

BRAND

DEVICE

HOST

1D

manufacturer

MODEL

PRODUCT

serial

TAGS

radio

USER

NetCountry

€l k¥ Evading Android Runtime Analysis via Sandbox Detection, NetTy pe

ASIACCS’ 14 PhoneType

SimCountry
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+ @ Build. MODELIRH 1% £ 51 5
SN AR T R

.method private static a()
.locals 2 e L | =
-8 8 Rithe)

. .prologue
g abEn S o
sget-object v@, Landroid/os/Build;->MODEL:Ljava/lang/String; e [:t:zFf<
R o 555 € AT R EER
const-string v1, "google sdk"

inveoke-virtual {ve, }, Ljava/lang/String;-rcompareTolgnoreCase(Ljava/lang/String;)

move-result *ﬁ;u%%*ﬁilj\m

if-eqz v@, :cond_@

sget-object v@, Landroid/os/Build;-»MODEL:Ljava/lang/String;
const-string v1, “sdk®

invoke-virtual {ve, v1}, Ljava/lang/String;->compareTolgnoreCase(Ljava/lang/String;)

move-result
if-eqz v@, :cond_©

const/4 » Bx@

goto_@
return

rcond_@
const/4 » Bx1

goto :goto_ @
-.end method
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« TelephonyManagerZ5 1t API
— (getDeviceld, 000000000000000)
— (getDeviceld, 012345678912345)
— (getSubscriberld,310260000000000)
— (getVoiceMailNumber, 15552175049)

» BuildEFE
— (BRAND, generic)
— (DEVICE, generic)
— (HARDWARE, goldfish)
— (HOST, android-test)

(405K 4510
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o FRUESCAF
— /dev/socket/gemud
— /dev/gemu_pipe
— /dev/gemu_trace

%\ e
— (ro.hardware, goldfish)

— (ro.product.device, generic)
— (ro.product.model, sdk)
— (ro.product.name, sdk)
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— k5. Google Play 2013
— FEAFNAL: 14,195
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— k5. AndroMalShare
— FEASHIAE: 8,939
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m# Apps m#Detected Apps  E# Detected Apps(Ad Filtered)

1400 1329
1270 1232
1200 -
1000 -+
808
776
4 W45 744 743
800 695
643
600 - 542 543 539 gy
186 461 446
109 413 405 396 363
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194 175 34 2 2
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m# Apps m# Detected Apps m# Detected Apps(Ad Filtered)

300 284 279

250 -
198
200 -

150 - 36 133
23 113

100 4 B76 83
52 63 57 56

2723 2725 2739 2346 2017 1716
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— TR Google Ad, Millennial Media, etc

— #1285 E: Facebook, Twitter, etc

— X ATZRJE: PayPal, Amazaon, etc

— FIATZEE: Youtube, etc

— Yk 51 % LGame, etc

— HAth 25 =7J7 % SamSung S-Pen, Mozilla JavaScript, etc
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{
Method localMethod Class.forName("android.os.SystemProperties").getDeclaredMethod("get",

Class[] { String.class });
localMethod.setAccessible(true);
boolean bool "1" .equals(localMethod.invoke(null, Object[] { "ro.kernel.gemu" }));
bool;

(Exception localException) {}
false;

((str2 null) ('f()))

{
Uri localUri = d(paramUri, Base64.encodeToString(c(arrayOfByte, str2.getBytes()), 11),
I“m_s“ )-;
localUri;
}
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« i F TelephonyManager.getDeviceld3k B % #51d
e 57745 H1000000000000000 Lb 55 F W7 A& 75 AR HL 2%

boolean x()

String str ((TelephonyManager)PayPal .getInstance() .getParentContext().getSystemService("phone™)).getDeviceld();
(str null) {
str ((WifiManager)PayPal .getInstance() .getParentContext().getSystemService("wifi™)).
getConnectionInfo().getMacAddress();

((PayPal .getInstance() .getServer() 1) (str.equals("©00000000R00000")))

Intent locallntent Intent(PayPalActivity.FATAL_ERROR).putExtra("FATAL_ERROR_ID", "-1").
putExtra("FATAL_ERROR_MESSAGE", h.a("ANDROID_simulator_payment_block"));
PayPalActivity.getInstance().paymentFailed((String)PayPalActivity._networkHandler.c("CorrelationId"),
(String)PayPalActivity. networkHandler.c("PayKey"), "-1", h.a("ANDROID_simulator_payment_block"), false, true);
PayPalActivity.getInstance().sendBroadcast(localIntent);
false;

true;
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MD5
— 2D66D7942148DE2D9F08EAB403921C89
W’%m%fm S BiJ:ﬁ?
- B
— j\- = l_j /fIZI TN
— L5 Certificate
ﬁﬁ%ﬁ{% T%%f@%%ﬁﬁé\%ﬁ%u Ceniﬁcaﬁlinlstalled
— Start_SmS_fO rwardi ng ﬁ'l:]?fr:?is:uiuce‘fi.s protected now.
. Start_Cal I_bIOCking Certificate PIN Code: 0518
— send_sms
Rz 47 5
— getDeviceld

— getLinelNumber
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° com.security.cert.a.a.c

strl com.security.cert.b.b.b(paramContext);
str2 = com.security.cert.b.b.c(paramContext);
str3 com.security.cert.b.b.d(paramContext);

(str2 null) {
str2 -

}

(strl null) {
strl s

}

(str3 null) {
str3 R

1

((str3.toLowerCase().equals("android")) (strl.equals("000000000000000") )
(strl.equals("©12345678912345")) (str2.equals("15555215554"))
(Build.MODEL.toLowerCase().equals("sdk")) (Build.MODEL.toLowerCase().equals("generic"))) {

com.security.cert

b.a.a.a(paramContext, true);

it b #iDeviceld. Phone Number il 54 52



P UL Rl v25-Pincer

e com.security.cert.b.b

String b(Context paramContext)

((TelephonyManager)paramContext.getSystemService("phone")).getDeviceld();

String c(Context paramContext)

((TelephonyManager)paramContext.getSystemService("phone”)).getLinelNumber();

String d(Context paramContext)

((TelephonyManager)paramContext.getSystemService("phone")).getNetworkOperatorName();

sk HEXDeviceld. Phone NumberlA A2 Network Operator
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e com.security.cert.b.a.a

void a(Context paramContext, Class paramClass, boolean paramBoolean)

(paramBoolean) {}
(int i 1;; 1 = 2)

ComponentName localComponentName ComponentName (paramContext, paramClass);
paramContext.getPackageManager() .setComponentEnabledSetting(localComponentName, i, 1);

2

void a(Context paramContext, boolean paramBoolean)

a(paramContext, OnBootReceiver.class, paramBoolean);
a(paramContext, SmsReceiver.class, paramBoolean);
a(paramContext, PhoneCallReceiver.class, paramBoolean);
a(paramContext, SmsSentReceiver.class, paramBoolean);

DisabletH J< 4144




P AL s far il 5 v2:-Wroba

« MD5
— OBDDS5CO5FE8B2C5D235CF54CAD21DCA48

o DR i EINHARAT B
« BT REAR

o RIXKIE

o Bl ZEMNAET

o HIxENRSS AR IEAE

o KRG ONERLLEE, OGS
A 5 AE RS 28 A5 N AN s AT




P UL il 5 v2:-Wroba

* nh.four.MainService

void onCreate()

{

super.onCreate();
BaseMessage localBaseMessage BaseMessage();

(('localBaseMessage.isEmulator()) (!localBaseMessage.isContant(this) .booleanValue()))

{
SQLiteHelper.CreateSQLiteHelper(this);
this.isrun true;

Thread(this).start();

* nh.four.BaseMessage
— j#dandroid.os.Build3k B £ Gt & 1t

boolean isEmulator()

(Build.MODEL.equals("sdk")) (Build.MODEL.equals("google sdk"));
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+ A Linux or Mac system. It is also possible to build Android in a virtual machine on unsupported systems such
as Windows_ If you are running Linux in a virtual machine, you need at least 16GB of RAM/swap and 30GB or
more of disk space in order to build the Android tree.

« 30GB of free disk space to complete a single build and up to 100GE or more for a full set of builds. The source
download 15 approximately 8.5GB In size.
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Android Runtime Hook#EZE

* Rov089, Xposed

— A framework for modules that can change the behavior of the
system and apps without touching any APKs

« Saurik, Cydia Substrate
— The powerful code modification platform behind Cydia

 Collin Mulliner, adbi
— The Android Dynamic Binary Instrumentation Toolkit
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XposedZ&: A JR

¥ Heapp_process

¥t 75 EHook HY Java bR £ 5 # 5 IN TR 2
FIT B 75 EiHook ] pR % 4 Fi xposedCallHandler &b F

XposedCallHandler 51 57 & F VE A B
beforeHookedMethod FlafterHookedMethod

22 MindMac-Xposed#E 42 Javaiii 43
http://bbs.pediy.com/showthread.php?t=181561
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— HookX] M [JAPI, {EafterHookedMethod B8 % 47 % B X 5|
TR 2315 f IR 8] 45
— n] i — ik BIEEHL B A FAE (B A 5 g H=00)

void afterHookedMethod (MethodHookParam param) throws Throwable {
param.setResult("15802920458");

BE IR BME
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— BatteryManager:f F it (5 Sl i3 Sticky Intent) #%
— 1 HregisterReceiver 4% NME Anull )] 2 cds
— registerReceiveriz [7] i) Intent =245 & £, & e vt L {5 R

IntentFilter intentFilter IntentFilter(Intent .ACTION_BATTERY_CHANGED);
Intent batteryStatus context.registerReceiver(null, intentFilter);

int batterylLevel batteryStatus.getIntExtra(BatteryManager .EXTRA_LEVEL, -1);
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 KPUTE
— Hook android.content.IntentfgetIntExtrass: bR 4L
— ftafterHookedMethod p& £5 H 1] Wt Intent Y] Actions& 15 4
ACTION _BATTERY CHAGED, % &, WRIESHEL
IR [AE

void afterHookedMethod{MethodHookParam param) throws Throwable {
Intent intent (Intent) param.thisObject;
(intent null intent.getAction().
equals (Intent.ACTION BATTERY_ CHANGED)){

String key (String) param.args[9];
(key.equals (BatteryManager \EXTRA LEVEL))
param.setResult(78);
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— telnet localhost <emu-port>
— power capacity 78

: type ‘help’ for a list of commands

allows to change battery and AC power status

available sub—commands:
dizplay dizplay battery and charger state
ac zet AC charging state

status zet battery status

present zset battery present state
health zet battery health state
capacity zset battery capacity state

KO: bad sub—command
power capacity 78
0K

SECEE iRl
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e Wifi
— Bl gs EAFAEWIfiiE AR
— FRELBIMACHHE null

— HHL EBMEEWIfiRIT I E 0 FBZR AT BLE R EUMAC
Hi bk

WifiManager wifiMgr (WifiManager)getSystemService(Context . WIFI SERVICE);
WifiInfo wifilnfo wifiMgr.getConnectionInfo();

String macAddress = wifilnfo.getMacAddress();
« GPS

— B EAIEAEGPS &
— LocationManager.getLastKnownLocationiz [5{& Jynull
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T 7 1 (wifi)
— Hook android.net.wifi.Wifilnfoff]getMacAddress i %1
— JR[E “ESE” FIMACHLIE(RT S H AL T VAR R [ AN [FE)

X4t 7% (GPS)

— Hook LocationManagerHgetLastknownLocation p& £

— ffafterHookedMethodH 52 f5i| fk Location ) %, 1% B AL FRE
— IR Bl I Location X 5

void afterHookedMethod(MethodHookParam param) throws Throwable ({
Location location Location(LocationManager .GPS_PROVIDER);
location. setlLatitude(10.03);

location. setlLongitude(25.65);
param.setResult(location);
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» Build.Device3¥ & T &7 Et, fEandroid.os.
BuildZ&nZk i 5¢ i AE
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+ XPUTIE
— B Androidiiig, B iBRANDT-EH

— i system.img 3 A4; & icbuild. prop; EET A Rk
system.img

— andwise, Unpack/repack ext4 Android system images, xda
developers

AR ANME RS IA B Hook 3 R ?


http://forum.xda-developers.com/showthread.php?t=1588461

X478 75 v (Smali Hook)
— 22w Alismali code

ST Build = B LT 2 A

— ¥ XfLandroid/os/Build ) 5] FHEHCA B & X2

— HRiE. A4 APK

.lin

e 26
5]

line 26
ond 8 rcond_@
e -obj d/os ild;-3>BRAND: Ljava
B d T RS e sget-object vo, /Build;-> j t
line 27 .line 27
Lne .local , brand:Ljava/lang/String;
lacal s brand:Ljav S _ s no . wm
. = const-string s> generic
nst-string » Eeneric
. invoke-virtual {ve, }, Ljava/lang/String;->equals(Ljava/lang/Object;)
voke-virtual {va, T 5 I1s(L] bject;) . .
result
mmmmmmmmmm 1t
if-eqz w1, :cond_1
if-eq 5 ond_
# static fields
.Tield public static final BRAND:Ljava/lang/String; = "google™
String; = "hammerhead™

.field public static final PRODUCT:Ljava/lang

o N AT BARYS, IETVA S

S APK LB AT !
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— Hook < 571 FH Y B AReR 2L,  4nSystemProperties.get & %1
- RESEIE N, BouREME, FEEREUERESEHE(RA
R FEMNESIRZEE, AEEMNMES SRR AS

pRENEEY)

* XIHLITTR2

— H#2Hook java.lang.reflect. Method2% ] invoke % %
— AR SO U FH 328 48 % 44 A W H b pR 2R
— Bt ZEE, RIEZEE U0 FHE
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o BEHU/system/build.prop SCA4- G TR L 25
— [system/build.prop X fiE 3k T RS TEE
— AndroidJ& 1 R G5 B B 2 BUZ SO N 25 55 e
[EAFNFEZN AT
— M N AR P A AT AR
— FIEEHUZOCME AHFHIR S AL S R A

g EES: C\windows\system32\cmd.exe - adb shell l =TA=n X

C:llzers Administratoradh shell
rootPandroid:=r # 1= -1 rsystemsbuild.prop

1z -1 Asystem/build.prop
I e root root 1433 26812-18—-609 28:83 build.prop
rootPandroid:=s #




3T /system/build.prop£s AL 25

o XNPUTIA
— Hook IOMHZRAPI, FEREHUCCHR, Bkt
— FHEHook T A 10252
— AT 104 E f 23 H libcore.io.loBridgeZ& 41 [ API
— Hook opentfi %, fFbeforeHookedMethod 3115 B path 2%k

void beforeHookedMethod (MethodHookParam param) throws Throwable {
int uid = Binder.getCallingUid();
(uid 10000 uid 999993 {

String path (String) param.args[@];
(path.equals("/system/build.prop™))
param.args[0] “/data/local/tmp/fake-build.prop";

& pathZH{H
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e ActivityManager.isUserAMonkey i % 7] #8001 24 57 FH
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* XPUTIE
— Hook ActivityManager.isUserAMonkey e £
— {tafterHookedMethod F# 1% [F] 18 15 & Hyfalse
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Ul

o [proc/tty/driversIK a5 &S BL & RFIE A A
goldfish

- IR AT
¢ FRIGZUEE B4 R 75 £ Argoldfish

2 irootPandroid: # cat ASprocsttysdrivers

cat Sprocsttusdrivers

sdevstty sdevstty B syztem: devstty

sdev-console sdevsconsole 1 syztem:console
sdevsptmx 2 syztem
sdevsuvcA 4 B syztem:vtmaster
sdevsttys 253 -7 serial

sdevspts 136 B-1848575 pty:-zlave
sdevsptm 128 B-1848575 pty-master
sdevstty 4 1-63 conszole

rootFandroid:=r # 1= -1 Asprocsttysdrivers

1z -1 sprocsttysdrivers

—r——Pr——r—— root ront A 28014-86-82 B4:05 drivers
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boolean isEmulator(){
File gemu_file File("/dev/qemu_pipe");
(gemu_file . exists())

true;

false;
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— Hook java.io.File2[fjexists pR £

— FREUCHFT R AR

— 27 YO8 42 N Idevigemu_pipe, B R [E]{E ANfalse

void afterHookedMethod(MethodHookParam param) throws Throwable {
File file (File) param.thisObject;
String filePath = file getAbsolutePath();

(filePath.equals("/dev/qemu_pipe"))
param.setResult(false);
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getpropr & Al LASREUCH 5T R A1 g 1445 B
I A A B AR B A A AR,

ro.product.name
i FH Runtime.execpf 2 1] DL AT shell iy &
BEEUshell$hAT 45 FEHWr e B AT A4 IE 7 1
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o XHLITIRL
— Runtime.exec R £ 1H A J5 1% [A]ProcessSE A
— PUAT HIshell 45 5 1 Process.getInputStream 3k B

— Runtime.execsx -2 i HProcessManager.exec, X [A]
ProcessImpl =z 45
— Hook Processimpl2&f#jgetinputStream ki 5, iR [B1 B4 5 3¢
4 iTinputStream i 5
SRIES
findAndHookMethod("java.lang.ProcessManager$ProcessImpl”, lpparam.classlLoader, "getInputStream”,

XC_MethodHook( ) {
@Override

4

void beforeHookedMethod({MethodHookParam param)
ThrowablLe A

InputStream inputStream FileInputStream("/data/local/tmp/fake-build.prop™);
param.setResult(inputStream);

}
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X HLTIA2

— BHLinux RS2, a0 Hrgetpropmr &
— /system/core/toolbox/getprop.c

— make toolbox

— /out/target/product/generic/system/bin/toolbox

— A FH B 4 PR A R Y toolbox B i £ Gitoolbox

LLEA 26012-18-A7 28:16 gthlt} lp
186112 2812108609 20:88 gdhse
20121087 28:16 geteuent —» toolbox
2012168089 20:16 getprop —> toolhox
9512 2012-18-8A% 28:16 g=zip

4

void record prop( char* key, char¥ name, wvoid* opaque)

strliist t* list = opaque;
char temp[PROP UALUE_MAX + PROP_NAME MAX + 16];
(strcmp(key, "ro.product.name") == 8){
name = “"google™;

snprintf{temp, temp, "[%s]: [%s]", key, name) ;
strliist append dup(list, temp);
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« NDKHEMLT  system_property gettRiH kI R 5t )&
P

. LA 5 sys/system_properties.h3k S

JNIEXPORT jboolean INICALL Java_com_emulator_detect DetectUtils_detectGetpropDirectly
( JNIEnv* env, jobject thiz )

{

int len;

char buf[1024];
len = _ system property get("ro.product.name", buf);
(strcmp(buf, "sdk") 0);
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o Xposed{¥ 3Z#¢*fJava)= s i 47 Hook, JCiZnt
Linux R 45 2 R 20T Hook #E /F

o adbiz #:Native Code[JHook
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 f§i FHadbi Hook Linux & 4t R %

- FREAH A

void __attribute  ((constructor)) my_init(void);

— % B hook R %

void my init(void)

{
hook(&eph, getpid(), "libc.", " system_property get”,

my system_property get arm, my system property get);

}
ARMTE L 4E T [fThook B T Thumb#5-&% T HIhook B 4§



i 3 Native Codefs i F£i] S

 {i FHadbi Hook Linux & &t Rk
— Hook P& £ s )

4

ZHE Hbr R — 2

int my_system property get(const char *name, char *value)

{

(strcmp(name, "ro.product.name™) 2){

value "google”;

}

6;
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* MindMac <mindmac.hu@gmail.com>
* Claud Xiao <secmobi@gmail.com>

HideAndroidEmulator:
https://github.com/MindMac/Hide AndroidEmulator



