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Disclaimer

* The presentation itself, and the views and
opinions expressed by the presenter therein do

NOT reflect those of any of my affiliations at all.

NONE of such affiliations above thereof assumes
any legal liability or responsibility for the

presentation.
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Cuckoo’s Eqgg

A NEW YORK TIMES BESTSELER DR MORE THAN FOUR MONTHS!
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Tracking a Spy Through
the Maze of Computer Espionage
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Cuckoo’s Eqgg

....eventually realized that the unauthorized user

was a hacker who had acquired root access to the

LBL system by exploiting a vulnerability in the

function of the original

Source: Wikipedia:

Shin Adachi, CISSP, CISM, CISA, PMP




Cuckoo’s Eqgg

e Published in 1989

* Story on AugUSt 1986

Source: Wikipedia:

QUESTION

Why do we STILL have the same

problems after almost 30 years?




Inventory and Lifecycle management

Do we know ALL we have up to date, or
are legacies, zombies, or ghosts still alive?

Source: © Nekojin (faZ U AKR)
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Inventory and Lifecycle management

Are legacies, zombies, or ghosts still alive?

Other: 3.4 %

Linux: 1.68 %
Windows Vista: 1.84 %
Windows 8: 2.77 %

Mac OS X 10.10: 4.74 % 7
Windows XP: 11.74 %

|

\ H . 0,
Windows 8.1: 13.00% — Yindows 7 60.75 %

Source: NetMarketShare, July 2015:
http://www.netmarketshare.com/operating-system-market-share.aspx?qprid=10&gpcustomd=0
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Inventory and Lifecycle management

Are legacies, zombies, or ghosts still alive?

Windows Server 2003 extended support
ended on July 14, 2015

What does this mean for you? Microsoft will no longer issue security
updates for any version of Windows Server 2003. If you are still

Source: Microsoft:
https://www.microsoft.com/en-us/server-cloud/products/windows-server-2003/
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Inventory and Lifecycle management

MS15-078- Critical: as Real Impact® @&

Microsoft Security Bulletin MS15-078 - Critical

Vulnerability in Microsoft Font Driver Could Allow Remote Code Execution (3079904)

Published: Jul

Version: 1.0

4 Executive Summary On this pag

- . Executive Summa
This security update resolves a vulnerability in Microsoft Windows. The vulnerability could allow remote code execution if a user
opens a specially crafted document or visits an untrusted webpage that contains embedded OpenType fonts. Affected Software

This security update is rated Critical for all suggor‘ted releases of Microsoft Windows. For more information, see the Affected Severity Ratings a
Software section. Vulnerability Iden

Source: Microsoft:
https://technet.microsoft.com/en-us/library/security/msi5-078.aspx
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Inventory and Lifecycle management

* July 14, 2015 MSas5-077 (Important) Released,
covering Windows Server 2003

* July 14, 2015 Microsoft ended support for
Windows Server 2003

e July 20, 2015 MS15-078 (Critical): replaces
MSa5-077, without covering
Windows Server 2003...8 &

Source: Microsoft:

https://technet.microsoft.com/en-us/library/security/msi5-077.aspx

https://technet.microsoft.com/en-us/library/security/ms15-078.aspx
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Inventory and Lifecycle management

Running OpenSSL 0.9.8 or 1.00? Are U ready?

Support for version 0.9.8 will cease on 2015-12-31.

Support for version 1.0.0 will cease on 2015-12-31.

Version 1.0.1 will be supported until 2016-12-31.

Version 1.0.2 will be supported until 2019-12-31.
(updated on August 9, 2015)

Source: OpenSSL Release Strategy:

https://www.openssl.org/about/releasestrat.html
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PoS System breach?

News -~ Video~ Events~ Crunchbase Search

Bloomberg .

Features

Missed Alarms and 40 Million
Card Numbers: How Target B

TechCrunch wants mwesmccne (o
to hear from you. wecanbebeter.

Missed Alarms and 40 Millon Stolen Credit Card

arget Confirms Point-Of-Sale Data Breach,
Announces It Exposed 40 Million Credit Card
Numbers

John Biggs (@johnbiggs

gl f [¥]in]s|o]nfmir

‘ Today retailer Target announced that
between November 27 and December
15 its point-of-sale systems - the cash

The biggest retail hack in U.S. history wasn’t particularl; registers mounted at the check-out
destined for success. In the days prior to Thanksgiving areas of its stores - suffered an attack

malware in Target’s (TGT) security and payments systel that exposed an estimated 40 million
credit card used at the company’s 1,797 U.S. stores. At t]

credit and debit card numbers. The
j company announced that it has
“alerted authorities and financial

the Christmas gifts had been scanned and bagged and
swipe—the malware would step in, capture the shopper’
store it on a Target server commandeered by the hacke:

Source: TechCrunch and Bloombe
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Policy and implementation

O
Selon “the malware started

HOME  PLATFORM  WHYSECULERT CUSTOMERS RESOURCES  NEWS & EVENTS

transmitting the
oS Melnere Tergeted Teroet stolen data to an

e N b and tagged pint o 3, POS, Targt.

statement released by Target, over 40 million credit and debit card accounts

Dexter was a doozy, but recent Seculert research reveals that it wasn't the r n I F I P r r
source of the point-of-sale (PoS) attack on Target. According to a December 19 X v L
may have been compromised over a 2 week period, beginning November 27. .

But Target had only just begun to see the extent of the damage. And based on U S I n a n Ot h e r

information shared by Krebs in a January 14 report updating us on the massive data breach, we

were able to identify a sample of the malware.

Seculert's Research Lab ran the sample of the malware and discovered that nlike Dexter, this I l fe Cte d I I I a C I I I I I e

attack had 2 stages, which is a well known attribute of an adver cat. First, the malware
that infected Target's checkout counters (PoS) extracted credit numbers and sensitive personal

Getails. Then, after staying undetected for 6 days, the malware started transmitiing the stolen A a

data to an external FTP server, using another infected machine within the Target network. W I I I I e a rg e
t k.”

network.

Figure 1: Stolen data moving from the PoS server to another connected machine within Target's
network

Further analysis of the attack has revealed the following: On December 2, the malware began
transmitting payloads of stolen data to a FTP server of what appears to be a hijacked website.

° Why outgomg FTP allowed?

the cyber criminals behind the attack used a virtual private server (VPS) located in Russia to

download the stolen data from the FTP. They continued to download the data over 2 weeks for a %
total of 11 GBS of stolen sensitive customer information. While none of this data remains on the

FTP server today, analysis of pubiicly available access logs indicates that Target was the only @ @

retailer affected. So far there is no indication of any relationship to the Neiman Marcus attack.

Source: Seculert: http://www.seculert.com/blog/2014/01/pos-malware-targeted-target.html
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Authentication and Authorization

KrebsonSecurity ' “Last week, Target told
n-depth security news and investigation repOrters at The Wa ||

Street Journal and Reuters
= mg s " "
v that the initial intrusion
Last week, Target told reporters at The Wall Street Journal and Reuters that the initial ——————————————————————
intrusion into its systems was traced back to network credentials that were stolen from a o =,
third party vendor. Sources now tell KrebsOnSecurity that the vendor in question was a ’ n to l ts S ! S tem s Was

refrigeration, heating and air conditioning subcontractor that has worked at a number of

locations at Target and other top retailers. tra Ced ba Ck to network

Sources close to the investigation said the ] L)
attackers first broke into the retailer’s Creden tlals that Were

network on Nov. 15, 2013 using network

e —— .
credentials stolen from Fazio Mechanical i 4 l i h d 1
Services, a Sharpsburg, Penn.-based i Sto en r Om a t lr ar t

provider of refrigeration and HVAC

- > vendor."

Fazio president Ross Fazio confirmed
that the U.S. Secret Service visited his
company’s offices in connection with the Target investigation, but said he was not present
when the visit occurred. Fazio Vice President Daniel Mitsch declined to answer questions

about the visit. According to the company’s homepage, Fazio Mechanical also has done P8 Why d | d th at ven d or nee d acce SS?

refrigeration and HVAC projects for specific Trader Joe’s, Whole Foods and BJ’s Wholesale
Club locations in Pennsylvania, Maryland, Ohio, Virginia and West Virginia.

Source: Krebs on Security: ° What aUthOI’ization granted7
http://krebsonsecurity.com/2014/02/target-
hackers-broke-in-via-hvac-company/

05 Target Hackers Broke in Via HVAC Company
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Saga continues, costing $$$

SPNEWS

SAN FRANCISCO « OAKLAND « SAN JOSE

= SECTIONS &=y TRAFFIC ¢ VIDEO San Francisco East Bay South Bay Peninsula N¢

BREAKING NEWS Health officials investigate another plague case in Yo

SHOPPING

TARGET AGREES TO PAY VISA $67 MILLION AFTER
2013 DATA BREACH

®©TARGET

Source: ABC & News Bay Area, on Tuesday August 18, 2015:
http://abcznews.com/shopping/target-agrees-to-pay-visa-$67-million-after-2013-data-breach/944667/
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Software vulnerabilities and exploits

* Are we doing enough and right?
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" OFTHE EXPLOITED VULNERABILITIES WERE COMPROMISED MORE
THAN AYEAR AFTERTHE CVE WAS PUBLISHED.” , according to 2015 Verizon DBIR

Source: p15, Verizon 2015 Data Breach Investigation Report
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Software vulnerability and exploits

* Attackers move quickly..

100%
S ao%
i 60%

EEEEEEEBEN

L A%

of the CVEs exploited in 2014 went from publish to pwn
.7, according to 2015 Verizon DBIR

Source: p16, Verizon 2015 Data Breach Investigation Report
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Software vulnerability and exploits
* Even more quickly..

Overall Exploit Kit Hits

Breached data Adob:fe released
published including APSB15-16
zero days: :

4.7.2015 5.7.2015 6.7.2015 7.7.2015 8.7.2015 9.7.2015 10.7.2015

Source: F-Secure “Hacking Team o-day Flash Wave with Exploit Kits"”
https://www.f-secure.com/weblog/archives/00002819.html
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Operational (In)Security

WorldCup 2014

Source: https://twitter.com/apbarros/status/481157619261116416/photo/1
19




Operational (In)Security

Worldcup 2014

—
g.ﬁ" Augusto Barros Follow
&

Wanna know the pwd for the Brasil world
cup security center WiFi nw? It's on the
whiteboard ;-) #fail
pic.twitter.com/XD6ujgk5nqg

DVWNDRERES

Source: https://twitter.com/apbarros/status/481157619261116416/photo/1
20

Operational (In)Security
* TV5 Monde in France on April 2015

France TV5Monde passwords seen on
cyber-attack TV report

© 10 April 2015 Europe

David Delos was filmed with passwords and other sensitive information, blurred out by the BBC, behind
him

Staff at France's TV5Monde have been filmed with passwords visible a day
after the TV network suffered a huge cyber-attack.

Source: BBC, “"France TV5Monde passwords seen on cyber-attack TV report”
http://www.bbc.com/news/world-europe-32248779
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Mobile

Especially smart phones are more scary than PCs
Can be easily lost
More personal info~ yours AND others
Insecure “features”
Do/Can you log out?

as well as software vulnerabilities
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Mobile

* Insecure “requirement”

0000 ATET T 3:38 PM 9 96% Il

Cancel New Account

Name

Email

[ Password ]

Description

Source: My iPhone 6 Plus
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Are we creating incidents?

* Are we doing enough?
* Are we doing right?
* Are we learning lessons?
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Thoughts and
possible takeaways
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Authentication and Authorization

* Regardless of the attack vectors [old, new, or emerging]

|dentity and Access Management (IAM)

* Need broad scope and consideration:
— Enrollment, Lifecycle, Credential, Key,
— |dentity Management for authentication,
— Access control and Attribute management for authorization,
— Level of identity or authentication assurance,
— monitoring suspicious behaviors,
— policy enforcement, etc.
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Configure your assets secured
~ Configuration Matters!~

Client Terminals
Servers

Routers
Switches

Printers etc.

Great references available for FREE
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onfigure your system secured

All Sites
Home | Cybersecurity Training ¥ ‘ TopicMap ¥ | STIGs ¥ | Tools ¥ | News | Help ‘ S RSS Feeds ‘

STIGs Home Home

SRGISTIG Tools Security Technical Implementation Guides (STIGs)

STIGs Technologies STIGs Updates!

Securily Requirement Guides Mobile devices have been moved, find them here: Mobility - Update June 30, 2015
DoD Annex for NIAP Protection Profiles F5 BIG-IP STIGs (LTM, Device Management, ASM, AFM, APM) - Update June 11, 2015
JIE Enterprise Operations Center JIE Management Network (EOC/JMN) STIG Version 1 - Update June 10, 2015
STIG Library Compilation Bulk Download BTSN T el
(-zip format) JIE Core Data Center (CDC) STIG Version 1 - Update June 4, 2015
JIE Core Data Center (CDC) STIG Release Memo - Update June 4, 2015
JIE Installation Processing Node (IPN) STIG Version 1 - Update June 4, 2015
JIE Installation Processing Node (IPN) STIG Release Memo - Update June 4, 2015

Vendor Process

Control Correlation Identifier (CCl)
FAQs

Contact Us

STIG Mailing List The Security Technical Implgmenla(mn Gu]dgs (STIGs) and the NSA Guides_ are the configuration slanda@s for
DOD IA and IA-enabled devices/systems. Since 1998, DISA has played a critical role enhancing the security

*PKI = DoD PKI Cert Required posture of DoD's security systems by providing the Security Technical Implementation Guides (STIGs). The
STIGs contain technical guidance to "lock down" information systems/software that might otherwise be
wulnerable to a malicious computer attack.

Questions or comments?
Please contact DISA STIG Customer Support Desk:
disa.stig_spt@mail.mil

Source: http://iase.disa.mil/stigs/Pages/index.aspx
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onfigure your system secured
@ T AT NSt

(o Fo e/ %:,.
National Vulnegaplllﬁy atabase

automating vulnerability manage ity measdrement, and compliance checking
Checklists 800-53/800-53A Product Dictionary Impact Metrics Data Feeds.
| SCAP validated Tools |SCAP Events | About Contact Vendor Comments.

n 1 . R, o L
e —— National C Program Rep Yy NIST
government repository of 7 Security Configuration
CHECKLISTS
The National Checklist Program (NCP), defined by the NIST SP 800-70 Rev. 2, is the U.S. repository of \_ttpi/Rhecklists.nistg
publicly available security checklists (or benchmarks) that provide detailed low level guidance on setting the security . =D
configuration of operating systems and applications. NCP is migrating its repository of checklists to conform to the ~N—_——
Security Content Automation Protocol (SCAP). SCAP enables standards based security tools to automatically perform
configuration checking using NCP checklists. For more information relating to the NCP please visit the information page or the glossary of terms.

management data. This
data enables automation
of vulnerability
management, security
measurement, and Search for Checklist using the fields below. The keyword search will search across the name, and summary.
compliance (e.g. FISMA).
Tier:
Resource Status T
NVD contains: Category:
71512 CVE Vulnerabilities Authority:
300 Checklists Keyword: Search  Rosot
249 US-CERT Alerts
4375 US-CERT Vuln Notes  There are 300 matching records. Displaying matches 1 through 20.
10286 QVAL Queries
105168 CPE Names

ooww

Las!

Last updated: 7/24/2015 Last
7:52:32 PM Authority Modified
e

Checklist Name
Version Resources

CVE Publication rate: 23.03  SCAP 1.2 Content - USGCB

Internet Explorer 7 SCAP Content

) using OVAL version 5.10
USGCB Internet Explorer
Microsoft Internet | et growser | USGCB/TIS 04/28/2015 | YSSCBInternet Explorer POs - USGCB [E7 GPOs

Explorer 7 AR

NVD provides four
mailing lists to the public.

For information and
« SCAP 1.2 Content - USGCB

subscription instructions.
please visit NVD Mailing Inerngt Exoloror 8 SCAP Contont
Lists Microsoft Internet USGCB Internet Explorer | _ 4SN9OVALversion s-19
Explorer 8 Web Browser |USGCB/TIS 04/28/2015 | ST « GPOs - USGCB IE8 GPOs
Workload Index
settings.

Source: https://web.nvd.nist.gov/view/ncp/repository
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Configure your system secured

The United States Government Configuration Baseline (USGCB)

Content
FAQ

Disclaimer
The purpose of the United States Government C Baseline (USGCB) initiative is to create security configuration baselines
for Information Technology products widely deployed across the federal agencies. The USGCB baseline evolved from the Federal
Desktop Core Configuration mandate. The USGCB is a Federal govemment-wide initiative that provides guidance to agencies on
what should be done to improve and maintain an effective configuration settings focusing primarily on security.

The following memoranda provide official guidance relating to the USGCB initiative:

* September 15, 2010 CIO Council Memo
* May 7, 2010 CIO Council Memo

* Additional Memoranda

o OMB Memo M-07-11
o OMB Memo M-07-18
o OMB Memo 19 Dec

© OMB Memo M-08-22

Source: The United States Government Configuration Baseline (USGCB):
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Segmentation

Develop stable and updated policy
Subnet based

Hardware based

Role or function based

Usage based
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Mobile

Detect the incidents ASAP!

* Disable access from that terminal ASAP
e Remote erase

* Kill switch
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Monitoring and logging
Synchronize CLOCK

Detection focused
* Keep confirming if there is anything unmonitored

Keep thinking what can be "NOT NORMAL"
* Time
* Geolocation

Mobile

* Give priority to be monitored
* Prepare for blocking them at any time
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Check your outsourced resources
(e.g. your data on “Cloud”)

Think again what data can be really outsourced

Confirm terms and conditions, contract, SLAs.

Use as strong authentication as possible

Check your “neighbors”
Check access logs as often as possible

Check how your providers are secured
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Post Disaster

» Update your Disaster Recovery and Business
Continuity plans if you are directly involved.

» Attacks after disasters

— Malicious emails pretending donation, breaking
news, etc.
* Analyze the disaster

— Analyze impact as if it had happened to your
business

Source: NASA
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Incident Response

Do our BEST to be prepared before incidents
Train and exercise ourselves
|dentify and involve stakeholders “in advance”

CSIRT
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Communicating with others

* Expand our capability to from each other

— to share something with them
— to learn something from them

— to notify, and to be notified
* Other companies, even competitors

* Government Agencies including LEAs and
Regulators
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Our possible next challenge

loT, or Internet of Things

Do you think this is a problem in the future?
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loT

1. ...loT devices are actively penetrating some of the

2. Ouranalysis identified three principal risks that loT devices
present in protecting network environments with loT devices:
(1) loT devices introduce
of enterprise networks;
(2) the infrastructure used to enable loT devices is
;and
(3) IT's often casual approach to IoT device management can
leave devices

Source: OpenDNS “The 2015 Internet of Things in the Enterprise Report”
http://info.opendns.com/rs/033-OMP-861/images/OpenDNS-2015-loT-Report.pdf
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loT

3. Some infrastructures
such as
FREAK and Heartbleed.

Highly prominent technology vendors are

Consumer devices such as Dropcam Internet video cameras,
Fitbit wearable fitness devices, Western Digital "My Cloud”
storage devices, various connected medical devices, and
Samsung Smart TVs

Source: OpenDNS “The 2015 Internet of Things in the Enterprise Report”
http://info.opendns.com/rs/033-OMP-861/images/OpenDNS-2015-loT-Report.pdf
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loT

6. Though traditionally thought of as local storage devices,
Western Digital cloud-enabled hard drives are now some of
the most prevalent loT endpoints observed. Having been
ushered into
these devices are

And finally, a survey of more than 5oo IT and security
professionals found that of respondents have

Source: OpenDNS “The 2015 Internet of Things in the Enterprise Report”
http://info.opendns.com/rs/033-OMP-861/images/OpenDNS-2015-loT-Report.pdf
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To conclude:

* Do "ALL" what we CAN do NOW!

—before we create, or make incidents worse
—before excuses

* Keep learning

* Keep Questioning

“The important thing is not to stop
questioning. Curiosity has its own
reason for existing.” Albert Einstein
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To Conclude:

- MRACE. BEATA.
« FARMACS. —B—&.

Source: o+ WER=ZE=
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QUESTIONS?

* NOW!
» Catch me here today or tomorrow @

* @s_adachi
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Thank you very much!
Kate Wu 2551,
PeiKan Tsung,

@2 .. -,

o S
Hacks f%e W Joel,
In Taiwan™: #Pi i

Conference X
ENTERPRIJE e
and last but never least,

John

All of you here!
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