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Ithaca, New York 
Population 30,513 

1988 



Morris worm 



The times, they are a-changing. 
Bob Dylan, 1964 
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Source: Traffic Signal Preemption in Millersville,PA by Wikipedia user Niagara 

An internet of Things 
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Internet users in percentage, UN Human Development Report 2014 (Google Data) 

An internet of People 



Art, science and engineering 



Dealing with complexity 

• Art:  
• “Quality according to aesthetic principles of what is 

appealing” 
 

• Science: 
• “Branch of knowledge or study dealing with facts or 

truths showing general laws” 
 

• Engineering: 
• “Creating large structures using scientific methods” 
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Our common history 



Lahore, Pakistan 
Population 5.143 million 

1986 



Pakistani Brain 



Hex dump of a Pakistani Brain infected floppy – by Avinash Meetoo (Wikipedia) 



Manila, Philipines 
Population 23 million 

2000 



LOVE-LETTER-FOR-YOU.txt.vbs 



2007 

Brussels, Belgium 
Population 1.2 million 



Targeted attacks 





Natanz, Iran 

2010 

Population 12,060 



STUXNET 

.stub, mrxnet.sys 





Vulnerability 
in Windows 

Shell 
 

Design issue, 
previously 

used in Zlob 

DLL Preloading vulnerability 

Stuxnet 



Vulnerability 
in Task 
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Memory 
corruption 

DLL Preloading vulnerability 

Stuxnet 
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Shell 
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Vulnerability 
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DLL Preloading vulnerability 

Stuxnet 



2011 

Khartoum, Sudan 

Population 6.5 million 



Duqu 



Beverwijk, The Netherlands 

2011 

Population 40,049 



DigiNotar 
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DigiNotar 
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Map of open SSDP servers, The Shadowserver Foundation 

Cyberspace 

2014 
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Amplification DDoS 

2014 Map of open SSDP servers, The Shadowserver Foundation 
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Oulu, Finland 
Lowest temperature on record -34 C 

2014 
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Heartbleed 
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Dealing with complexity 
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Internet Map 2004, Steve Jurvetson 
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Dealing with complexity 

• “Know who you’re selling to” 
• Build a community where we can reach others… 
• … and understand what others do. 
 

• “Transportation” 
• Build the right tools for the job. Let automation do the 

hard work, humans the smart work. 
 

• “Lingua franca” 
• Develop standards to work together better. 

 



Dealing with complexity 

• You make partners before you need them 
• Connect with industry groups and competitors 
• Participate and share information 

 
• Know which technologies you know, and which you don’t 

• Do you have or partner with reverse engineers? 
 
• When something is the right thing to do, do it 

• Track and participate in standards 
• We all should have done this with BCP38  

 
• Researchers help protect your organization 

• Cherish and encourage their work 
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多謝 

Questions?     maarten@first.org 


