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 Examples of Web Injects 

 Basic Concept 

 Attack and Defenses 

 DOM Stealth 

 Replay Attack 

 MIPS Forgery 

 DOM Rootkit 

 MIPS Blocking 

 ZKP 

 Live Demo for Each Attack 







 Got a token for your corporate account? Do 
you still feel safe? 



 Now you are locked out while they buy 
enough time to transfer money 



 There is no such a thing as ‘Please Wait’ in the 
online banking page. 



 What’s happening while you are waiting… 



 



 Even when there is no visual sign of infection, 
it can happen silently. 

 C&C communication during Tx pages 



 What is the malware receiving?  Inject and 

Mule 

Mule’s Account 
Information 

Transfer 
Amount 
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 Malware inject removes itself, but it still 
remains in the memory 

 Exploit memory leak patterns 

 Dangling/circular references, closures 

 

 

script 

onclick 

DOM 

body 

script 

button 



 Identify entry points (unload, click, timer) 

 Enumerate event handlers 
element.onclick = handler 

Scan: element.onclick 

element.addEventListener 
Scan: getEventListeners(element, “click”) 

$(element).on(“click”, handler) 
Scan: $._data(element, "events" ) 

$(element).observe(“click”, handler) 
Scan: element.getStorage(). 

get('prototype_event_registry').get('click') 
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POST/mips A,B,C 

POST/mips A,B,C 

… 

POST/mips A,B,C,D 

POST/mips A,B,C 
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POST/mips K,Y,Q 

POST/mips T,X,A 

… 

POST/mips Z,B,K,T 

 Original MIPS intel gets transformed differently each 
time using the random variable 



 Hook Salt() and modify hashes OR 

 Block MIPS & call MIPS functions as necessary 
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Hash Salt DomScan Ajax 



 Call stack context 

var Check = function(na, nb) { 

  var SecureCheck = function(na, nb) { 

    var callee = na ^ crc32(arguments.callee); 

    var caller = nb ^ crc32(arguments.callee.caller); 

    return callee ^ caller ^ DomCheck(); 

  }; 

  return SecureCheck(na, nb); 

}; 

 

var na = 32053221, nb = 4321053; 

result = Check(na, nb); 
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 Problem with integrity check 

 Malware Regexes, modifies and reconstruct 
MIPS 

 Malware simulates MIPS with bypass code 

 Strategy 

 Polymorphism 

 Maintain a set of algorithmically 
heterogeneous MIPS code  

 Fragmented random MIPS scripts with different 
names 



 Chain of Randomisations starting with basic 
blocks (BBLs) of MIPS code 
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OpaquePredicate 

 

 

 

 

No Yes 

 Retrieve call context in deeply buried OP 

 Insert part of main logic within OP 

GetCallContext() 

UpdateVerifyTable() 
Verify
Table 

… 

… 



var original_func = document.getElementsByTagName; 

document.getElementsByTagName = function () { 

  r = original_func.apply(document, arguments); 

  for(var i=0; i<r.length; i++) { 

    var inject_signature = ‘string_in_my_inject'; 

    if(r[i].text.search(inject_signature) != -1) { 

      r[i].remove(); 

      console.log('Inject Rootkitted!'); 

      break; 

    } 

  } 

  return r; 

}; 



var hooked = Function.prototype.toString; 
Function.prototype.toString = function() { 
 hooked.apply(this, arguments); 
} // DOM Rootkit 

  
var TriggerException = function(){ 
    try { 
        Function.prototype.toString.call('hooktest') 
    } 
    catch(err) { 
        console.log(err.stack); 
    } 
} 
TriggerException(); 

 Deliberately trigger exception  Call stack 



TypeError: Function.prototype.toString is not 
generic 

  at String.toString (native) 

  at String.Function.toString(/login?next=%2F:173:7) 

  at TriggerException (/login?next=%2F:177:29) 

  at https://mybank.org/login?next=%2F:183:1 

 Is the red line present in a clean session? 
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 MISSING-MIPS Event should be implemented 
on the online banking server side if MIPS is 
not the integral part of online banking logic 

 Method 

 Ensure MIPS intel is not cached by the proxy 
in-between 

 Correlate web access log with MIPS log 

 

 



 Detect evolving injects 

 Effective on minor inject upgrade 

 Methods 

 Locality sensitive hashing (i.e. TLSH) 
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Ma == Mb? 

Ma 

salt, B  

Ma 

secret 
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 Over-simplified Secure Remote Password 



 MITM attack 

 No shared secrets get transmitted on the wire 
(password, OTP code) 

 Passive sniffing 

 Force attackers to place injects (so we can 
detect it!) 

 MIPS hardening 
 DOM function integrity data 

 MIPS integrity data 

 MIPS rootkit detection data 

 MIPS intelligence format 

 



 Diversity of implementation is the key for 
survival 

 Be creative and out-smart the cybercriminals! 

 Perform application security check 
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