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= Pitfalls of Correlation

= New activities of Menupass group
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Cyber Security Research

INTRODUCTION




What do we fear about Cyber Threat?

(Political, Economic, Defense)

State Secrete

National Security
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Business Intellectual Property
Customer Data
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Personal identifiable Data

Privacy
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What do we fear about Cyber Threat?
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TR L P, o PP By |

W h at d O We fea r a bOTeamViewer confirms number of abused

user accounts is “significant”

Invastinatinn rontinnies tn show extarnal nasswnrd hrearhes are ranse snnkesman savs

Ransomware threat on rise globally:
 Data leaked everyday.. Symantec

By IANS | Jul 21, 2016, 02 .04 PM IST ¥ pPosta Comment

READ MORE ON » US | Symantec | Ransomware | cyber criminals

/ \ NEW DELHI: The average ransom
demanded by hackers jumped to $679 - up
. ’ from $294 -- at the end of 2015, global
. cyber security leader Symantec said on
'.‘ Thursday.

With 31 per cent of global infections, the US
\ / continues to be the most affected country
by ransomware and India, with 3 per cent
. . e infections, ranks ninth in the top 10 list
Personal |dent|f|ab|e Data hetween Januaw 2015 and April 2[]15: the Realising the potential for higher prafits, cybercriminals

1 are increasingly targeting the business space and
Privacy report noted. Iereasng e o
employees in organisations made up 43 per cent of

ransomware vichims.

Realising the potential for higher profits,

rvhar criminale ara incraacinnly tarnatinn
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Problems..

* New breaches happens everyday
* New indicators disclosed everyday

* New vulnerabilities disclosed everyday

» About 18 new CVE vulnerabilities disclosed everyday in 2015
* Totally 6419 CVE vulnerabilities disclosed in 2015

* Advanced Persistent Threat
 Targeting your Achilles' heel




Cyber Threat Intelligence

* Knowledge about adversaries and their motivations, intentions,
and methods that is collected, analyzed, and disseminated in
ways that help security and business staff at all levels protect the
critical assets of the enterprise.

Jon Friedman et al, 2015, Definitive Guide to Cyber Threat Intelligence

DEFENSE NN CROWDSTRIKE v Symantec
ST <O FireE
Be %\ LOOKINGGLASS Ir “
‘z.;’;". Transfarming the Art of Threat Intelligence e ye 0 VE R I S I G N :

SecureWerks iSIGHTPARTNERS



Attribution / Origin

Operations ADVERSARY

CAPABILITIES INFRASTRUCTURE

Malware / Tools

C&C
Infrastructure

VICTIM

@ Target /Victims

Diamond Model of Intrusion Analysis

ref: 2013 US Defense Technical Information Center
image ref: ThreatConntect
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Cyber Threat Intelligence Example

* Anunak: APT against financial GROUP-1B AND FOX-IT
Institutions - Group-IB and
Fox-IT

 This report describes the ANUNAK:
details and type of operations APT AGAINST FINANCIAL

carried out by an organized
criminal group from Russia that
focuses on financial industry.

INSTITUTIONS

|GRDUF"IB| ' FOXIT




TOOLS FOR ATTACK

CA&C domain CACIP

L] L]
To carry out target attacks in 2014 the hackers Cltlzens Of both blizke.net 313107125
have finalized development of their core malware o i
blizk 330725
Anunak that is used along with the following tools: Ru SS | a n a n d m—
U k e o e o update-java.net 146185220200
Program Purpose of use rainian Orlgln. great-codes.com 188.138.16.214
. to get passwords from local and )

Mimikatz ; rmind-finder.com 188.138.16.214

e ADVERSARY
MER Eraser to crack operating systems adguard.name 3. 199.156%.188
SoftPerfect 1o scan LAN adguard name 144.185.220.97
Metwork Scanner

adguard name 5.199.14%. 188

Cain & Abel to get passwords

lo gef nasswords adguard name 5.199.14%9. 188
55HD backdoor ﬁ P \

and remaote access eamixed oy 91.194.254 90
Ammy Admin for ramate control wetider-pre.com 1. 104,254 94
Team Viewer for remote control .

CAPABILITIES INFRASTRUCTURE

Spear-phishing Emails
Access Internal Bank Network
Compromised AD servers and ATM
Management Infrastructure
Malwares: Anunak, Mimikatz, MBR VICTIM

Eraser, SSHD, Ammy Admin

C&C servers
Internal bank networks

Banks, Payment providers, Retail industry, news,
media and PR companies. More than 50 Russian
banks and 5 payment systems was
compromised.




Problems for Researchers

« How to aggregate all the data from different sources? (Open source
Intelligence, Incident Response, Community, Customers, Exchange
Platform)

« How to manage all the information for better analysis?

* How to analysis these data, co-relate incidents to campaigns?

ADVERSARY

CAPABILITIES INFRASTRUCTURE

VICTIM



J
* What is the most significant threat to me? ‘1
« How to aggregate these cyber threat intelligence with internal data?

« How to share and do intelligence exchange?

S ey TN
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Threat Intelligence Platform

@s TEAM TS

Cyber Security Research



Threat Intelligence Platform

* To support research and tailored threat intelligence program
 Simply defined, TIP include three main features:

@ > -

Data Information Intelligence

Aggregation




Aggregation Analysis Action

@/ Strategic Strategic

Samples > — 2 & Plaining
Artifacts > @ /I\ ISAC/ CERT
External | I Community

I0Cs > :“:
Telemetry>

Logs >
Firewall

INTERNAL '@ o SIEM Triage

of

Tactical IT Staff
gl yA\ CSIRT Team

J

J4 141

EXTERNAL



Aggregation

» Aggregating internal & external data:
m « Data from own surface and external
SSIEM m sources
m * The most important source of relevant
m B threat data of an organization is your
m "“"5"”"'“ own attack surface.
Sﬂurce
‘Iu’ls.ll:rlllt:.r
Lab



APT Attack Tailored TTP Example

> ]
= Techh

« TTP = Tactics, Techniques, and
Procedures

eturn data

Array();

 Targeted Attack Reconnaissance
» Scanbox example
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Aggregation

 Supporting different input
sources:
« Samples input
* Incident Respond Data
« Different Logs?
* Intelligence Feed
* Indicators input

» Spreadsheet?

 Structured Language

« Structured Threat Information : 5
Expression (STIX from MITRE)

Sub-Observable(*]

Relatedindicator]*]

Observable[*]

Observa ble

r 3
—
RelatedObservable(”]
‘ Relatedincident]’]

Associated Actor]*]

H Relatedincident{*]



STIX Examples

2 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance™

s xmlns:stix="http://stix.mitre.org/stix-1"

B xmlns:indicator="http://stix.mitre.org/Indicator-2"
x¥mlns:stixVocabs="http://stix.mitre.org/default_vocabularies-1"
xmlns:FileObj="http://cybox.mitre.org/objects#FileObject-2"
xmlns:cybox="http://cybox.mitre.org/cybox-2"

5 xmlns : cyboxCommon="http://cybox.mitre.org/common-2"

: xmlns:cyboxVocabs="http://cybox.mitre.org/default vocabularies-2"

18 xmlns:example="http://example.com/™

11 ¥si:schemalocation="

12 http://stix.mitre.org/stix-1 ../stix_core.xsd

13 http://stix.mitre.org/Indicator-2 ../indicator.xsd

14 http://stix.mitre.org/default_wvocabularies-1 ../stix_default_wvocabularies.xsd
15 http://cybox.mitre.org/objects#FileObject-2 ../cybox/objects/File Object.xsd
16 http://cybox.mitre.org/default_wvocabularies-2 ../cybox/cybox_default wocabularies.xsd"
17 id="example:STIXPackage-acB23873-4c51-4dd1-936e-a39d48151cc3™

15 version="1.8.1">

15 < >

26 < *Example file watchlist«</ >

21 < xsirtype="stixVocabs:PackageIntentVocab-1.8">Indicators - Watchlist</ b
22 </ E

23 < >

24 < x¥si:type="indicator:IndicatorType" id="example:Indicator-611935aa-4db5-4b63-8Bac-ace51634f@aob">
25 < xsirtype="stixVocabs:IndicatorTypeVocab-1.8">File Hash Watchlist</ >

26 < »Indicator that contains malicious file hashes.</f b

27 < id="example:0bservable-c9caB4dc-4542-4292-af54-3c5c914cchbe™>

28 < id="example:0bject-c678bl75-bfa3-48e9-a218-aa7c55T1f884™ >

20 < ¥si:type="FileObj:FileObjectType™>

3@ < >

31 < >

32 < xsi:type="cyboxVocabs:HashNameVocab-1.8" condition="Equals">MD5</ b

s < condition="Equals™ apply_condition="ANY">

@12345678%@abcdef@l2345678%90abcdef#icommaiiabodefl1234567890abcdef 12345678904 commaii@nl11223344556677889%abbeccddeef </

34 </ ¥

2 <f >

<f i
7 </ >
8 </ ¥
<4 S

A </ b

] |



Aggregation

* Data management

* Intelligence requirement —
How to answer questions?

* BE careful with "Details”

» Data Structure, Data Base
« Exchange Restriction

« Traffic Light Protocol (TLP)

Is this [p address Malicioys?

When should it be used?

TLP Color

How may it be shared?

Sources may use TLP: RED when
information cannot be effectively acted upon
by additional parties, and could lead o
impacts on a party’s privacy, reputation, or
operations ifmisused.

RED

Recipients maynotshare TLP: RED

| informationwith any parties outside of the

specific exchange, meeting or conversation in
which itis originally disclosed.

Sourcesmay use TLP: AMBER when
information requires supportto be effectively
acted upon, butcarries risks to privacy,
reputation, or operations if shared outside of
the organizations involved.

AMBER

Recipients may only share TLP: AMBER

x information with members of their own

organization, and only as widely as necessary
to act on that information.

Sourcesmay use TLP: GREEN when
informationis useful forthe awareness of all
participating organizations as well as with
peers within the broader community or
sector

GREEN

Recipients may share TLP: GREEN
information with peers and partner
organizations within their sector or community,
but notvia publicly accessible channels.

Sources may use TLP WHITE when
information carries minimal or no risk of
misuse, inaccordance with applicable rules
and procedures for public release.

TLP: WHITE information may be distributed
without restriction, subjectto copyright
controls.




You definitely need this:-

APT1 CommentTeam APT29 Dukes APT28 Sofacy AJAX Security Team
Origin China#PLA 61398 Origin mm Russia Origin o RuUSsia Crigin = Iran
CrowdsStrike =~ Comment Panda First seen 2014 First seen 2007 CrowdSirike | Flying Kitten
landiant APT1 SIGHT Office Monkeys CrowdStrike | Fancy Bear FireEye Ajax Security Team
DEFENSE BrownFEox \andiant APT?29 FireEye Sofacy FireEye Operation Saffron Rose
ONA Group 1 Other The Dukes TrendMicro  Operation Pawn Storm Other AlaxXTM
Other ShadyRAT FireEye HammerToss 5 RT Group 74
Other Shanghai Group CrowdStrike | Cozy Bear Other Sednit
NSA Byzantine Candor SIGHT Tsar Team
SecureWorks | TG-8223 Diher Strontium
rieco VRT Group 3 fandiant APT28



Analysis

 The core feature of TIP

* Triaging data priority
e Data Prioritization
e Customization

N  Focusing on real threat, generating
high-fidelity information
* Validation
Analysis  Analyst assessment
 Turning information into actionable
Intelligence

* Timely, Accurate, Relevant




Capability Analysis

« Malware analysis
« Static analysis: manual reversing, Yara database, AntiVirus detection
« Dynamic: manual tracing and triggering, automated sandboxes
» Automate technically processing as much as possible (sandbox, Yara..etc)
« Identify code family, C&C servers, languages, possible victim, possible
adversary
* Exploit analysis
» disclosed vulnerabilities, 0 days
* Delivery method analysis
» Social Engineering

« Waterhole attacks ’!!
* Lateral movement \’




Infrastructure Analysis

* Correlating C2 infrastructure in

different attacks (operation
tracking)

« Domains, IP co-relations
« Known malicious C2

1OAZCAFCH

e Compromised machines
* Web hosting servers, VPS servers
 Passive DNS

TROJAN.WWIN3Z.EM
WWW. KILLERS-EPAC. TO

WWW. SCHOOL.ONEDUMB.COM

WHOIS information analysis

ODEeBES4AREDFZDEETSDTOFE
WY SAKURANORELCOM

JPNINJIA ORG

WWW BLOG. SEXIDUDE.COM
103.243.11¥.59
WINMAIL SOFTETHER.NET

TEZAB10.WARISKIND.COM
[ ]
S AKLEANORELCO WWW.SHCOOL. EPAC

T
®
ZPN_SOFTETHER.NET
TOKYO-SAKURA GOM EI\DF!_E%D VIYUS

BSEAA4ASE4ACDEZA

VAW AV AB A COM

Tt28C8001CE72E0

B4
‘E F2BFEC110090A0E2426CABBGEAA

A30T405016560F DEFCASFARIF 168AEIB. BIZ

WL FEELTHEWCRLATAITE231.28
'."a"Nv‘.'._LngTEh Eu.JP

KDR_EMDIVIYUU
[l



Victim Analysis

» Identify possible targets
« Campaign Code

Decoy TE3 430504

Language e

Theme

Targeted Data

HE: X4EIHIE THomT
EHE:  aw

I6: W
LTl [gﬁm

Hps

WA TIREOC JEFE (L BIFET »
Pl —AEnER e TICHTOVELT
FOELBUNEATEFLL -

GrEDELAC FE - CIENEMORLET »

EATPOLIEEETE © X, — Mexe, CEWLT B TUR -
A=K Toengagyou; TT »

FRE2 65 kG
K R R R R R KRR R R
T316-0823

HER#EHERGEI -3
TEL : 092-593-3303

b o o o e e e e



Victim Analysis

et

» Identify targeted data
) ?/r\]/?hat do actors interested One account. All of Google.
» Example: Phishing |
(Accounts & Password)
« Example: Python

Downloader from
Hangover Team

Go 8[@

if (os.path.splitext(fullpath)[1] == | .doc'] or (os.path.splike 41lpath)[1] or (os.path.spligke
fullpath)[1] == '[Pp or (os.pgthrsprtext(fullpath)[1] == or (os.patpr—sprrpexc(Tullpath)[1] == Dr (

os.path.splitext(fullpath)[1] ==|".pdf'}) or (os.paphesplatext(Tullpath)[1] == |.xlsx']) or (os.path.splitexT{Tullpath)[1]
== .docx't or (os.path.splitext(fullpath)[1] == '|pptx'}:
+=H data.find(fullpath) != -1:

print "File All Ready There"



Adversary Analysis

» Identify adversary, actors, origin
* Language
* Tools
« C2 infrastructure

* Identify motivations, intentions

» Cooperation relationship between
different groups
 Sharing tools?
« Working together in same attacks?

Domain name: ezxsoft.com

Registrant Contact:

lesecooper
lee cooper ()

Fax:

bEdE GwanakCampusTower 875%-1 bongcheon
Seoul, gwanakgu 151-a58

KR

Administrative Contact:

leecooper
lee CDC:EPL;;EECDC:EP@HD"EE.Cﬂm}
+1.41568656

Fax:

E8Eb OGwanakCampusTowsr &75-1 bongcheon
Seoul, gwanakgu 151-a58

KR

Technical Contact:

leecooper

lee cooper (leecooper@korea.com)
+1.4156656387

Fax:

E8Eb OGwanakCampusTowsr &75-1 bongcheon
Seoul, gwanakgu 151-a58

KR



Researcher & Analyst

* Analyst skills Technical Language
 Technical Skills

* Malware Analysis
« TTP Analysis

* Language
« Background,

International Relations . -
o International
° Tradecraft, Crlmlnal, Relations
Cyberspace

* Analytic & Critical
Thinking
 Discovery ability

Tradecraft

Analytic Di
Critical Thinking IScovery



Experience

° lll::[

([F+

EffZ2 5B T-H4EE"  (probably Elirks)
* DreamMail, FoxMail Phishing (Probably Taidoor)
 Password “flowerdance” (probably Menupass)




Analyst Workbench

* Pivoting among data- .
modelings @ =y e e

* Search, Filter, Facet, Cluster : - Y o)
* Tag, Comment, Classify, Score *] ol
* Visualization, Timeline, T @

Maltego
* Collaboration el .




Action

. "
fi) sueresic

ammmm Plaining
’[* ISAT / CERT
B '] community

A
: = IT Staff
&\ CSIRT Team

o Firewall
@ SIEM Triage




Action

Stats

* EXC h a n g e Expiration Date (7 values)

e Structure Language B
¢ STIX and Cybox 6to 12 rnnr:ichs fram now 13

 Sharing Program
« TAXII

* Reports

* Basic report (Firewalls/IT Staff)

* Malwares, Indicators of
Compromise (Hashes, C&C)

« Advance report

8 to 9 years from now

2 to 3 months from now

4
1
1
1

20 days to 1 month from now

IP Country Code (2 values)

UMITED STATES

29
[ ] TTP ’\ SINGAPORE 19

» Adversary Wy

* Trend, outlook
* Visualization



Research Real Case

The New Activities of Menupass group
]
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Story Begin

e In 2013, we observed an Email
sample which were supposedly
targeting Japan victim.

& [B2] [AHITROLFFHNEFEREREREEER - B (BERR)
WEO WEE WA IAD BHE NAED

g & .8 o X T >
=i

SHER BE S e sEtnsH

TR -TIE

(5] MIMESHISE T 02:33

&H: vuk inhayazhi

¥8: (2] CEHIT RS 1 K EHERIBET iz R
MEER: BFECFEVBAEFESRETSRE 2 237KB)

l:

FEE BFEE. B&%gi

KE ERE T BIEEEEE. E2
EE(FIEE=S. B EE=. ma He. BaL. B
AT LESE

SIS ES. FRE=. & i) MEESu

BB TI->THEVET,
BEECDVT, BIROEBVARALIETOT,
LALAER N LET,

A A A KR K A K K K K K K K KK K OK K K

MEiF AEEEERE¥E
BRI #RERIEZS {7

Tel : 03-5253-2111 (1§§42148)
- 03-3581-0232 (&&)
FAX : 03-3581-9354
Mailto: nobuhimatsuclcac go jp
3K 3K 3K 3K 3K 3K K 3K K K K K K K K K K 3K K K K K
(See attached file TERK2SEENB AT EBIRIREIHER pdf)




Importing Sample to TIP

Sample Details
= 81b2e3cce55c39b91516be33e2f4T40511fP0deb23ae566abbaadfc35cBRe72a File type Email
97cf2c25cal21dBca3d7c@9573dd3afc Eile size a5 787
Positives 21
Sources R Timestamp 2013-05-15 0733
LLUCIR QN 180-235.97.189 3 Sender IP address First seen 2013-09-11 20:02

vitags TLP GREEN
Tas Tag by Analyst

Submission Submitter Filename

Basic Info
2013-89-12 84:82 _ ®| 1P 28136528-emai1.em1 TLP Level

—
email.prs: child sample: SFRi2sEFHH S EEERET TR . zip 25dan13do56=der3366T4c4T72fa43dade350219460b7d032F54c3eT200ca612

tasks.imp: origi_ filnme: B1lb2e3cce55c39b91516b@33e2f4f4a511feRdeb23ae566abbaadfc35cB0e?2a. eml

email.prs: Received: from (unknown [13@.235-]} by_

email.prs: Subject: [#2] [BEHFRESSESENHREBERRETSER

Results

infa_exiftool 4

info_vtmis v Q
Iparse_email JI

Automatic Process Services

Attachment file in this email

Email Header Info



Automatic Pre-Processing

Sample Details Results
=y g  25da@13d956ede@3366T4c4T72fa43dade35021946007d032f54c3ef200ca612 File type ZIP info_exiftool v
el - 'S
ii 62202df3fa893c673887863a08Fc221 L .
-_—_11 oo arEreests File size 23 681 Iparse_archwe v’l
E lh
Positives 2 info_vimis  LNEDEETE Q
Sources email parser _
- Timestamp 2013-05-15 03:32
Vitags zip First seen 2013-05-15 19:24
TLP GREEN
Submission Filename
2013-85-16 83:24 web e ke e | | P R SR S
R.zip
I archive.pr: child sample: 2500 | _.exe Ba@bcbbad2flbeefc72069e16f23acl314caddf252647199429dcba 28586337 I Extracted EXE File

email.prs: origi filnme: Epi2sEa i HAEEEEEEHRER . =ip

I email.prs: parnt_sample: Blb2e3cce55c39b91516b@33e2f4f4051170@deb23ae566abbaadfc35cBBe72a I Relationship between files




Automatic Malware Analysis

Sample

c7T6e98e4539bd127573cd5934256c91

8aBbcbbad2flbRefc72869e16T23ac1314ca@df252647199429dcb428586337C

Details

File type

Matching Yara Rule File size

Packer

Rulesets ce_mal MFCLoader W re_mal_menupass-mfc-loader dev ¥ TS _@ea1l ¥

Rules ce_mal_MFClLoader loader ¥ 3

T5 CE_LCH @801l g ¥

Positives

T5 CE_LCH @eall_12 T5_CE_@@811 93 BE ¥ ImpHash

Sources task_importer  archive_parser
pacars >

Domains %

Witags peexe  armadilleo

Tags 208138913-1P- Task2013 »

Submission

2813-85-16 @3:49

2013-85-16 @3:24

2013-85-2@ @l:59

web
api

web

C&CInfo

PE Compiled Language

Bire

@ P

Filename
FA sEE N HAREEERERE R  exe

25NNCoRAg . exe

FRSEFNHRESERRET SR exe

PEHash
Timestamp
First seen
Last seen

TLP

File Name

Win32 EXE

68 632

Microsoft Visual C++
29

ccO6b56faf1551. .
8re22c26a8bfel. ..
2013-05-15 03:32
2013-05-1519:24
2013-05-1917:59

GREEN

Results

info_exiftool v

info_vtmis U4l O VTMIS Detail Je}

Automatic Sandbox Service

Frk25FF49H
FEFEEEE
ZHEEE exe

i




Poison lvy

* Poison Ivy is a public
available RAT which
has remained popular
and effective for about
11 years after its
lastest releas.

* Special Characteristic
of the sample:

» Password: keaidestone
« ID: 2013/05/15-40

Listen on Port: |44

=j| File Preferences Window Help

Eunnectinnsl Statistics  Settings |

Poison Ivy - [Listening on Port: 443 (Connections: 0)]

=10 %]
=181 x|

-
[~ Prompt for password on new connection
Passwnld: I'i:—-”r- r :!Ile rl-ifl'.".":-"j
W Use KeyFie
Load Key
Password (256 bits):
6861707079736FBE677A63000000000000
000000000000000N0000000000N000
Version 2.3.2 |Nr. of Ports: 1 Nr, of Plugins: 0 |Nr, of Connections: 0 /
Offset
00001380 04 00 FF FF A WVE
oooo13co 6F BE 67 7A happyvvongzi
00001300 00 00 00 00 00 OO 0O 00 00 OO 00 00 00 OO
000013ED 03 01 00 01 65 01/ __ - B 39 39 38 38 47 & e & {9988G
Q00013F0 | 33 34 32 2D 49 35 35 38 B 32 39 2D 54 39 342-T558-0V29-TO9
00001400 |35 4B 2D 35 37 54 4B 42 33 49 58 4F 47 34 4B 70 SK-S7TKBIIX0CG4E}
ooooi410 (FB 03 09 00 5C 4F 4A S1 6D 77 3B 6E 25 2D 01 OF 0 0T ; ns -
00001420 00 6D 65 74 68 6F 65 72 2E 65 78 65 00 00 00 00 methoer.exe



Correlation

* Finding related
samples
« ImpHash
 Launcher, Dropper
. C2

* Specialties of
malware samples
(Yara Hunting)

« OSINT

HimtHame nrray‘ lll’lﬂl.'ll'l ﬂ[l[il.‘.ﬁﬁ Tﬂhlﬂ
d—
I 44 '
GetMeszage
72
Loadlzon
IMAGE-IMPORT-DESCRIPTOR ’ ‘
Characteristics (hint name) 19
TranglateMessage
TimeDateStamp — 95 —
. ISWindows This table
ForwarderGhan oNErwritan
by PE lgader
Imported DLL Hﬂme—b USERS2.DLL™
FirstThunk
Addrtional

MAGE_IMPORT_DESCRIPTORs
for other DLLS, as necessary



Correlation

TTTIP  Sample ~  Forensics -~ Indicator -~  Yara ~  Adversary ~  T5Task ~  TeamT5 -

6 Samples: imphash = "cc06b56faf155101320014f6339ab7a6" | Sample Search

Actions on « CurrentPage » | 's Samples: 82 Download» B Export~ JRIEEECE B Run Services » Indicators: | # Edit = WeExporiw | 8 Cluster | & Graph

imphash = "ccO06b56

a2 UTMIS Import |~ @1

25 v Order by

Sample Details
o 2bbc2al901acadc24139a7404728640b6d6a3ab2cbd57204ebd@97272311d34 File type Win32 EXE
@b98479d296e3eff353dceco2609facT Yara Hunting Sile size 22 798
PE entropy 4 885

Rulesefs packer Microsoft Viual G-+ v6

Rules ce_mal_MFCLoader_loader W T5_CE_LCH_P@all_eg ¥ T5_CE_LCH pee1l_12 ¥ T5_CE_@ee11_99 BB ¥ Positives 98

Sources manual_import ImpHash cc06b56faf1551. .

I Domains % I New C2 PEHash 60c2794a71c93. ..

ImpHash



Virtualization
112.113.118.33
& Graph % /??F
hi. 201 2yearleft com /
Y /

# Edit  NExport- @ 5 Cluster
\
N )

\\\\ ,f';

Indicators:

Samples callback to same C2 domain

20130913-JP
. | 4@
| scrk.exprénum.com
“

.
o
S
o
1
-,
| \\\
",
%,

T Rewe 0 L1 ol
[ —

?ﬂézﬂﬂﬁﬁﬁ%ﬁﬁﬁtﬁ

y '

y 60.10.4.114

~ \
1 \
\'. III'.
.\ II i -"l - n - - - = - -
0607 Gite (AL & hue Cﬂnm&u{fr}gu UE%*@H ~ e
".. \;.--""---F

; --“'"rrt{{:rlk.ex PrEMUIMLCOm

-L_‘.

-
\H \"'x,
e -\.\
\

HH._H— M - JIl,r

/ \
158d2ch1956 £9962624c 741
1

62202df8falo3c 67 3087063a%0fc 221a
9b43e5d11beass020edecSil6. e 5&34#bb4§??§
I| __.-"JII\\"“\H |
'\-\__HH
—— ‘ ib

i
!
.\.

Ik _exprenum.com

67967 2a5004e0a 5052573 3dbS460655



Menupass Group

* By now, we have gathered 360+ Samples of this group
* More than 800+ indicators of Menupass group

* Related OSINT Data:
« 2011 Symentec — Inside a Back Door Attack
« 2013 Firekye — POISON IVY: Assessing Damage and Extracting Intelligence
« 2016 Cylance — Operation Dust Storm



Menupass Group

* Clustering sample data found that their earliest movement can be
dated back to 2007.

Indicators:  # Edit WExport-| i Cluster || & Graph

Timestamps (group by month)

Zoom [ 1m [ 20 [6m [YTD] 1y [AN] From | Jun15,1992 | To | Jan 15,2016
25
0_ U e — M o= W o o o e - --_._IIIIII.-_.__.-_._—-- _____ o - - [
2007-10 20f8-10 2009-07 2010-01 2010-07 2011-01 2011-07 2012-01 2012-07 2013-01 2013-07 2014-01 2014-07 2015-01 2015-07  2016-01
f/z"‘_ 7__'_'\\
il _Jap'09 ____——lanlg el e fanti2 W e @ T a4 Jan 15 T _ 1€
(] 11} 1’]
Highcharts.com
Firstseen (group by month)
Zoom | 1 [ 2 [6m [¥TD] 1y [AN] From  May 15,2008 | To | Feb 15,2016
20

2008-09 2009-05 2010-01 2010-03 2011-01 2011-09 2012-01 2012-05 2012-09 2013-01 20131 2013-09 2014-01 2014-03 2014-09 2015-05 2015-09 2016-01

i Ranos _apio g T - Jull z_-x"‘““-———’_‘jan—trg’/ s 'ju'r'f;\\\m___ _ Japa

L I L _____.--—jmi];




Menupass Group

« We found other tools used by Menupass group by C2 correlation and

clustering Yara Rule analysis.
* Poison Ivy - B ey

* PlugX
° GhOSt Indicators: *-l""'EC”t iEI.IJEII'tv‘ m=x (C|Lster

* EvilGrab O %
* SPIVY (New) B o, -5

* Poison Ivy Connection Password:

&' Graph

 PlugX Connection Password:



Special Config Block in Poison vy

L=l WinHex - [conirn.exe.mem] =10 x|
HEX File Edit Search Mavigation View Tools Spedalist Options Window Help =12 x|
DEeELHERE - B2ahih AL yYyaéa -PReEs  OheaEL EHarno B S
l:mirneme.meml
Offset 0 1 2 3 4 5 6 7 8 9 A B C D E F Al
CORINm. exXe. mem
000012B0 72 65 SC 4D 69 63 72 6F 73 6F 66 74 5C 41 63 74 re-Microsoft Act 24
000012C D — . ive Setup\Instal
ooonizpd Offset Config block length Single C2 length fied Components~i  Fiesee: 76KB
000012ED™T& S0 JF 37 I 03T 39 2013-08-29-19 7.776 bytes
oooo012F0 | oofoo oilee colssle3d 61 74 61 2E 71 74 73 6F 66 . Xcata.gtsof  DOS name: CONIRN™1.MEM
00001300 | 74 00 OO0 OO 0O 0D 00 DO 00 00 00l ta.com ,
oooo1310 [0 DO 00 OO OO OO 00 OO 0O DO OO 00 OO OO 0O OO g:;-‘”:d"”“” -
00001320 o 00 00 00 0O OO DO OO OO 0O OO OO 00 OO 0O OO
00001330 O 00 0D 00 00 00 00 OO OO OO0 OO OO OO OO 00 OO m:::::‘;w ME
00001340 [pO0_00 00 00 00 00 00 00 00 00 00 00 00 0|00 BE » '
00001350 01 S8 63 61 74 61 2E 71 74 74 GF AR 74 A1 2F 63 Xcata.qtsofta.c  Crestonlime 016/02/25
00001360 | 6F 6D 00 00 00 00 00 00 00 Of Oymn Code [ 00 om 20:20.06
00001370 00 00 00 00 OO0 OO0 00 00 0O O 0o PP T
00001380 00 00 00 OO OO0 OO0 OO0 OO0 OO OO0 00 00 00 00 00 00 [ 1951-46
00001390 00 00 00 00 OO0 OO0 00 OO0 OO0 00 00 00 00 00 00 00 Atributes A
00001340 00 00 00 00 OO0 OO0 00 OO0 0O 00 00 SO 00 8C 01 04 = | |cons: 0
000013B0 00 01 00 OO OO0 C1 02 04 0O FF FF FF FF 45 01 20 A RAVE
0DD013C0 00 68 61 70 70 79 79 6F 6E 67 7A 69 00 00 00 00 happyyongzi Mode: hexadecimal
00001300 00 00 OO0 OO0 00 OD 00 OO0 OO0 00 00 00 00 00 00 00 Character set CP 350
3 Offzets; hexadecimal
00O013ED 00 F6 03 01 00 O1 65 01 26 00 7B 39 39 38 38 47 & e & {9988CG  Byee per page e
000013F0 33 34 32 2D 49 35 35 38 2D 51 56 32 39 2D 54 39 342-1558-0QV29-T9
window #: 1
| No. of windows: 1
FPage 15 of 24 | [Iffzet: 1340 =0 | Block: 12F6 - 1340 | Size: Laa]

|




Special Config Block in PlugX

=& winHex - [BASS.diLcig] =101 x|
e Fle Edt Search MNavigaton View Tools Specalst Options Window Help =8| x|
DNEFLHLSEFE - AR MALLIEA Res Fempl  H4rno O @
BASS.d:fgl
5 . r |
Offset 0 1 2 3 4 5 6| ConnectionType | D| Port ﬂm_aﬁg
00000200 S —— - 24
000002ED 00 00 00 OO »
O0ODDD2FO0 (& 2E 79 67 74 53 b newdata.ygto.com File size: 11.3KB
00000300 g9999gq9qqqyqqqy L ki
goooo310 717171717171 71 7171 J1 71 71 71) gqqqqqqqaqg99999 Defauk Edit Mode
00000320 00 _00 00 00 00 00 00 00 00 00 00 00 0O Stale: oiginal
00000330 | 1F 00 35 00 BE 65 77 64 61 74 61 2E 7p—62- 24 5% S newdata.ygto ... -
00000340 | 2E 63 6F 6D 00 77 77 77 77 77 77 77 7| Dump Code Em WWWWWWWHWRWE  Lndo reverses: n/a
QoooQo3sa (F7F FFFIT AR TT ORT R ORT O OFT IR IV WY Vr—TTITUOONT
00000360 (77 77 77 77 77 00 00 00 OO0 00 00 00 OO0 OO 00 00  wwwww Creation time: 2016/02/25
00000370 0D 00 OO OO 1F OO0 BB 01 6E 65 77 64 61 74 61 2E » newdata. 24223
00000380 (79 67 74 6F 2E 63 6F 6D 00 65 65 65 65 65 65 65 ygto.com eseeees  Lastwilelime 2015/09/16
00000390 |65 65 65 65 65 65 K5 65 65 65 65 6S 65 65 65 5  ececcccecesccess 130818
0O0OD3AD ©5 65 65 65 65 65 65 65 65 65 65 65 65 65 65 00 ececcococcccacs Attributes: &
QO0OQ3E0 |00 OO0 00 OO0 OO OO QD OO 1F OO 35 00 BE 65 77 b4 S newd lcons: 0
000OD3CO |8l 74 61 2E 79 67 74 6F 2E 63 6F 6D 00 72 72 72 ata.ygto.com rrr _
000003D0 |72 72 72 72 72 72 72 72 72 72 72 72 72 72 72 72 | rYTIITTTIYITICCT “u“'*‘ . m
ODODOD3EQ |72 72 72 72 72 72 72 72 72 72 72 72 72 72 72 72| rrrrrrrrrrrrrrrr Offsets: hexadecimal
OO0D03F0 (72 72 72 72 72 72 72 72 00 00 00 00 OO OO 00 00 rrrrrrrr Bytes per page: 21x16=336
00000400 ©D 00 OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO Window & 1
00000410 |00 OO0 00 OO OO OO OO OO OO QOO OO OO OO OO 0O OO No. of windows: 1

=
Page 30f 35 _ Offset 200 =1 Black n/a| Size n/a




Capability Analysis

H S

o Delivery FILE ;?AGE .
. . . . ' | =2 Meeting Create New
. - < = =
Spear phIShIng Emall Wlth Delete = Reply Reply Forward
fabricated document file Al

Delete Respond Quick Steps s

« Attachment file with download 216113 8
link

% L
AN W

o<

EFEHEE

Message | ERXEMMN%.ra_ (252 KB)

Itislarge, I hope vou can visit the web site and download them .« .
htp-//14.186.151.118 rev.iiigio.ip pe /apec file share } §&R T -

RN SRR (RS rar) -

Thanks & regards,
VOKINS Piers



Capability Analysis

* Decoy document

* Tailored content in
decoy document

3. HmEe

(1) R e

FHEER, LHISRAE #AER. FESR. ARER. B8R, g°
LB, WHEHe

(2) B

NEFEHEETE PHTEEIEERE. GETEHENESEE

4. BEEEe

(1) FFEREAFE D At TRHBULE 27 SERBER MY 2MFRF =
EFeFULT e

[FEFRIEEST. BIHRIEEST] =

MRREIS L7 VT BT, BRPSUTOLSRERN o, @
OFHFRIREE (S54) iKov T, XEFHET. BERSThEFD IS
Rt Bl DBRA 2 OTYEDRHFORTFEE, »
OFHEHALEBHAREE (MDA) (tovwT, FOREHIELST 20, Hxe
LT -REERLTYOLSICES ., BEREIE Y ST I,F0BNILE, @
Qw22 F 7 ) OEMRIco T, BAREEF S, FEERoRT H
AT, EMER) -HL o FERRATREENH 5, @
[FiEE A FI ARG @

MR E STV T ET ok, BRYIBUTOLIREANH o, =

OS LATSPHEXATHEN. F2EMIFWLRELLIZ0ONMHOEREY @
HWIow T, EvERTMEBNTOMEET> TV EIRAF-LEBR @
S TRV, @

Off & OHEBREIC oW T, WEIMIETTS L ot b 2z, BERSL @
EHMEAL TV 2HBENFS. @98 To7 fo-rEe8 LT, HMEe
WEBZ TV {ARETRRVD, @

[EIS RS L L TFHERE F 2 A0 e RIARMIAT S0EW] «

B3 oS & R SRR B - B, MEFE»ELT VLT EFo e
o BRMBUTOLIREAFH o/, @

O EEMFIcoOV TR, BTES A2 TRV, #

U.S. Army Board Study Guide
Awards, Decorations, Campaign &
Service Medals and Unit Awards

US ARMY AWARDS. DECORATIONS. CAMFAIGN & SERVICE MEDALS
In pedier ol precedence an of 28 Jure 20048

METLL. OF HOROR: Bﬂ.‘lmu[!.!-!!l CREE I'.Iﬂl!.'n.!: SI.-!.IIE:!_

LEZSOR OF BT b s B SRR BT

B A TR S AL o AR £

]
T A i

L |
I, ML A MM, BTN CEMLI T TR £ T2 TR T -wliw [
:.EM.!'!!IEA. =-.:='.!_n!£u1m Fra AN MR A h.Pill!i. T
T, GAMSDH BEDNL mMmum MEELay :!{im H"l'—l'l‘ﬂﬁh'-h"."r
Wl B0 A lr'C" v WEDAL Lo "'lj"!l‘v l\.'o‘\:":l-I]h:\ﬂ\'n WEL4L  WOMDH H’f\lb‘t
1] ] L i

AMEFICER DML TR, uul:..-n n— ELSTIPE LI &F FICAH DT R E
perrii} R DA o TR MEDAL

mﬁmﬂ.qy u:h.” ALTEN ulr:gr -\.;ﬁ:r.--'_: PEM!;!!‘:A.
MI&HP!"H_ EE il l!-! E!I‘Luh v ThAM LILIII-&H. | I' l!i.l!.li.!k'l’.i
i |_m-w!m w n.l-.-u.x'».:ll\kn (T ] Mi!{ W L .u-!-. I}w sarin

ENPLINT AR WD

“D‘C!Ia.ﬂr':n MDA WURMAITHR MM S50 WELWL

(TTTTH— T T
T RACEES TN AN ShRr e
TEVE

ai,-\q.l.u.m -\|.1|l|l|;|l|:||

.! |-'..'.“-. [IPWEE L BEEOM
'.'1!%!.!\\!&-“:“ (= =] ek = = m.ﬁw
[
P [ N | A
UM PLACIVEEF#40 MIDALS P LA L AT Y RO RO T
AP S CH MWL

WAL ISR TION MO, FOYT KU | BERRTICH BT
OF SALIDI ARARA AT OF ELERAT)




Capability Analysis

 Attachment file of
Instruction to “exploit”

yourself. A Bl
:EF’:.';'%%’FHHFE% o0i40iiipdt 171 3 [(BEFE] ¢

LTSI - (oif HRORT)o

+

A-ETEh T2 [EUFEERER 20140113 pdf] 7 LE, ©

RELE 774 LOIEEFF[FELUFREEER 20140113 piill BB L TF &, «

% FILFRERER 20140113 pdf — FHIEFHREBEER 20140113 pifs

AL BB ELET, ¢



C&C Infrastructure

* 500+ C2 domains & IPs

* Favor of Dynamic DNS &
Virtual Private Servers.

PubYun
ChangelP.com
No-IP
FreeDNS

Dyn.com
Oray (ft &£ 7%)

N5@1.Us

D1878693-U5

Sponsoring Registrar: METWORK SOLUTIOMNS, LLC
Registrar URL (registration serwvices): wew . networksolutions.com
Domain Status: ok

Variant: Ms81.Us

Registrant ID: 16847699

Registrant Name: ChangeIP.com
Registrant Organization: ChangeIP.com
Registrant Addressl: 12@@ Brickell Avenue
Registrant Address2: Suite 195@

Registrant City: Miami

Registrant State/Province: FL

Registrant Postal Code: 33131

Reglctlant [cuntlj United States

T P s

Domain MName:
Domainm ID:

{enzu
LR L B Lt hene Lww
— HOSTKEY
EX [ t' ‘t -

P o——

CLIENT PORTAL

, S

Level(3) (}

# Edit

i

Indicators: WExportw | ECluster | & Graph

Web Hosting
Format: Snort

Format: CSV

Format: PDF

Format: HTML RAW

Format: HTML Filtered
Format: HTML Filtered More

HKD$199 ...
e =

B111ing LOoNTaCcT EmMall. noc@cnangelp.com



Menupass Targeting Countries

mCA mCN mJP
wSG mTW mUS
VN mCH DE
mDK mFl =mFR

NL =SE UK




Defense & Aerospace

4% m Chemicals
Research institute &
= T 1% . . S
Think Tank Construction Engineering m Construction Engineering
6% 2 4%
Education
Professional Service
1% Financial

-
Education 2% m Government
3% 9%

m Information Technology

Others

2 m Manufactory & Mechanical Engineering Industry

NGO \ NPO
6%

m Media and Entertainment

Government m NGO\ NPO
32% m Others

Media and

Entertainment
4%

Manufactory & 1
Mechanical m Political Party

Engineering Industry
19% m Professional Service

Research institute & Think Tank

Telecommunications

Information Technology Defense & Aerospace
4%




Different Visibility (Our Visibility v.s. OSINT)

Region, Timeframe, Visibility

Defense & Aerospace
TN 4%
Research institute &
Think Tank Telecommunications
6% 3%

Chemicals
1%
Construction Engineering
4%

Professional Service
1%

| B, <
Political Party -\-V_ Education 1%
3% '
¥ ‘ 9%

B Defense
B ISP

Others
3%

NGO \ NPO B Consulting/ Engineerir

% Aerospace

B Heavy Industry

Government
32%

Media and

Entertainment
4%

Manufactory & Government
Mechanical
Engineering Industry

19%

Information Technology
4%



Interested in State Secret
Probably State-sponsor be
hide the group

ADVERSARY

CAPABILITIES INFRASTRUCTURE

Spear-Phishing Emails C2 Domains, IPs

Waterhole Attack Preferring DNS &
PlugX, Poison lvy, Evilgrab, GhOst, VPS
SPIVY

CVE 2012-0158, CVE-2014-7247---




Products Available

@s TEAM TS

Cyber Security Research



Aggregation Analysis Action

Structured Language
Intelligence Feeds Analysis Tool

SIEM / Gateway

Endpoint Forensics

Sharing Program

Dark Web Monitoring

Threat Intelligence Platform



Products Available

SIEM / Gateway Endpoint Forensics

Intelligence Feeds

® HP ArcSight (%) ® Google Rapid ® Mandiant + Fireeye

¥ [BM QRadar (%) Response (FREE) + ISIGHT Partners (%)

® Cisco Source Fire AMP (%) % Mandiant % IDEFENSE (%)

¥ AlienVault (FREE /%) RedLine/MIR (FREE / %) ¥ Dell SecureWorks (%)

% CHT EyeQuila (%) ¥ Guidance EnCase ¥ CrowdStrike (%)
Cyber Security (%) ® LookingGlass (%)

¥ Verint XecProbe (%)
¥ Carbon Black (%)
¥ Falcon Host (%)



Products Available

Analysis Too

® Maltego (FREE / ) ® FireEye MVX () ® Threat Connect (FREE/ %)
®» DomainTools IRIS (%) ®» Damballa (%) % MISP (FREE)
® ThreatCrowd (FREE) ® Lastline (%) ® MITRE CRITS (Free)
® PassiveTotal (FREE / ) ® ThreatTrack (%) % |BM X-Force (%)
® ThreatGRID (%) ¥ EclecticlQ Platform (%)
% Cuckoo (FREE) ® ThreatScap (%)
Structured Language Sharing Program
® STIX (FREE) ® TAXII (FREE)
¥ TAXII (FREE) ® Libtaxii TAXII Library (FREE)

% CybOX (FREE) ¥ Yeti TAXII Server (FREE)



ThreatConnect

« Community driven threat intelligence platform slobal Financial Services

0

» Every instance of ThreatConnect includes e T oo 5 apng e et S
access to Public Cloud Common Community.
. Ee-'_p:.a*;ln;l;wau or have
 Provide API, Threat Connect Marketplace

v SEND INCLUIRY

\Natural Gas Commun
Thus private, highly vetted community is for members of the Energy industry
-I“‘u *Ph to sharg indicators, signatures, and intzlligence on threats obsenved. This

O -3 P - _‘l_\ ................ D‘. community 15 accepting new members

TARERAT Request access or have
guestions?

\~! SEND INCLIR?

Retail Community

This moderated, highly vetted community 15 for members of the Reta
ndustny to shara indicators, signatures, and intalligence on throats
rved. This community is accepting new mambers

Request access or have
guestions?

This moderated, highly vetted community is for members of the Finance and



THREATCONNECT

:= Naikon

Description:

o= | TLPGREEN

Security Labels

o= Choose Secunty Labels

Attributes

Activity

net had DNS tracking turned off due to exceeding the maximum allowed address changes 05-28-2015 1058 GMT

Host mmikecg.

Host a cp.net was added to Threat Naikon by TCIRT-We 05-27-2015 2039 GMT

ect-IRT) 05-27-2015 2039 GMT

.net was added to Threat Maikon by TCIRT-Wes ( ThreatC

Host mmkeg

RT-Wes ( ThreatConnect-IRT ) 05-27-2015 2035 GMT

eatCo

Host mine; ip.biz was added to Threat Naikon by

05-27-2015 2039 GMT

Incident 2 ty was added to Threat Naikon by TCIRT-Wes { ThreatConn

snMM Campaigns - Early Naik

05-22-2015 2050 GMT

Threat Naikon was tagged South China Sea by TCIRT-Wes { ThreatCon

Threat 05-22-2015 2050 GMT

was tagged Nz

‘E..: Commrl Cmﬂmu Threat Naikon was tagged Military by TCIRT-V

Threat Naiken was tagged Thailand by TCIRT-

by TCIR
05-22-2015 2050 GMT

05-22-2015 2050 GMT

Details == NEWPIVOT j rII'A
:= Naikon

282 Common Community

Tags: l
INDICATORS Vv ACTIVITY WV DOCUMENTS Vv TAGS ADVERSARIES WV

MWyanmar NAWON » Host L-LoL L L]
Nav & Prigpoes s Host - secee
S SouthOnna Ses » sy eoee




MISP

« Malware information sharing platform

» Storing and sharing Indicators of
compromise (IP domain, hashes)

* Open source platform model (available
on Github)

* Sharing information between MISP
Instances

MISP XML and JSON
OpenlOC

STIX XML and JSON (export)
Suricata export

Snort export

C5V export

GFl import




MISP (CIRCL)

Home Ashley i

Add Event Events
Import From MISP Export
« previous

List Attributes
Search Attributes Q

Published Org
View Proposals v
Events with proposals
Export ~
Automation v

v

4

v

v

v

L

My Events Org Events

Id

4514

4513

4512

4511

3504

3878

3971

4507

4466

Tags

0
[ |

j |

[ 1]
18

[ [
18

7 8 9
#Attr. #Corr.
4

4

21 1

35 1

7

19 7

13 2

10 1

173 5

Date

2016-07-20

2016-07-20

2016-07-20

2016-07-19

2016-03-25

2016-05-26

2016-06-10

2016-07-13

2016-07-13

Threat Level Analysis

Low

Low

Low

Medium

Low

Medium

Medium

Medium

Medium

Initial

Initial

Completed

Completed

Completed
Ongoing
Completed

Completed

Completed

Info

httpoxy scanner

Linux DDoS tool (ARM arch B

Furtim - SFG Malware

£]

Possible Hungarian APT-SC N

-

Phishing attempt Lloyds Bz h
2
Customizable SSH Scannel

12
Furtim malware campaign
Furtim G2 overlap n

Group TA459-NetTraveler C

£ % 4 ¢ o 4 N N N N M N N N M W N

next »

Filter

Distribution Actions

TLR-WHITE

TOEHIDE

silmiraly-say

admiraFy-soale

-1}

BWerlE

[T}

=

a1
Bt

[=]

o=

i
e ]
|
g
e |
el |
|
el |
el |
el |
Gl
gl |
e |
|
&l
g |

-

Em



Conclusion
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Takeaways

* Cyber Threat Intelligence provides researched and analyzed
knowledge about adversaries to help quickly adapt to an ever-
changing threat landscape.

* The most important source of relevant threat data of an organization
IS your own attack surface.

* Threat Intelligence Platform fusing internal and external sources,
facilitating analysis and support your actions.
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Q&A
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