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VirusTotal is a free service that analyzes suspicious files and URLs and facilitates

the quick detection of viruses, worms, trojans, and all kinds of malware

O File @ URL Q Search

No file selected Choose File

Maximum file size: 128MB

By clicking 'Scan it!l', you consent to our Terms of Service and allow VirusTotal to

share this file with the security community. See our Privacy Policy for details

https.//www.virustotal.com/




M Virus tOtal

SHA256: 2b7e99541a29d17c541c31d9b24e4e888350b0ab4c43bc87e6955e45cc507793 b

File name: LoLTWLauncher.exe

Detection ratio: 28/ 56 ‘r 5 i O

Analysis date: 2015-01-02 10:25:45 UTC ( 6 days, 4 hours ago )

= Analysis @ File detail 32 Relationships © Additional information ® Comments o ) Votes ff Behavioural information

Antivirus Result Update

AlLYac Dropped: Trojan.Generic. 12127006 20150102
AVG SHeurd CDWA 20150102
AVware Trojan.Win32.Generic!BT 20150102
Ad-Aware Dropped: Trojan.Generic. 12127006 20150102
Agnitum Trojan.Agent!VhR6TYjEdfg 20150101
BitDefender Dropped:Trojan.Generic. 12127006 20150102
Bkav HW32. Packed. A869 20141230
Cyren W32/Trojan. FZEK-3747 20150102
DriWeb Trojan.DownlLoader11.48120 20150102

Emsisoft Dropped: Trojan.Generic. 12127006 (B) 20150102
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normnfkd. notepad.e npmproxy. nrpsrvdll  nshhttp.dll  nshipsec.dl nshwip.dll
nls xe dll I

- ,
g™ - et Bas ™ i - ]| -

ntdsapidll ntlanman. ntlanui2.dll ntmarta.dll ntoskmlex ntprintdll  ntprintexe NtUserEx. || NtUserEx.
dll e dat dll

C:\windows\System32\NtUserEx.dli
C:\windows\System32\NtUserEx.dat
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. Follow TCP Stream (tcp.stream eq 0)

Stream Content

POST update?id=0014d280 HTTP/1.1
AcCcCept: ¥/ /%

X-Session: 0

X-Status: 0O

X-Size: 61456

xX-5n: 1

User-agent: mMozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; InfopPath.2; Svl)

Host: gs4.p1aﬁdr2.tw
Content-Length: O

Connection: Keep-Alive
Cache-Control: no-cache

Entire conversation (312 bytes)
| Fnd || Saeds || Pant |O ascH O EBCDIC © Hex Dump O C Amays ® Raw

[ Fiter Out This Stream | Close
Domain:
aur . -
¥51l

_ gs2.playdr2.tw
?21d=00xxXXXXX
update?id=00 gs3.playdr2.tw
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Adobe Flash Player Heap Overflow

There is a heap overflow in Adobe Flash Player 14.0.0.125 on Windows 7 , which results in remote code execution.

https://vulreport.net/



12/29

11/21 12/21
- s / ~ GarenaB#MZHERE
B TARE = IHEBRMERRE .
BRERRR A e I B4 4S53R VirusTot
EfEZEVirusTotal alEsER
11/11 12/03 . 12/26 12/31
%~ [ERIEE AR IS 184S PA—
BN HIEH %ﬁ%%*%ﬁigﬁﬁiﬂ% it GarenaB R 2 BB
RO IR At &% &P - : ] BB R
: EEA" WRAETHHSREA
LE{EZEVirusTotal R AR
11/12 12/04 12/23
B SRR 1 R AT % Bk B - ‘
iR BEREHE EIgmﬂj Garena® #i A2 -
#PEREE BEMNEFE
— (AR B RE 12 /27 BMBREUE
BBS LA M 36 12/12 L {ih 385 54 th 322X
ORESRIBERM @R 1 K B = Garena D (EER)

ek GarenaZREESZ — @
RRET B
AR A R B



[RVAR

g FHY" RIgHEER"
B hR AN 1IE & /& 3
F{EZVirusTotal




n 11/12
ERM" HigER"

R A AR
F@ZVirusTotal

i 5P BY P 45 Ik 33y 22 B2 AT
40 &5 15




INVAN

EEM" HEIEHER"
B AR &R
L&EZVirusTotal

11/12

&P AP RS I B AR AT
ER B

11/21

&P RTEE"
YR AR IE & E 1
F{EZVirusTotal




11/21

REMN" T
RURRRARE & EH
E{EZEVirusTota

INVAN

EEM" HEIEHER"
B AR &R
L&EZVirusTotal

11/12
BRI PR BRI
LR

12/02

—{& 52

SR SB I X 1

BBSJ:?EEE}&FHBBG

OT
A=

l s FTENN

15 /E“ % 7N ST EI’J




11/21

REHN" mCEE"
RORRR A1 & &
E{EZEVirusTotal

12/21

FEoUHEMERE
a5 RES VirusTot

INVAN
R RS
BORRR A &
L&EZVirusTota

11/12

& PP 4Rk iy
FCERBS

GarenaBH ZEET -

12/23

BMIeTE

—EREHERRE
BBS L3RG MBS 36
ORBEAAEEN
BE

12/12

GarenaZEfREIESE _ &
mMERT" =Hipb s
tERE AR R fld EE A"




11/21 12/21

”Em ﬂE%E ﬁ M¥¢%ER§E

INVAN

=R HEIgE
LIRS E
LEZVirusTot

11/12

RPN PR
FCERBS

12/26

F P B AR T Ra B HY X

~§§F!: ,Q%]<ll.i\ I"FEEE;;;Egi-*"*-
=Rl

0B ENBEEN

12/12

ek GarenaZREESZ — @
RRET B
AR A R B

fisk 22




11/21

12/21

REM" RCEE" FEoUBBHENRE
@%@?ﬁe%& B B4FRAL VirusTot
INVAN 2 2
BB B
LIRS 1 ;

LEZVirusTo

11/12

RPN PN
FCERBS

[O] 3 L5 I EE 2 Garena

BBS_L3RAGHEEL#36
ORFRABBEMN
HR

12/12

GarenaZEfREIESE _ &
mMERT" =Hipb s
tERE AR R fld EE A"




11/21 12/21
BN ATEE = R B R
%ﬁgfm%%ﬁ a1 453ERE VirusTot
INVAN
BB HEEHSE 1 / 9
BRI & 2 2
L&EZVirusTotal
. GarenaBHZEREINA
B2 S
c ‘<B~ =)
%8 p
l% X |H
VL] L7

HR

BBS L3RG BL#36
0" %

RARERR

12/12

GarenaZEfREIESE _ &
mMERT" =Hipb s
tERE AR R fld EE A"

[O]#R L W E = Garena




12/29

1721 12/21
BEMN" WU RE P — iayggaﬁ#ﬁi‘t%*iiﬁ%

INVAN
ERM" B
BRI AR S
LEZVirusT

(RVA

RENPE
FCERBS

12/31

Garena®fiaZ £ =HA

0

I — 12/27

BBS 3RRG B2 EL#:36 —I 2/—' 2
= == g;;;* A%
ORBENBERM B3R 2 EGarena

aki GarenaZEfREIESE _ &
mMERT" =Hipb s
tERE AR R fld EE A"

HPEREUUB
HLfth 352 55 1 =2 =X
I (S1EE)




12/29

11/21 12/21
- s / ~ GarenaB#MZHERE
B TARE = IHEBRMERRE .
BRERRR A e I B4 4S53R VirusTot
EfEZEVirusTotal alEsER
11/11 12/03 . 12/26 12/31
%~ [ERIEE AR IS 184S PA—
BN HIEH %ﬁ%%*%ﬁigﬁﬁiﬂ% it GarenaB R 2 BB
RO IR At &% &P - : ] BB R
: EEA" WRAETHHSREA
LE{EZEVirusTotal R AR
11/12 12/04 12/23
B SRR 1 R AT % Bk B - ‘
iR BEREHE EIgmﬂj Garena® #i A2 -
#PEREE BEMNEFE
— (AR B RE 12 /27 BMBREUE
BBS LA M 36 12/12 L {ih 385 54 th 322X
ORESRIBERM @R 1 K B = Garena D (EER)

ek GarenaZREESZ — @
RRET B
AR A R B



L0
I
JIH
(
/7
(!
=
|mOo
o
PN
=
1:]
c|
.\)

EXANEMAEHNEETREEKRE S
N amiea L EE AR




= EENX  PlugX K5 (ERNAENERS
thigiul @ gs2.playdr2.tw (HIRETFER R FRET)
KB HrE Ay &5 Winnti Group

™ SK HACK BY AN ADVANCED PERSISTENT THREAT
COMMAND FIVE
This document summarises the July 2011 intrusion into SK Communications
. which culminated in the theft of the personal information of up to 35 million
people. It describes the use of a trojaned software update to gain access to the

target network, in effect turning a security practice into a vulnerability. It also

KASPER§KY# @ Winnti. More than just a game

By GReAT on April 11, 2013. 5:00 pm

@ Secureworks » Author: Dell SecureWorks Counter Threat Unit(TM) Threat Intelligence
» Date: 29 July 2014
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Winnti
More than just a game

April 2013
Kaspersky Lab Global Research and Analysis Team
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Online-game developers in:
South Korea Peru

China Indonesia

Russia Thailand

Belarus Vietnam

Germany Taiwan

United States Japan

Brazil

© 2013 Kaspersky Lab ZAO. All Rights Reserved
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