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) www.zone-h.org/archive

Home News

NOTIFIER

Events Archive

Archive #

DOMAIN

Onhold

Notify Stats Register Login

tw

Special defacements only ¥ Fulltext/Wildcard ¥/ Onhold (Unpublished) only

Date :  ALL

v || Apply filter |

Total notifications: 1,508 of which 1,189 single ip and 319 mass defacements

Legend:

H - Homepage defacement
M - Mass defacement (click to view all defacements of this IP)
R - Redefacement (click to view all defacements of this site)

L - IP address location
¥ - Special defacement (special defacements are important websites)

Date

2014/12/28
2014/11/27
2014/10/20
2014/10/12
2014/09/15
2014/09/04
2014/09/02
2014/09/02
2014/08/12
2014/07/21
2014/06/21
2014/06/17
2014/06/17
2014/06/15
2014/05/27
2014/05/27

Notifier
ymh

BY DRISS
Bunglon_Ijo
KkK1337
Dbuzz

SlayersHackTeam

HighTech
HighTech
HighTech
Karim-TN
Karim-TN

HMR L % Domain

HM

¥ iht.nstm.gov.tw

¥ 1999.taitung.gov.tw/attach/201...

% work.tnvtc.gov.tw/xampp/lang.tmp
R * www.yuanli.gov.tw/index.html

¥ job.tainan.gov.tw

* www.xh-land.gov.tw/EvreN.htm

MR ¥ casio.com.tw/baby-g/

MR % www.thermaltake.com.tw/db/dz06...

M

M

R ¥ casio.tw/baby-g/

¥ fsi.forest.gov.tw/ss.html
R % www.guanyin.gov.tw
¥ dns.ilccb.gov.tw
¥ apt.ilccb.gov.tw
R Y www.ilccb.gov.tw
 www.junglicity.gov.tw
¢ www.chunalicitv.aov.tw

N

0s

Win 2003
Linux
Win 2003
Win 2003
Linux
Win 2003
FreeBSD
FreeBSD
Win 2003
Win 2003
Linux
Linux
Linux
Linux
Win 2008
Win 2008

View

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
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The Black
Market

$980-%4,900
Trojan program to
steal online account

information
$490 .
Credit card number b
with PIN ' i
. o
$78-$294 _
Billing data, including i
account number, .
address, Social ; it
Security number, home .
address, and birth date "ﬁ
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Google VRP - 1

[E) Program Rules - Applicatio x § %

Home Learning Tools Reward Programs Hallof Fame Research

Google VRP  Patch Rewards  Chrome Rewards

Google Vulnerability Reward Program (VRP) Rules

W/

We have long enjoyed a close relationship with the security research community. To honor all the cutting-edge external contributions that help us
keep our users safe, we maintain a Vulnerability Reward Program for Google-owned web properties, running continuously since November 2010

Services in scope

In principle, any Google-owned web service that handles reasonably sensitive user data is intended to be in scope. This includes virtually all the
content in the following domains

» *.google.com
» *youtube.com
» *blogger.com

W,

Bugs in Google-developed browser apps and extensions tagged as " in the Chrome Web Store will also qualify.
On the flip side, the program has three important exclusions to keep in mind:

» Third-party websites. Some Google-branded services hosted in less common domains may be operated by our vendors or partners (this
notably includes zagat.com). We can't authorize you to test these systems on behalf of their owners and will not reward such reports. Please
read the fine print on the page and examine domain and IP WHOIS records to confirm. If in doubt, talk to us first!

» Recent acquisitions. To allow time for internal review and remediation, newly acquired companies are subject to a six-month blackout period

Bugs reported sooner than that will typically not qualify for a reward
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Google VRP - 2

[ www.google.com/about/appsecuritv/reward-program/

That said, if you find outdated software and have good reasons to suspect that it poses a

well-defined security risk, please let

Monetary rewards aside, vulnerability reporters who work with us to resolve security bugs in our products will be credited on the Hall of Fame. If we

file an internal security bug, we will acknowledge your contribution on that page

Reward amounts

Rewards for qualifying bugs range from $100 to $20,000. The following table outlines the usual rewards chosen for the most common classes of bugs

accounts.google.com

Other highly
sensitive services

[

Normal
Google
applications

Non-integrated acquisitions and
other lower priority sites [2]

| Remote code execution

$20,000

$20,000

$20,000

$1,337 - $5,000

SQL injection or equivalent

Significant authentication
bypass or information leak

Typical XSS
XSRF, XSSI and other common

web flaws

S category include

oogle M

21 No
<] No

The final amount is always chosen at the discretion of the reward panel. In particular, we ma

severe vulnerabilities; decide that a

g,

$10,000
$10,000

$7,500
$500 - $7,500

all /hff,"

lisitions qualify for a reward only af

$10,000
$7,500

$5,000
$500 - $5,000

e App

7el'91‘ OpE

fter the initial six-month

Iarlrmi
lackout

$10,000
$5,000

$3,133.7
$500 - $3,133.7

Engine (

IS.E0(

perioc

y decide to pay higher rewards for unusually

$1,337 - $5,000
$500

$100
$100

1gine.googie.con dmin

gle.com).

clever or

single report actually constitutes multiple bugs; or that multlple reports are so closely related that they only
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Adobe Flash Player Heap Overflow

There is a heap overflow in Adobe Flash Player 14.0.0.125 on Windows 7 , which results in remote code execution.
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| Incident DEC-18 KNowlet l Incident DEC-16  beichen | Incident DEC-16  beichen
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AR @7 &I E AR A EEERE d S B fE7E command injection VulReport j&iElEl#k-F & AT #E
H/E—
Rl (BEFAHERFSE - LI VulReportEFEFZ K BRI ERIRIF)
http://cc ntue edu tw/CheckWAN/trace3 php SIS /MESFI T E - HiPOSTE i
BIPiEET AR E - ﬂ%?“)\{ﬁﬂﬁ(ﬁ;m% 95.1.1; sed “a;N;$lba;s/\n/ /g' /etc/passwd; Is AJiE %ﬁlaﬁﬁﬁ "
Fcommand injection » 55 &, F{EfTE B RSS FTRSE:
R ARG
B (IREABERPARRREE)
BRI A O L E RIS A NERA RS - BB LR SRR R SR
EETEEE —BERER - AL T RERYHIE - TiEEESEEERMESEN PSS 7B
B —HEEREERISIEREEENIES - WEEREEIARE  RENET—E ‘ Bk
33 SERFIRRE GRS 2 S responseff] «
EEEET T » ANERAERETEAESER SRR HSEEEN S - HElE - &
FEIRAEREIRS TR EMNERARE R Bt A sedi$ e TR RET—
17 BT -
AEFEE race3 phpfFET IR SR ZIEFHIERRY © exec("ping " .$_POST[IP'] " | grep
PING | cut --delimiter="(" -f 2 | cut --delimiter=")" -f 1");
At FE—Epinof 155 R ERBRET » ?%%m?ﬁff‘iﬂp?sﬁé‘ﬁ%%%%(Eﬂ%é‘é?ﬁ%ﬁﬁ—ﬁ) il
EEATES EEAEMEEMEERE - REMRER - HERWAERE—TRSTES
{EAIZER - PGS ETIENBE SRR &EE—TERER bl 2HIEEAE<ER
I -

¥

IsHEE (UIEFLE R ERS SRR EREMERIER)

18 2REN R trace3 phpfTEENES - OJ 365 IPEERESBHE M EEN Eexec() - IEEFEE

fEbsfl FERIEMAS_POST[ PRI E B2 8 Fregular exDreSSIoniEﬁEI%“ 8
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wiki - responsible disclosure

e = o e

W Responsible disclosure - Wik x § '\
€« C' [ en.wikipedia.org/wiki/Responsible_disclosure b Sy H (1P D =

e repairing the vulnerability and preventing any future damage. Depending on the potential impact of the -
Help vulnerability, the expected time needed for an emergency fix or workaround to be developed and applied and
About Wikipedia other factors, this period may vary between a few days and several months. It is easier to patch software by

Community portal using the Internet as a distribution channel.
Recent changes

e . Responsible disclosure fails to satisfy security researchers who expect to be financially compensated, while

reporting vulnerabilities to the vendor with the expectation of compensation might be viewed as extortion. While

Tool . . - , -
o0t a market for vulnerabilities has developed, vulnerability commercialization remains a hotly debated topic tied to

What links here
TR the concept of vulnerability disclosure. Today, the two primary players in the commercial vulnerability market

Upload file are iDefense, which started their vulnerability contributor program (VCP) in 2003, and TippingPoint, with their
Special pages zero-day initiative (ZDI) started in 2005. These organisations follow the responsible disclosure process with the
Permanent link material bought. Between March 2003 and December 2007 an average 7.5% of the vulnerabilities affecting
Page information Microsoft and Apple were processed by either VCD or ZDI.["! Independent firms financially supporting

é“_':‘"‘t"a‘a = responsible disclosure by paying bug bounties include Facebook, Google, Mozilla, and Barracuda Networks.!
ite this page

1

Vendor-sec was a responsible disclosure mailing list. Many, if not all, of the CERT groups coordinate
responsible disclosures.

Print/export
Create a book
Download as PDF Selected security vulnerabilities resolved by applying responsible disclosure:
Printable version

 Dan Kaminsky discovery of DNS cache poisoning, 5 monthsl3!
Languages O

Cestina

Espafiol -

Magyar MD5 collision attack that shows how to create false CA certificates, 1 weekl®]
& Editlinks

Radboud University Nijmegen breaks the security of the MIFARE Classic cards, 6 months(4]
MBTA vs. Anderson, MIT students find vulnerability in the Massachusetts subway security, 5 months!®]
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Responsible Vulnerability Disclosure Process
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[Docs] [txt|pdf] [Tracker] [Email] [Nits]
Versions: 900

Internet Engineering Task Force Steve Christey
INTERNET-DRAFT MITRE
Valid for six months Chris Wysopal
Category: Best Current Practice @stake, Inc.

February 2002

Responsible Vulnerability Disclosure Process
draft-christey-wysopal-vuln-disclosure-00.txt

Status of this Memo

This document is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2826. Internet Drafts are working
documents of the Internet Engineering Task Force (IETF), its Areas,
and its Working Groups. MNote that other groups may also distribute
working documents as Internet Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://www.ietf.org/lid-abstracts.html

The list of Internet-Draft Shadow Directories can be accessed at
http: //www.ietf.org/shadow.html.

Copyright Notice
Copyright (C) The Internet Society (2@@2). All Rights Reserved.

Abstract

New vulnerabilities in software and hardware products are discovered
T o — - . Lo
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.2 Responsible Disclosure Polic
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responsible disclosure policy -1

* N

C' | @ https://www.zendesk.com/company/responsible-disclosure-policy

\"

“Jzendesk

TERMS OF SERVICE

INBOX BY ZENDESK
TERMS OF SERVICE (BETA)

PRIVACY POLICY
COOKIE POLICY

CONSULTING SERVICE
AGREEMENT

APPLICATION DEVELOPER
AND API LICENSE
AGREEMENT

REFERRAL PARTNER
AGREEMENT

RESELLER TERMS OF
SERVICE

COPYRIGHT INFRINGEMENT
AND TAKEDOWN POLICY

PRODUCTS PRICING CUSTOMERS SUPPORT

RESPONSIBLE DISCLOSURE POLICY

Zendesk alms to keep Its Service safe for everyone, and data security Is of utmost priority. If
you are a security researcher and have discovered a security vulnerabllity In the Service, w
appreclate your help In disclosing It to us In a responsible manner.

Zendesk will engage with security researchers when vulnerabllities are reported to us In
accordance with this Responsible Disclosure Policy. We will valldate, respond and fix
vulnerabillities In accordance with our commitment to security and privacy. We won't take legal
action agalnst or suspend or terminate access to the Service of those who discover and report
security vulnerabllities In accordance with this Responsible Disclosure Policy. Zendesk
reserves all of Its legal rights In the event of any noncompliance.

Capltalized terms used In this Responsible Disclosure Policy and not otherwise defined have
the meaning ascribed to such terms In our Terms of Service.

Testing:

You may test only against an Account for which you are the Account owner or an Agent
authorized by the Account owner to conduct such testing. In no event are you permitted to
access, download or modify data residing In any other Account or that does not belong to you
or attempt to do any of the foregoing. You are also prohibited from:
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Reporting:

Share the detalls of any suspected vulnerabllities with the Zendesk Securlty Team by sending
an emall to security@zendesk.com. Please do not publicly disclose these detalls without
express written consent from Zendesk. In reporting any suspected vulnerabllities, please
Include the following Information:

Vulnerabllity detalls with Information to allow us to efficiently reproduce your steps
Your emall address

Your name as It should be displayed on this page If you would like It to be

Your Twitter handle or website as It should be displayed

Your shipping address and T-shirt size

Compensation Requests:
Requests for monetary compensation In connection with any Identifled or alleged vulnerabllity
will be deemed noncompliant with this Responsible Disclosure Policy.

Our Commitment:
If you Identify a verifled security vulnerabllity In compliance with this Responsible Disclosure
Policy, Zendesk commits to:

Promptly acknowledge recelpt of your vulnerabllity report
Provide an estimated timetable for resolution of the vulnerability
Notify you when the vulnerabillity Is fixed

Publicly acknowledge your responsible disclosure
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Our Commitment:
If you Identify a verified security vulnerabllity In compliance with this Responsible Disclosure
Policy, Zendesk commits 1to:

Promptly acknowledge recelpt of your vulnerabllity report
Provide an estimated timetable for resolution of the vulnerabllity
Notify you when the vulnerabillity Is fixed

Publicly acknowledge your responsible disclosure

Contributors:
Zendesk thanks the following Individuals and organizations that have Identifled security
vulnerabllities In accordance with this Responsible Disclosure Policy:

Abdul Haq Khokhar @Abdulhagkhokhar
Abdul Rehman @Abdul_R3hman
Abdullah Alomailr @i4bdullah

Abhinav Karnawat http//www.w4rriOr.com
Abhinav Mishra @OctacOder

Aditya Agrawal @exploitprotocol
Ahmad Ashraff @yappare

Ahsan Akhtar

Ajay Singh Negl @AjaySinghNeg!

Alaa .Z (TheOne)

All BawazeEer @AllBawazeEer
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