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About speakerAbout speaker

uu Network ID : Network ID : CardMagicCardMagic
uu Author of Author of DarkSpyDarkSpy antianti--rootkitrootkit
uu Posted several articles on Posted several articles on rootkit.comrootkit.com
uu R&D of some world famous kernel level R&D of some world famous kernel level 
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research and programmingresearch and programming
uu Now is a researcher of Trend Micro threat Now is a researcher of Trend Micro threat 
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What will be introduced What will be introduced 

uu Internals of Vista system restoreInternals of Vista system restore
uu A userA user--mode mode rootkitrootkit to hide arbitrary file to hide arbitrary file 

or registry key from Windows Vista or registry key from Windows Vista 
system restoresystem restore

uu A new way to bypass modern HIPS A new way to bypass modern HIPS 
uu Detection and protection of the threatDetection and protection of the threat
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AgendaAgenda

uu Vista system restore (VSR) introductionVista system restore (VSR) introduction
uu VSR internalsVSR internals
uu VSR VSR rootkitrootkit
uu A new way to bypass HIPSA new way to bypass HIPS
uu Protect & detect VSRProtect & detect VSR
uu DemoDemo
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Vista system restore (VSR) Vista system restore (VSR) 
introductionintroduction

uu VSR allows user to use restore point to return VSR allows user to use restore point to return 
their system files and settings to an earlier point their system files and settings to an earlier point 
in timein time

uu System restore in Vista has been enhanced a lot System restore in Vista has been enhanced a lot 
and use new architecture & implementation and use new architecture & implementation 
which is different from XPwhich is different from XP’’ss

uu System Restore can make changes to Windows System Restore can make changes to Windows 
system files, registry settings, and programs system files, registry settings, and programs 
installed on your computer. It also can make installed on your computer. It also can make 
changes to scripts, batch files, and other types of changes to scripts, batch files, and other types of 
executable files on your computerexecutable files on your computer
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VSR internalsVSR internals

uu But how does VSR work? Microsoft hasnBut how does VSR work? Microsoft hasn’’t t 
provided detail document about how it works .provided detail document about how it works .

uu We will introduce tWe will introduce the whole process in three he whole process in three 
phasesphases

1. 1. CCreate reate restore pointrestore point (when you click (when you click ““CreateCreate”” button)button)
2. 2. Serve a restore requestServe a restore request (when you click (when you click ““RestoreRestore”” button)button)
3. 3. Shutdown & StartupShutdown & Startup (when the system shuts down after (when the system shuts down after 
you clicking you clicking ““RestoreRestore””))
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uu CCreate reate restore pointrestore point

Rely on shadow copy mechanism to create a Rely on shadow copy mechanism to create a 
volume shadow copy, see the call stack of volume shadow copy, see the call stack of 
SRSetRestorePointSRSetRestorePoint
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Shadow copyShadow copy

Implemented with disk filter Implemented with disk filter ---- Volsnap.sysVolsnap.sys

It can back up original sector when it finds any It can back up original sector when it finds any 
writerwriter’’s modification action and provide backup s modification action and provide backup 
application a point in time view of a volume application a point in time view of a volume 

E.g. if E.g. if application(writerapplication(writer) has written ) has written a,b,da,b,d, the original , the original 
copy of these sectors are kept by shadow copy service in copy of these sectors are kept by shadow copy service in 
storage. When backup application accesses the three storage. When backup application accesses the three 
sectors, shadow copy service will route the request to sectors, shadow copy service will route the request to 
original copy. However, when c is requested, the service original copy. However, when c is requested, the service 
will direct the request to real volume.will direct the request to real volume.
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Associated shadow copy files located here:Associated shadow copy files located here:

Backup file id 
matches the name 
of shadow volume 

device name

PDF created with pdfFactory Pro trial version www.pdffactory.com

http://www.pdffactory.com


uu Serve a restore requestServe a restore request

When backup program calls restoration method, When backup program calls restoration method, 
two processes will be launched : two processes will be launched : 
WmiPrvSE.exeWmiPrvSE.exe( to hold ( to hold srwmi.dllsrwmi.dll) , ) , dllhost.exe(todllhost.exe(to
hold hold srcore.dllsrcore.dll))
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Then the control transferred to Then the control transferred to srwmi.dllsrwmi.dll ----
CSrWMIProvider::RestoreCSrWMIProvider::Restore

This method will involve This method will involve srcore.dllsrcore.dll::
CreateInstance here

Clsid

Corresponding 
Registry key
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srcore.dllsrcore.dll will do some preparation and will do some preparation and 
configuration work and then call its internal configuration work and then call its internal 
interface _interface _RegisterForShutdownContinuationRegisterForShutdownContinuation..

This routine will create This routine will create WinInitWinInit key and register a key and register a 
callback function for Windows shutdown. And the callback function for Windows shutdown. And the 
key looks like key looks like 

The routine will be called for shutdown 
restoration logic
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uu Shutdown & StartupShutdown & Startup

The Shutdown Call back:The Shutdown Call back:

When system shuts down, the When system shuts down, the ShutdownContinuationShutdownContinuation will will 
be called, and this callback routine is exported by be called, and this callback routine is exported by srcore.dllsrcore.dll. . 
In this routine, it will parse shadow volume information and In this routine, it will parse shadow volume information and 
restore various system elements. The main restore logic restore various system elements. The main restore logic 
include two parts :include two parts :
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a. Registry restore :a. Registry restore :
The registry restore is based on hive file:The registry restore is based on hive file:

srcoresrcore will firstly rename the original hive file and then copy will firstly rename the original hive file and then copy 
the backed hive file from volume shadow copy. The original the backed hive file from volume shadow copy. The original 
hive file will be renamed as hive file will be renamed as xxxx_previousxxxx_previous, and after reboot , and after reboot 
system will use the backed hive file.system will use the backed hive file.
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b. File restore:b. File restore:

Modified file will be restored immediately, excepted Modified file will be restored immediately, excepted 
inaccessible file.inaccessible file.

For inaccessible file :For inaccessible file :
srcoresrcore will firstly copy the old version file to the restore folder anwill firstly copy the old version file to the restore folder and d 
name it like :name it like :

Then it will register an Then it will register an autorunautorun program called program called srdelayed.exesrdelayed.exe
which will be executed when system starts up, and meanwhile log which will be executed when system starts up, and meanwhile log 
the operations which will be done by the operations which will be done by srdelayed.exesrdelayed.exe in <System in <System 
volume information>volume information>\\systemrestoresystemrestore\\DelayedOperationsDelayedOperations. . 
srdelayed.exesrdelayed.exe will overwrite the inaccessible file later with the will overwrite the inaccessible file later with the 
copied file. copied file. 

Show result : Show result : 
Finally,srcoreFinally,srcore will register an will register an autorunautorun entry under <entry under <RunOnceRunOnce> key > key 
to execute to execute rstrui.exerstrui.exe to show the restore status when user enter to show the restore status when user enter 
system next time.system next time.
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Startup :Startup :

In the startup, Windows will run In the startup, Windows will run srdelayed.exesrdelayed.exe to do some to do some 
remaining post actions (e.g. move the copied file to remaining post actions (e.g. move the copied file to 
overwrite the file which is inaccessible in previous restore). overwrite the file which is inaccessible in previous restore). 
And then run And then run rstrui.exerstrui.exe to show restore result to user.to show restore result to user.
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VSR VSR rootkitrootkit

uu Purpose :Purpose :

survive after the system restoresurvive after the system restore

hide following items from system restore:hide following items from system restore:
1. registry items1. registry items
2. executables 2. executables 
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uu Approach :Approach :

1. How this 1. How this rootkitrootkit intercept the restore process:intercept the restore process:

Thru shutdown call back hooking :Thru shutdown call back hooking :

Microsoft has passed the restore function nameMicrosoft has passed the restore function name
and module under and module under WinInitWinInit as described before :as described before :
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This key will be set when the system requests a restore. If This key will be set when the system requests a restore. If 
rootkitrootkit dynamically modifies this key to point to its module dynamically modifies this key to point to its module 
and routine when after system sets this key, guess what and routine when after system sets this key, guess what 
will happen ?will happen ?

Yes, the Yes, the rootkitrootkit’’ss module will be loaded, Microsoft has no module will be loaded, Microsoft has no 
checking on the module.checking on the module.

2. How can it continue the system restore:2. How can it continue the system restore:

It loads It loads srcore.dllsrcore.dll internally ,and call internally ,and call ShutdownContinuationShutdownContinuation
exported by exported by srcoresrcore itself.itself.
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3. How can it make file survive?3. How can it make file survive?

It loads file in memory before calling It loads file in memory before calling ShutdownContinuationShutdownContinuation
exported by exported by srcore.dllsrcore.dll, and restore the files from memory , and restore the files from memory 
to disk after the calling. (because all files and to disk after the calling. (because all files and registeryregistery
items are restored in the calling)items are restored in the calling)

4. How can it make registry item survive?4. How can it make registry item survive?

This is relatively difficult, but still easy for a This is relatively difficult, but still easy for a rootkitrootkit author. author. 
As described before, OS will rename original hive to a new As described before, OS will rename original hive to a new 
name ,and copy restored hive to the location. name ,and copy restored hive to the location. 

However, after these operations in calling of However, after these operations in calling of 
ShutdownContinuationShutdownContinuation exported by exported by srcore.dllsrcore.dll,  both the ,  both the 
restored hive file and renamed hive file will be locked.restored hive file and renamed hive file will be locked.
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What VSR does to solve the locking problem is to hook IAT What VSR does to solve the locking problem is to hook IAT 
of of srcore.dllsrcore.dll to intercept the call  :  to intercept the call  :  RegLoadKeyWRegLoadKeyW

In its hooking procedure of In its hooking procedure of RegLoadKeyWRegLoadKeyW, it will follow the , it will follow the 
below steps :below steps :

For registry hive it wants to hide items in:For registry hive it wants to hide items in:
a. load the key ourselves to a temp key before calling the a. load the key ourselves to a temp key before calling the 
real real RegLoadKeyWRegLoadKeyW
b. do recovery (write b. do recovery (write rootkitrootkit protected registry items to protected registry items to 
registry) under temp keyregistry) under temp key
c. unload the key c. unload the key 
d. pass the call control to real d. pass the call control to real RegLoadKeyWRegLoadKeyW and returnand return

For registry hive it doesnFor registry hive it doesn’’t want to hide any item in, just t want to hide any item in, just 
simply pass the call control to real simply pass the call control to real RegLoadKeyWRegLoadKeyW and and 
return.return.

PDF created with pdfFactory Pro trial version www.pdffactory.com

http://www.pdffactory.com


A new way to bypass HIPS A new way to bypass HIPS 

uu Malware author might benefit from shutdown call Malware author might benefit from shutdown call 
back hook to bypass commercial HIPSback hook to bypass commercial HIPS

uu The theory :The theory :

1. Malware initiates a restore from any restore point, and 1. Malware initiates a restore from any restore point, and 
modify restore module and routine to point to malicious modify restore module and routine to point to malicious 
ones.ones.

2. When user shuts down his computer, malicious module 2. When user shuts down his computer, malicious module 
will be called, and malware can do anything they want (E.g. will be called, and malware can do anything they want (E.g. 
create malicious create malicious autorunautorun key) without popup of HIPS in its key) without popup of HIPS in its 
module.module.
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uu But there might be some concerns:But there might be some concerns:

1. Will user notice if the shutdown takes long time to 1. Will user notice if the shutdown takes long time to 
complete? (Because the restoration will happen during complete? (Because the restoration will happen during 
system shuts down) system shuts down) 

No, because malware will not need to call original No, because malware will not need to call original 
ShutdownContinuationShutdownContinuation for any restore actions. This will for any restore actions. This will 
make the shutdown very quick.make the shutdown very quick.

2. How malware solves Vista2. How malware solves Vista’’s popup for restore error next s popup for restore error next 
time when user logs on if it doesntime when user logs on if it doesn’’t call original t call original 
ShutdownContinuationShutdownContinuation ??

This can be done by deletion of run key This can be done by deletion of run key rstrui.exerstrui.exe under under 
<<RunOnceRunOnce>>
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Protect & detect VSRProtect & detect VSR

uu Microsoft needs to use more secure Microsoft needs to use more secure 
parameter passing method (e.g. do parameter passing method (e.g. do 
signature verification for calling module)signature verification for calling module)

uu For commercial HIPS to protect VSR For commercial HIPS to protect VSR 
intrusion , they need to monitor the intrusion , they need to monitor the 
WinInitWinInit modification by a malware.modification by a malware.

But the challenge is : Microsoft might still But the challenge is : Microsoft might still 
leaves some other places to implement leaves some other places to implement 
VSR.VSR.
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For detection of the VSR, security providers can use the For detection of the VSR, security providers can use the 
crosscross--compare technology for compare technology for rootkitrootkit detection.detection.

In order to get the real view of files & In order to get the real view of files & regreg keys that system keys that system 
restore should restore, they can access the volume shadow restore should restore, they can access the volume shadow 
copy to enumerate the files & copy to enumerate the files & regreg keys in restore point.keys in restore point.

How can they access ?How can they access ?

Just use Win32 API (e.g. Just use Win32 API (e.g. FindFirstFileFindFirstFile), but pass the path ), but pass the path 
parameter like:parameter like:

\\\\..\\HarddiskVolumeShadowCopy2HarddiskVolumeShadowCopy2\\WindowsWindows\\system32system32

(But the media is just read(But the media is just read--only)only)
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Thanks Thanks 

Q & AQ & A
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