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Introduction
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¢ OuTian < outian@chroot.org >
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What is WAF
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WAF Vendors (in TW)

o (B#) - (5 L4)

o AppliCure - dotDefender
o Armorize - SmartWAF

o Barracuda - Web Application Controller
+ Cisco - ACE

o Citrix - NetScaler

o F5 - Big-IP / ASM
o Imperva - SecureSphere
+ Radware - AppWall

¢+ ...Others
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WAF Vendors (Global)

+ BeeWare

+ BinarySEC

+ Breach / ModSecurity
+ Deny All

¢ Visonys

¢ ... Others
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e SQL Injection
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e Cross Site Scripting
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e Code/Command Injection
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e Directory Traversal
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¥ 2L Web & * #2;\ 33 8L (2)

o BIEXFTA R
e Cookie Poisoning
o LG FAEN

e Parameter Tampering
o Rt REFRNNRIFIEHER

e Upload File Mis-Handling
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o Information Disclosure
o BEREFTA

e Weak Authentication
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WAF v.s IDP/IPS

o BB KA o PEB L

e Negative Security o Positive Security
Model Model
(#4272 £H) (2>l £H)
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Signature based Behavior Modeling

o & ;%47 SSL 3+ e ErE4/BE TN
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What does WAF do ¢

+ Input Validation
e Protocol
e URL
e Parameter
e Cookie/Session

¢ Output Checks
e Protocol
e Headers
e Error Messages
e Credit Card Number
e Sensitive Information
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Input Validation

¢ Normal HTTP Request
Parameter
GET /search?q=test HTTP/1.1
Accept: */*
Accept-Language: zh-tw
User-Agent: Mozilla/4.0 Protocol
Accept-Encoding: gzip, deflate
Host: www.google.com.tw
Connection: Keep-Alive
Cookie: SESSIONID=8S8E938AF24D97
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Protocol Protection

+ Buffer Overflow
+ Denial of Service

¢ Abnormal

e HTTP Method
+ GET/POST/HEAD
+ CONNECT
o PUT
+ DELETE

e HTTP Headers

¢ Host
+ User-Agent
+ Content Length

HIT Conference 2009



URL Protection

¢ Forceful Browsing
+ Configuration Files

e ¥.inc - *.cfg - *.log
+ Database Files

o ¥ 5ql - *.mdb
¢ Backup Files

e ¥ bak - *.0ld - *.tmp -~ *w~
o Archive Files

o ¥ rar -~ *.zip - *.tgz
¢ Document Files

o ¥ pdf - *.xIls - ...
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Parameter Protection

¢+ SQL/Code/Command Injection
¢ Cross Site Scripting

o Arbitrary File Inclusion

+ Directory Traversal

+ Parameter Tampering
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Cookie Protection

+ Session Stealing
+ Cookie Poisoning
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Output Checks

¢ Normal HTTP Response

HTTP/1.1 200 OK

Date: Sun, 19 Jul 2009 05:43:57 GMT
Content-Type: text/html; charset=UTF-8
Server: Apache/2.0.52

X-Powered-By: PHP/4.3.9

Headers

<html> Protocol
<head>
<title>
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Header Protection

IS J*"J',f ~ 2 :x3F 7 Header
e Ex:

e+ Server
+ X-Powered-By

o Wix g L 3 Cookie Proxy / Cookie
Encryption # i
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Sensitive Information Protection

o FEITR AL
o T * + g
o PPR B 453N 5
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How to Bypass WAF

+ Simple Technique

+ Negative Model
e Magic %
e HTTP Parameter Pollution
e Special Check

+ Positive Model
e Bypass Condition
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Sehe

H 3 (i "J'K l‘ﬁ#‘*)

o ~ B (7 &WAqux LUl B TR )
e & Windows : sii@ »
test.asp == TEST.ASP

o BT
o FEFRT

a=\a
o URL% (% 8#WAF L it URLfZ/E (s 1 itk 4 )
o X T i
+ /test.asp
= /% 74%65%73%74% 2E%61%73%70
o X Yaig

o+ /etc/passwd

% 2F%65% 74%63% 2F%70%61%73%73%77% 64
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o FATRZE
e (Z%)= %20
e \t (TAB) = %09

e \Nn = %0A
o \r = %0D
¢ In SQL

o /**/ for MSSQL
¢ INn XSS

e /**/ INn some case
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o BT P&
o /test.asp == /./test.asp
o BEP EALIER
o /test.asp == //test.asp
o P &xptin
o /etc/passwd == /etc/./passwd
e /etc/passwd ==/etc/xx/../passwd
o PEAIETRE
e../../cmd.exe == ..\..\Cmd.exe
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AT R NS A

+ Double Decoding

/
% 2F
9% 252F

+ Overlong characters

o OxcO0 Ox8A
= Oxe0 0x80 Ox8S8A
= OxfO O0x80 0x80 Ox8A
= Oxf8 Ox80 Ox80 0x80 Ox8A

+ Unicode Encoding

o /test.cgi?foo=../../bin/ls
= /test.cgi?foo=..%2F../bin/Is
= [test.cgi? foo=..%c0%af../bin/lIs
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Null-Byte Attacks

¢ %00
¢ Null Byte (0x00) 423\ 3% 2 2 3| %735 8 v
¢ S ARV IS A 8- 28-S
strecmp()
strcpy()
sprintf()
.. etc
"5 Fe L4y 0RD OX00 i b $1is 3
gl
/aa.php?cmd=I1s%00cat%20/etc/passwd
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o F kG
o A => %41
o & => 0/026
o' => 027

¢ I ¥ Scope
e %00 ~ %FF

¢ SO

e select
=> 90b73%65%6C%65%63% 74
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Magic %

¢ *‘$’ O (43 57 .1t % & F ...
e select

¢ = sele%ct
¢ = S%elect

‘..-;t—!f*;lj FBf‘f‘ﬁfl“—'

N gEeT Rt E AT (A-SQL
~ XSS/... etc)

o 2N p BACH R e Yo 1)
o ¥X¥ - ASP T E 4 M ghj XKX
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Why Bypass ?

pE R P2 WAF "I‘% il ASP jz3 =
sele%%oct * sele%%oct * select *
fr%om ... fr%om ... from ...
;dr%op ;dr%op ;ydrop table
% table xxXx |% table xxx |xxx
<scr%ipt> |<scr%.ipt> |<script>
<if%rame> <if%rame> |<iframe>
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From blog.iis.net

N Wade Hilmo )
UI’|Scan 3 . 1 B4 Email this Post e ——
Posted: Oct 31, 2008 13 comments @ DotNetKicks Search My Blog 5
Average Rating Widiias Digg Running Perl on IIS 7
Tags Facebook How IIS can help with...

a® Del.icio.us Filtering for SQL Injection...

Earlier this year, it came to our attention that our customers were being subjected to a SQL Injection attack. In response to that, we
updated the venerable UrlScan filter and released version 3.0 with new features that provide tools to provide some mitigation and allow
users to address issues in their affected applications.

This effort has been largely successful, but it has driven attackers to come up with new techniques. Very recently, our internal security
team brought it to our attention that they'd seen a new variation on the attacks. This new wvariation is trying to exploit a behavior in
ASP's parsing of the query string for the Request.QueryString function. Nofe that ASP.NET's behavior in this area is different and ASP.NET
applications are not vulnerable to this specific new technigue.

The specific behavior in ASP results when the gquery string contains a name/value pair where the value contains a '%' sign that has not
been escape encoded. Consider the following examples:

+ If the client sends "page.asp?abc=xyz", calling Request.QueryString{"abc") will return "xyz".
+ If the client sends "page.asp?abc=x%79z", ASP will decode the value and Request.QueryString("abc") will also return "xyz".

But if you wanted the value to contain a percent, Request.QueryString requires the '%' sign to be encoded at %25. If you do not encode
the '%' sign, Request.QueryString will drop it from the returned value. For example:

+ If the client sends "page.asp?abc=x%25yz", Request.QueryString{"abc") will return "x%yz".
s If the client sends "page.asp?abc=x%yz", Reguest.Querystring{"abc") will drop the unescaped '%' and return "syz".
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HTTP Parameter Pollution

o - BRFTKTIENY k- BER - F 7
ZEE = SR

o http //www google.com.tw/search
&qg=test
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o & % 15| (ARRAY)
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Server enumeration

Technology fHTTP back-end

Ovearall Parsing Result

Example

ASH MET/IIS all occurrences of the specific parameter parl=wall,val
ASP/IIS all occurrences of the specific parameter parl=wvall,valz
PHR/Apache Last occumence parl=valz
PHP/Zaus Last occurrance parl=wval2
JSP,Servilet/adpache Tomcat First occurrence pari=wall
ISP, SenvietyDracle application Server 100 First occurrence parl=wall
J5P,Serviet/Jetty First occurrence parl=vall
IBM Lotus Dormino Last occurrence parl=val2
IBEM HTTP Server First nccurrence parli=wall
mod_perl, libapregz/apache First occurrence parl=wall
Perl CGl/apache First occurrence parl=vall
mod_perl,lib?? 7 AApachs BECOMES an array ARRAY{O0xEbO0ESC)
mod_wsgl {Pythaon)/hpache First occurrence parl=vall

Python/Zope BECOMBS an array [wall', 'walz']
IceWam La=t oCccurrence parl=wvalz

AnIS 2400 Al occurrences of the specific parameter parl=wall,val2
Linksys Wireless-S PTZ Internet Camera Last occurrence parl=val2
Ricokh Aficio 1022 Printer First occurrence parl=wall
webcam=P PRO First occurrence parli=wvall

DBMan

Al ozourrences of the specific parameter

parl=wall-——yval2

€
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Bypass SQL

o % gE\LNAF § 417 7 SQL #iin S8 € 4 H)iF
hN
-gQLﬁﬁ

o /%*
o H

o KIEWIEREAF U Bk
o &I A (7 F V)
o f A E 13 SQLFZ 2 * AR EE
e Magic %
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Bypass XSS

e HTML/CSS/Java Scriptz 2% &
v

o < > WAF &2 p 2 #r3 spattern (
% 3 i%45)

o FHLRA;— T IE Sk

¢ XSS Cheat Sheet
e http://ha.ckers.org/xss.html
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Positive Check ?

o ?gtWAF B pBE Y
LR G L # i # BIRT
e HTTP Method
e URL
e Parameters
e Form
e Cookies
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o HP|- =
o http://www.test.com/news.asp

e id

o T
o 5 Fi ( A\d+$)
e LR 1~20
o P -

e http://www.test.com/login.asp
e Username
it
e i E+ikz+rM ( MN_a-zA-Z20-9]+9% )
e £EREEZ 1n~n12
& wennns 1% 5 TERE D0 AELP
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e Policy Conc
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Why ?

o ~ e URL/ $3c * % 5 % 7
o L Pt 2 s WAFZ &3 58 5 A
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o WWW.test.com = IP: X.X.X.X

o &Y
ey == www.test.com
a
eh == X.X.X.X
o 2~ Zprofileiti a
o YEif 3 JE

e 7 % Host Header

o ;1 & www.test.com:80

e i3 :z hosts#}, » # » =z Host Header
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Security Design - Static Dynamic ~ Continuous
requirements review = analysis testing monitoring

\ (tools)
Risk
analysis
“‘ f\ \ 4 \ 4 \ 4 \ 4
Define Design Develop/Test Deploy Maintain

HIT Conference 2009









Reference

o WAF Reviews

e http://sites.google.com/a/wafreviews.com/home
/Home

+ OWASP AppSecEU09 Poland

e HTTP Parameter Pollution

o Web Application Firewalls: What the vendors do
NOT want you to know

+ WAFEC, or how to choose WAF technology

+ Split and Join
e http://www.milwOrm.com/papers/340
¢ SQL Injection Hijinks

o http://blogs.technet.com/neilcar/archive/2008/1
0/31/sqgl~injection-hijinks.aspX
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