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il Unallocateldh [15& 71

* File Slack
 Unallocated cluster

* Hardisk Unallocated area
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— Encase / FTK / X-Ways Forensics
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» f¥ 7% Data Basef| !

« BTy 7+ Token Card/iKey
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MSNfI a7

* MSN version 8.x/9.x Elffﬁafﬁ%:

The passwords are stored in the Credentials
file, with entry name begins with
“WindowsLive:name="“

 MSN version 7.x/6.X Elffﬁafﬁ%:
HIJFF T 7 Registry B |

V7.0: HKEY_CURRENT_USER\Software\Microsoft\ldentityCRL\Creds\[Account Name]
V6.0: HKEY_CURRENT_USER\Software\Microsoft\MSNMessenger or Microsoft\MessengerService
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Yahoo messenger * Google talkp~

HJIQE"F/ H r]ﬁff

* Yahoo messenger f=#FH5 £l Ver 9.x:
FERBITIOHVS 1 iR = el R E SRR

HKEY CURRENT _USER\Software\Yahoo\Pager

« Google talk &= #FHyEE Ver 1.0.x:
= T R

HKEY CURRENT _USER\Software\Google\Google
Talk\Accounts\[Account Name]
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Outlook/Outlook express [[=5%7

Outlook

» Outlook 2002-2008 |[=5%¥ ﬁ?EHT' ¥ T [HJ* &
Registry Keyf|

o [ERLE F2FIADZRE S VExchange | I%ELF'FUI%
4 FI=SES k] % 734+ Credential fI|eHl

Outlook Express

» HASHF S Protected Storage

®  Protected Storage information is saved in a special location in the Registry.
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I[E Auto-complete pH[[=57

o FPSIEVT V8 By iﬂ{éﬁﬁﬁé‘ﬁxj (Eiiaeig
« AutoComplete passwords are stored in the

Registry under
HKEY CURRENT _USER\Software\Microsoft\Internet
Explorer\intelliForms\Storage2.

« HTTP Authentication passwords are stored in
the Credentials file
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Web mail Elfjﬁa = plERL mﬂﬁ"j FJpJ
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— AES (Truecrypt )
— PGP
— Skype
— Wipe /Completely deleted tool

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

Brute force — Time (How long ?)
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HardDisk indexing
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R I 5 S
— Memory dump f3%’

— pagefile.sys 1%’
— hiberfil.sys » hibernate.sys
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- &% L orxm 2bpLfz, ot 5 Non-forensics %2
- Windows Administrator® g = 7 4ci®@?

« LINUX root& 78 & 7 4r i@ ?

- Vmware p eniT ¥ % Aii%deiw?

¢ * chntpw %] (T %k atis ¥ § scwindows= 45 , linux
F & mount#y &k siié § :x/etc/shadow ™+
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» =" Z[l{F (Outlook/Outlook Express/Lotus
otes JEd )

. EJ[JEZ"&E]?*?WE%‘(MSN/Yahoo/GoogIe Talk...)
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’ﬁ{l?ﬁ‘?@ KeyLogger

Product selector

KeeLaggerm

Version
Price

Black

White

KeeLnggerm

Version

Price

Black
Gray

Purple

Flash USB

4 MB

€52.99 or $732.99
[ Add to cart ]

| Add to cart ]

Flash PS/2

4 MB

€28.99 or $39.99
| Add to cart ]

l Add to cart ]

| Add to cart ]
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2GB

€66.99 or $92.99
[ Add to cart ]

[ Add to cart ]

2 GB

€47.99 gr $65.99
[ Add to cart I

[ Add to cart ]

[ Add to cart ]
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e Screen capture
 Keylog

* URL log

* Files open log
 Application open log
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Network Sniffer

el A2
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| 138,

1.POP3 2V (Outlook/Outlook express/Windows

Mail/Live Mail...)
2.BBS (Telnet)

3.FTP [Hif#t
4 \Web (Basic authentication)
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Wireless hacking

« Wep authentication (I[>& £}t & Fu %E\lﬂﬁﬁﬁz
E’JZ;&)

* Wireless Open Site

— pﬁppj[ég—,...
— Wifly...
—

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

Network attack
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