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® 2JBHJiphone
® GDB
o BNREDHT
® IDA Pro
o BREEOHT
® otool
o ERZmach-oH 1T1E4518
® class-dump
o FFH1THE P AJobjective C classes#i L A:h
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text-a08082574L
text-08008257 4L
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text- o825 7y
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text-O00008257hL
text-O00002578
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Binary Patching
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#2317 SKPaymentTransaction class
IR1E 78 B ik BB & SKPaymentTransaction transactionStatel& 73 2%

BEAEEAZE, REry

(void)paymentQueue:( *)queue updatedTransactions:( *)transactions
Developerd] iR #EtransactionsH B AR E N B R TE R BB EFAEZIRME R

Sample:

® - (void)paymentQueue:(SKPaymentQueue *)gueue updatedTransactions:(NSArray *)transactions
© |

® for (SKPaymentTransaction *transaction in transactions)

O {

® switch (transaction.transactionState)

O {

® case SKPaymentTransactionStatePurchased:

® if([self putStringToltunes:transaction.transactionReceipt]){

®

O }

® break;

O }

O }

© }


http://developer.apple.com/library/ios/documentation/StoreKit/Reference/SKPaymentTransaction_Class/Reference/Reference.html
http://developer.apple.com/library/ios/documentation/StoreKit/Reference/SKPaymentTransaction_Class/Reference/Reference.html
http://developer.apple.com/library/ios/documentation/StoreKit/Reference/SKPaymentTransaction_Class/Reference/Reference.html
http://developer.apple.com/library/ios/documentation/StoreKit/Reference/SKPaymentTransaction_Class/Reference/Reference.html
http://developer.apple.com/library/ios/documentation/StoreKit/Reference/SKPaymentQueue_Class/Reference/Reference.html
http://developer.apple.com/library/ios/documentation/Cocoa/Reference/Foundation/Classes/NSArray_Class/NSArray.html

Apple IAPUIE iz :E Bl e as
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» ReE BRG] B EH , status ORI ETAL
o WIF

{"receipt":{"original__ purchase date pst": 2012 07-12 05:54:35
America/Los_Angeles”, purchase date_ms":"1342097675882",
"original_transaction id": 170000029449420

“original_ purchase date_ms": 1342097675882

"app_item_id": 450542233

"transaction_id": 170000029449420 quantity":"l", "bvrs":"1.4",
"versron_external_rdentlfler 9051236

"bid":"com. zeptolab ctrexperiments”,

"product id":’ ‘com. zeptolab. ctrbonus. superpowerl”,

"purchase date": 2012 07-12 12:54:35 Etc/GMT",

"purchase date pst":"2012-07-12 05:54:35
America/Los_Angeles", orlglnal purchase date "2012-07-12
12:54:35 Etc/GMT", "i tem 1d":"534185042"}, "status":0}


https://buy.itunes.apple.com/verifyReceipt
https://buy.itunes.apple.com/verifyReceipt

Objective-C o #1215

® b [classname method]
® objc_msgSend

* objc_msgSend(object_ptr,@selector name,arg0,argl)
» objc_msgSend($r0,$r1,%r2,%r3,...,... )
* po $r0

® class-dump —H filepath —o output
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® ApplElAppStorez%Z=IAP Request
s EHEEEmEN

© AppStore[al & A& & AR {1 718 B BH A

® 1%/ _%EEWUE%E , EU/MAppStOI’e):EEEQ% [

EIIRAAPP
® Faﬁ’éx%/i'% 2R ER] EWIER

switch (transaction.transactionState)

{

case SKPaymentTransactionStatePurchased:
if([self putStringToltunes:transaction.transactionReceipt]){

}

break;

I
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http://www.in-appstore.com/
http://www.in-appstore.com/
http://www.in-appstore.com/
http://www.in-appstore.com/
http://www.in-appstore.com/
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® Uunix socket
® FAiE=Etcp connectionE 18 /BB Hi?
o Kfizgheartbeat&liRserveri@ail

© W BEERF?
* launchctl load /System/Library/LaunchDaemons/xxx.plist
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® task for_ pid
* vm_read overwrite
° Vm_Wwrite

® =% 5TMobileSubstrate Plugin
» Ti{&EDLL Injection...






os/#documentation/StoreKit/Refe
lass/Reference/Reference.html

ndex.php/MobileSubstrate
et/aalp/html/frames.html
/gdb/documentation/

J

S from_Apple AppStore with _additional prot

fhiraku.tw/)3525repo serverZRz%2&F] Bldeb



http://developer.apple.com/library/ios/
http://developer.apple.com/library/ios/
http://developer.apple.com/library/ios/
http://developer.apple.com/library/ios/
http://www.iphonedevwiki.net/index.php/MobileSubstrate
http://www.iphonedevwiki.net/index.php/MobileSubstrate
http://www.peter-cockerell.net/aalp/html/frames.html
http://www.peter-cockerell.net/aalp/html/frames.html
http://www.peter-cockerell.net/aalp/html/frames.html
http://www.peter-cockerell.net/aalp/html/frames.html
http://sources.redhat.com/gdb/documentation/
http://sources.redhat.com/gdb/documentation/
http://sources.redhat.com/gdb/documentation/
http://hiraku.tw/
http://hiraku.tw/
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