Cryptanalysis 1n real
life




‘ Do u understand real hackers ?

|

A CRYPTO NERD's
I MAGINATION & ii

HIs LAPTOPR's ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
ELUHER To CRACK\T.

NO GOoD! TS
Uo56 -BIT R‘EH‘
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WHAT \WolLD
ACTVALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE. TEus US THE. PASSWORD.

GOT IT.

@W




N
»

»
»

N 3“4\
4\

N
»

A
N
= X

N 5;,,\\
4\\

’
YN

=

ipan

|

Iy

K|

ey ey el

v el

2k =
8 ¥

Mifare Classic Card” %
Mifare Classic Card3i s

T2\
Sk g

P A RE

#3F



54T






. 2k 2

= 2w 3 N
Fr+ * 3DES etc
AN . :
-+ ek 31 gk B4 B4 R etc
)

0.8%=7T/5k -

EEREFRTTEI0(E5R




%

N, ——

PN
%’I »

P
N
|11

PN
»

S

»

Iy

5

Bl
N

Bl
N

Mifare Classic Card”’i &

Mifare Classic Card*+=

E

Mifare Classic Cardiiz

5 2

o545 L
Crypto-1+4c 2 &% & ;%
Mifare Classic Cards:s B:



—

% - %  Mifare Classic Card /i %
#— & Mifare Classic Card®#:2 St

S 2

1. % 745 % : 13.56 MHz o
2. Bag:¢ & ¢ 106 Kbps o
3. @ #BEAE * 10cn -




= % Mifare Classic Card”i %

L/ £/ o
* - a  Mifare Classic Card*L#: 2 5
> =, 41
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' Sector Block 0 Block 1 Block 2 Block 3
0 Manufacturer Code Data Block Data Block Key A, Access Conditions, Key B
1 Data Block Data Block Data Block Key A, Access Conditions, Key B
2 Data Block Data Block Data Block Key A, Access Conditions, Key B
3 Data Block Data Block Data Block Key A, Access Conditions, Key B
4 Data Block Data Block Data Block Key A, Access Conditions, Key B
5) Data Block Data Block Data Block Key A, Access Conditions, Key B
6 Data Block Data Block Data Block Key A, Access Conditions, Key B
7 Data Block Data Block Data Block Key A, Access Conditions, Key B
8 Data Block Data Block Data Block Key A, Access Conditions, Key B
9 Data Block Data Block Data Block Key A, Access Conditions, Key B
10 Data Block Data Block Data Block Key A, Access Conditions, Key B
11 Data Block Data Block Data Block Key A, Access Conditions, Key B
12 Data Block Data Block Data Block Key A, Access Conditions, Key B
13 Data Block Data Block Data Block Key A, Access Conditions, Key B
14 Data Block Data Block Data Block Key A, Access Conditions, Key B
15 Data Block Data Block Data Block Key A, Access Conditions, Key B
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0xff Key A, Access Conditions, Key B
+ 3 16block
2b6bytes
0xf0 DATA Block(F # % #.)
0x07 Key A, Access Conditions, Key B
0x06 DATA Block(F 4% % 4.) Sector (x01
S 4 block,
0x05 DATA Block(F # % #.) 64bytes
0x04 DATA Block(F # % #.)
0x03 | Key A, Access Conditions(i#B~if i), Key B
0x02 DATA Block(F # % #.) Sector 0x00
0x01 DATA Block(F 4L % #.) 4 block,
0x00 UID » BCC » Manufacturer Code 64bytes
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A Mi f C ic Cardze2z 2
— B 11are vldsSS1C Ldl'lause %~
—_ \a )IL £ Z,
N =
=~ A g
Step | # # F |Hex (16 =p % )|1S0 14443 3 4 |z %
Hi, I am Reader, Is
0 kD 26 REQUEST any card here ?
1 TAG 04 00 AWAKE Hello, I am here.
2 RD 93 20 Polling Who are you ?
3 TAG 9C 59 9B 32 6C UID [ am 9C 59 9B 32 6C
93 70 9C 59 9B 32 6C 6B 0K, I want to talk to
4 |RD 30 ANTI COLL you 9C 59 9B 32 6C
Ok. My card type 1s
5] TAG 08 B6 DD TAG TYPE Wifare Classic 1K
42w =4 pe
6 | kD 60 00 F5 7B AUTH Bk . k00
Block
T TAG 82 A4 16 6C Nt m Nt
8 RD EF EA 1C DA 8D 65 73 4B Nr + Nt’ = {Nr} + {Ar}
9 TAG 9A 42 TB 20 Nt" B2 {At}
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%= &  Crypto-14c 275

» PRNG(Pseudo-random Number
Generator) iz pt #c A & F

A A

L (X¢X{...X5):

Xo@Xz@X3@X5

SU.C(X()XI. .. X31>:: X1X9. . . X31L (X16X17. .. X31>
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{ 48 bit LFSR }
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2 ~ i< (Parity Bit)
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AL




Mifare Classic Card? %
%= &  Crypto-14c 275

I ~Crypto-1/a & i 4 B :iE 4%
(= )Crypto—14= gk Ay 3% 2

Key
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Keystream

— Nt
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%= &  Crypto-14c 275

s Crypto-17% & /% 4 % i A7
(=) Nrec i

[ Crypto—1 }

Nr

4v % {Nr}
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%= &  Crypto-14c 275

» Crypto-1/& & /% 4v 2 i A7
(= )TagA 4 Ar ~ At% cCrypto-1 ik

4v % {Nr}
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- Crypto-1+4c 5% & /2
I ~Crypto-1/7 & % 4c B iE A%
(2 )Reader # # Ar ~ Tag# # At =

[ Crypto—1 ]

[ keystream ]
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— ~ D4R 2B

UID ~ Nt ~ {Ar} »
Reader (At} ~ {Halt} ~ {Nack)
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= ~LFSR Rollback
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» Inputs to Filter Function
{ 48 bit LFSR }
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7 ~Parity Bit

=~ 011(213(4|5|6]|7 011(213(4]|5|6]7
%amE M 011213/4(5(6|7 11213(4]|5|617
B~ 0|1y | (21| {3} ] (4} | (5)
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7 & Mifare Classic Cards: gt
7 ~ Nested Authentications

Nt0

Nt : 210-14& crasg it
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HEITH 2

\Nr} £ & st &2
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1. # * Nt~ {At} >~ {Halt} > {Ar}3* & ks3>
2.7% % {Nr} &+ & ksl ~Nr o
3. 7% * Nrkwfistate °

4. # * UID ~ Nt k ® 4aKey -

ks?2
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1. CRYPTO1 11b

3 & F 429 CRYPTOL 4 0w &
B AR o B d AR
Apw gz D Keyap B oo

UID= 0x9c599b32;
Nt= 0x82a4166c;
{Nr}= Oxale4b8ce;
{Ar}= Ox6eeadlel;
At}

{ 0xbcadf439;

5 DKey & fEEEFFEEEFES o

I, txt

PRI APIINSIINEN txt
m??

1L

nser@ROPOLO-HE
§ cd nev.craptol

nzer@ROPOLO-HE

§lz

Jopp craptol.c cryptol.co readne  testd eme
Maketile craptol.h graptol  testl.c testh.c

uaer@ROPOLO-HE

§ test!

nt': 8d65734h

ot %ad27hll

ksl eiftilab

ksd: coefBfld

Found Key: [ff £f £f ff ff ff]

user@ROPALO-HE
i1
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2.MFCUK : Mifare Classic
Universal toolkit

ek e 7 AP e b

st v mlibnfci S
Crapto-1:n1 & - 37 474t 1 R
$4tMifare Classic+ =55 ST {Hg
w5 %3 Wirelessy S

Pickpocketing a1 furc R
Classic Card% THE DARK ® . oooaReRe0 | . . .. ! ooaaaaosmn ! . . ! . .

| BPPOBAGAAAEd [ . . 1 . . | PAPOAGAAAAEd 1 . . 1. .

SIDE OF SECURITY BY | 09B0ARGGAP6 ! . . ! .. | 60AGGOAAGGOD ! . . ! . .

LI 1151215151 1 2 S | BPevaoaReR@d | . . 1. .

OBSCURI TY:& = /E/D ;/HB <> I § | Googeononee | . . ! .. | GG00GODGORGE ! . . ! . .

’, _ _ ~
\ g=] \
’ > é O‘E“) m ﬁi— > ° C: \HFCUK_darkside_8.3\src\bin?
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3. MfOC(Mifare Classic
Offline Cracker )

P Bk ENFCeha B B2 —
v ¥ iR mMifare Classic
+ e 1 o RILE
Nested Authentication % g
RiRAg o R A vy - B
Sectore@ 4% Nt » v i&‘»?
M Fe H e Sectora @ kB R o

>
B
1

.’—‘
N

Mifare Classic Cardii 7

T

user@ubuntu: ~

BE(F) HEE) BREV) BB() LEHD XEH)

Using sector 00 as an exploit sector
Sector: 1, type A, probe 0, distance 19263 .....

dector: 1, type A, probe 1, distance 19263 ...,

Found Key: A [010411306662]
Sector: 2, type A, probe @, distance 19261 .....

Found Key: A [060B6AO0AAO1]

Sector: 8, type B, probe 0, distance 19261 .....

Sector: 0, type B, probe 1, distance 19259 .....

Found Key: B [ffffffffig]

Sector: 3, type B, probe @, distance 19261 .....

Sector: 3, type B, probe 1, distance 19263 .....

Sector: 3, type B, probe 2, distance 19263 .....

Sector: 3, type B, probe 3, distance 19261 .....

Found Key: B [ffffFffffffl]

Sector: 4, type B

Found Key: B [fffffffffffl]

Sector: 3, type B

Found Key: B [ffffffffffl]

Auth with all sectors succeeded, dumping keys to a file!
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4. Libnfc[NFC10]

P REENFCe 3k & # 12 ap
iR T T R
Mifare Classic+ % iz 0
WAL s - o ot
R Az 5V /F%  FLA R R E .
,:5 ‘T\},/ . .

Found tag with UID: f6d@53f?

C:\libnfe-1.3.4-winsdkwind2>

3‘3 Mifare Classic Card® 7 sc#
1k

¢ | Microsoft Windows Server 2008 DEBUG Build Environment

C:\libnfe-1.3.4-winsdk\eind2nfe-anticol

Connected to NPC reader: ACS ACR122 @ + ACR1220286 - PN532 vi.4 (BxB7)

R: 26 (7 hits)

T: 64 @@

R: 93 28

T: f6 d@ 53 f9 B¢
R

I

R

930" f6 d@ 53 fY B¢ 29 Gc

5 33F
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5. Proxmark 3
U AP e
F (125 KHz) = 3 4 F
(13 H6 MHZ) mRF Dk & o
T O Rk BNIR T oo
T s ¥ '/‘fﬁ-’rﬁslg"l; t}ﬁ'fr’—{‘ H
2R EAR o T F A
T g ¢ aTUELIE

E> 37‘*. Mifare Classic Card# 3 sc#
1K
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Mifare Classicfi-#t

+ B R RP
1.Sector 0: + % R ~FH(FF
UID) -
2.5ector 1+ #u@E2 g 2t o
3.Sector 2 : + 5 chAREE o
4. Sector 3¢ &iT2x 2 & Mk bk o
h.Sector 4 @ miTh=x it * % 4x]1-3 -
6. Sector 5 : E&iTH=K i@ * & &74-6 o
T.Sector 6: =2 % * %4k o
8.Sector 7 : & fsi& 2k % o
9.Sector 14 : ~ EF 4 T3 o
10. Sector 15 - - #p H #x = P 1= &
< £%f o

11.Sector 8-13: Z o (%) o

% = % Mifare Classic Cardii

T

Sector Block Data
15 60-63 [ERAFP -t &3
14 56-59 X vggs g
13 52-55 '
12 48-51 )
11 44-47 )
10 40-43 '
9 36-39 '
8 32-35 ]
T 28-31 Btsie ik k4
6 24-27 NP RF ke
5 20-23 B iT6=% 8 * % 4%4-6
4 16-19 BiT6=x 1 * % 4%1-3
3 12-15 B T2 2 b ek gk
2 8-11 + P endkgp
1 4-7 + PR P ESOTH
0 0-3 + B A AFRGE FUID)
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N
o
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% =% Mifare Classic Cardin3 sc#
M1fare Classicti#t

£ 4 IR

1. % ﬁproxmarki%’&: % %%@(snoop) &
R AR ann g 0 IR RP HG
mP S

2. % libnfci + S #0HE + B8 2 vt 7RI

3. & libnfc3f + # 27 proxmark3 wip] 38 o

4. B téproxmark3 & &7 & o3t ) B+ W ead =% o

2 REFRGE T
-+ % & 2% Sector 14

#38F



TS PR AR(E 2 F)

S
%72 (auth block 38)
>
Nt
<
{Nr} {Arj
. =
i
At} A
<
{read block 38}
>
{block 38}
<
__
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ProxmarkB%Es%iﬁ?P\ s

B Hex R

Reader 26

TAG 04 00

Reader 93 20

TAG 4c d9 ff Tc 16

Reader 93 70 4c d9 ff Tc 16 bd 84

TAG 08 b6 dd

Reader 60 | 38| 3e cb Auth block 38

TAG dc 32 65 fl Nt

Reader bb 22 10 d6 cb fl be 05 {Nr}{Ar}

TAG 99! 38 0c! 3d! {At}

Reader aa 15 31 f£6 {read}

TAG ad 6c! 83! 2d f2 c2! 73 74! 4a c3 Tc b2 d9! 48 {data}
d3 b7 9b 73!

Reader 14 bc 6b 62 {halt}
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% =% Mifare Classic Cardin3 sc#
Mifare Classicii#t

r ~ XXCard#5#2 (1 * #R{E 2B 27 4%E)

l. % i@proxmark3d: & ##t(snoop) & 2 & XX A a2
Fad ot L o FRXXGAPE LA 8 L
Sector 0 F AL (+ F A &7k ) » £ & Sector2(4
78) ~ Sectord(H 176k & * % 4% 35 ) ~ Sectorb (&
65 v k(53T .

2.3 B AR Elibnfc + 87 113 & Sectoreng L o

3. 2. 4 libnfciE + ¥ £ £2 proxmark3 #ip] 38 °

4. B s proxmark3£2 XX & 39 % #F 5% o

¥43F



B+ P oEid AR (XXcard)

.7 (auth block 3) g
< Nt
{Nr} {Ar} .
< {At]
{read block 3} .
< {block 3}
{read sector 2} N
< {sector 2}
{read sector 4} .
< {sector 4}
{read sector 5} .
< {sector 5}

™+ % Nested Auth

pIed OISR SIBJIIN

5447
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E N g e e =2 el

g1 N e
Nt eIt G 7 g“ﬁigé
o New PRNG are different from old ones
01d NACK (0101) € i55c# il % & 2

o Parity 1s correct, Ar 1s wrong

0ld NACK (0100) € post authentication

o Parity 1s correct, Command 1s wrong

New NACK (0000)

o Always send new NACK (0000 is not sure!)
2 New NACK does not reflect the parity status

$46F



0 sector: ¥ * ¥ &0 keystream recovery <
F
H i sector: ¥ &t
o {Nr} differential attack
0ld {NACK}=>»{0101}

a Nested authentication
Nt should be predictable

FATE



EN e e =X e
TR p i S E
Now we can try following

o Can we allow those random Nt ?
Yes | But we allow some patterns in pairs

We can count the differential Nts based on some
little modified states

o We can construct algebra formulas to
represent states and relations

0 Solve them by some existing tools
SAT, SMT solver

¥48F
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A T = A 58 2
b 1 & RSAVT & 7 Jo &

(N, e): =R £4&

(N, d): #% £4%

BHe o 24107 % 2400 ¢

. N=pqfpf-q¥ = Fi#

0. de=1mod (p - 1)(q - 1)

E4Fd = !

I i JE A S S s £F (L N Nl U < O
2. efe(p-D(@-DzZ &Fre < (p-1)(g-1)

3. d ¥ d gy EET

F02F
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%1 % RSAZ > M8 5 Fliies 7

P B ok 0B £4NB A R 0 R TFEi]*i»
GIRE RUE Y A rt oS

o RSABC T FHc A 2 % 4
o K. Aoki, J. Franke, A. K. Lenstra, E. Thomé,
J. W. Bos, P. Gaudry, A. Kruppa, P. L.
Montgomery, D. A. Osvik, H. te Riele, A.
Timofeev, and P. Zimmermann.
“Factorization of a 768-bit RSA modulus.”

February 18, 2010.



I F pARAGHE T RSA

92268 4 1024-bit RSAZ B 4 44
9364 4= 2048-bit RSA2 B £ 4%
"B 2 TRSARCR T fREER B3 &
2020 =3 o 7 - Az nf@\f" MR-
E NS aw 1024-bit RSA2 B £ 4%
0 % x%ﬁ%—!z Enllzx



But!

A. K. Lenstra, J. P. Hughes, M. Augier,
J. W. Bos, T. Kleinjung, and C. Wachter.

“Ron was wrong, Whit is right.”
February 17, 2012.

“We performed a sanity check of public
keys collected on the web.”

“..« two out of every one thousand RSA
modul1 that we collected offer no
security.”
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2. N=pq

3. efe(p-D(q-1)3 F > &% f£0id

Ni=p1a * Np=poq 2 q =
DR RRKEY F o s

ng(Nj,N2>
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£12268 3= 1024-bit RSA= B £ 4%

0 57 100 % = L 4 f2

0 & fE Bt Lenstrasnis & 4
R R TE T 2 B 4

63 4= 2048-bit RSA= B £ 4%

0 IfE
T ARG 4FeE 9



Beak o LA R p R AR

0 SRR
e N

| bo b (makid od e+ fvz;‘r%{f*v_
LR eEiTA L 2 R 54
g )

0 deptiicA 2 B2 R S

in

t

t get RandomNumber ()

return 4: // chosen by fair dice roll.
// quaranteed to be random.




We must know
We will know

David Hilbert






