Android AIDS In CSharp:

Automatic Intelligence De-advertisement Scheme
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Why Do We Need AIDS?

How Ads Were Displayed?

How Android Works.

Android Basic Cracking.

Live Demo Of Patching Ads In APK.
Ads In Game Engine: Unity.
ProGuard Obfuscation.

How To Build This Tool In CSharp.
Live Demo.



Why Do We Need AIDS?
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How To Remove Ads On WebBrowser:

B A

AdBlock

FacebookByEi 2 &4k,

HSEMAYE . partido.me

A ERRAR A
Google H
2E

* % &k
* % &k
* % &k

[y se—
1 ik b o Eragh s Lo vl bl |
e

[

"o - AdBlock

-

HR4A3L: getadblock.com
Fokkkd (139046) EEIR

L L

AdBlock.

10,000,000+ {i/{EfHZ

X

'Y LK

The most popular extension for Chrome and Safari.

HERE

X

fin® CHROME H

81 R/

AdBlock. The #1 ad blocker with over
200 million downloads. Blocks
YouTube, Facebook and ALL ads by
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The original AdBlock for Chrome. Block all
advertisements on all web pages, even
Facebook, Youtube, and Hulu.

It works automatically: just click "Add to
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But...
How To Remove Ads On Android?




AdAway
Werbeblocker

Aktiviert

Die neusten hosts-Dateien sind aktiv

Dateien herunterladen und den
Werbeblocker aktivieren

Alle hosts-Dateigin von den eingestellten Quellen
- wiiilen hefaatel eladen, mit deinen eigenen Listen
[ usar i enge ¢ : und als eine hosts-Datei im
sustdm Wastaliiel
Werbeblocker deaktivieren
Stellt die Standard hosts-Datei auf deinem System
wieder her.

might not work on
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Could We Remove Those Ads On Android?
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If we can...

Patched Ads
APK



How Ads Were Displayed
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l'l Developers Design  Develop  Distribute B Developer Console Q

Android M )

Developer Preview

Get your apps ready for the next version of Android. Test

on Nexus 5, 6, 9, and Player.

> Get started o8 ﬁ ﬂ
: “foom

developer.android.com/preview/index.html
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AdView

public final class AdView extends ViewGroup

java.lang.Object

- android.view.View
Lo android.view.ViewGroup
L com.google.android.gms.ads.AdView

The View to display banner ads. The ad size and ad unit ID must be set prior to calling
loadAd(AdRequest) .

Publishers using DoubleClick for Publishers or Search Ads for Apps should use
PublisherAdView or SearchAdView, respectively.



AdView Type Ads

// Create a banner ad. The ad size and ad unit ID must be set before calling loadAd.

mAdView = new AdView(this);

mAdView.setAdSize(AdSize. SMART _BANNER);
mAdView.setAdUnitld("myAdUnitld");

// Create an ad request.
AdRequest.Builder adRequestBuilder = new AdRequest.Builder();

// Add the AdView to the view hierarchy.
layout.addView(mAdView);

// Start loading the ad.
mAdView.loadAd(adRequestBuilder.build());






InterstitialAd

public final class InterstitialAd extends Object

java.lang.Object

= com.google.android.gms.ads.InterstitialAd

Full-screen interstitial ads. The ad unit ID must be set prior to calling loadAd(AdRequest) .

Publishers using DoubleClick for Publishers should use PublisherInterstitialAd.



InterstitialAd Type Ads

//If the interstitial is finished loading,
//the user will view the interstitial before proceeding.

minterstitialAd = new InterstitialAd(this);
minterstitialAd.setAdUnitld("myAdUnitld");

// Create an ad request.
AdRequest.Builder adRequestBuilder = new AdRequest.Builder();

// Optionally populate the ad request builder.adRequestBuilder.addTestDevice
(AdRequest. DEVICE_ID_EMULATOR);

minterstitialAd.loadAd(adRequestBuilder.build());



new
InterstitialAd

loadAd




How Android Works



Send Message By Socket

APK Runs

System_Server

ForkSystemServer() e

Execute

Request
By Socket

Zygote Process (Fork Zygote Process

ForkAndSpecialize()

Process




Classes.dex
ClassObjec

gDvm.ladedClasses()
dvmVerifyCodeFlow()

FindClass All Classes

Working



How APP Works On Android

1. Process Created By Zygote Process

2. APP Code Load By loadClassFromDex()
To Load Classes.dex From APK

3. Get All Classes By gDvm.ladedClasses()

4. APK Base On Class Unit




Android Basic Cracking
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We know that APK runs on Android this way

Check Sign
Package |& Extract

Classes.dex
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We know that APK runs on Android this way

Dalvik

Classes.dex [ DexFile.loadDex
() VM
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How We Do Code Review of Classes.dex?




@ An assembler/disassembler for Android's dex format

Project Home Downloads

Wiki  Issues  Source  Exportto GitHub

Summary People

Project Information

Starred by 1126 users
Project feeds

Code license
New BSD License

Labels

smali, baksmali, Android,
dalvik, dexformat,
assembler, disassembler

4% Members
jesusfreke@jesusfreke.com,
bgruv@google.com
1 contributor

Featured

. Downloads
baksmali
baksmali-2.0.3.jar

smali-2.0.3.jar
Show all »

About

smali/baksmali is an assembler/disassembler for the dex format used by dalvik, Android's Java VM implementation. The syntax is loosely based
on Jasmin's/dedexer's syntax, and supports the full functionality of the dex format (annotations, debug info, line info, etc.)

The names "smali" and "baksmali" are the Icelandic equivalents of "assembler" and "disassembler" respectively. Why Icelandic you ask?
Because dalvik was named for an Icelandic fishing village.

Curious what the smali format looks like? Here's a quick HelloWorld example to whet your appetite.

Got questions/comments? Need help? Come hang out in #smali on freenode.

News

2015-04-30 v2.0.6 is out! Bugfixes, etc.

» Fixes a bug with parameter annotations (credit: Jiri Hrushka)

* Improves the build experience when dx is not on path

baksmali should be working correctly on windows 8.1 now

Fixes for the deodexerant makefile (credit: Victor Kaiser-Pendergrast)

Various other bugfixes, etc. (thanks to Rover12421 for a handful of small fixes)

2015-01-20 v2.0.5 is out! It fixes a multi-threading issue in baksmali in 2.0.4, and it switches the default for implicit references to no-implicit-
references, for better backwards compatibility.



Smali Assembly Byte Code

.nethod protected onCreate(Landroid/:
.regigters 8

conzgt/d v3, Ox0
congt/d w2, Oxl

invoke-zuper {p0, pll, Landroid/:

conat w0, 0x7f04001b

invoke-wirtual {p0, v0}, Lcom/she

invoke-direct {p0}, Leomfzhensap
Classes.dex

nove-rezult vl

if-nez w0, :cond 12

rooto 11
return-void

scond_ 12
invoke-wirtual {p0}, Lcomfzhenia

move-reznlt-object vl

invoke-wirtual {v0}, Landroid/co
e



Smali Assembly Byte Code

.method protected onCreate(Landroid/e
.regizgters 8

conzgt/4 v3, Ox0

conzt/4 v, Oxl

invoke-zuper {p0, pll, Landroid/:
conat w0, 0x7f04001h

invoke-virtual {p0, w0}, Lcom/she
invoke-direct {p0}, Lcon/zhen/a baksmali.jar ClaSSGSdeX
nove-rezult w0

if-nez v, :cond 12

rooto 11
return-void

ccond 12
invoke-wirtual {p0}, Lcomfzheniaj

nove-result-object vl

invoke-virtual {+0}, Landroid/cor



1

But...Smali Bytecode Is Toooooo Much,
Could We Find Important Info In Short Time?
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GitHub This repository Explore Features Enterprise Blog m Sign in

pxb1988 / dex2jar ©Watch 4  aStar 37 | YFork

Tools to work with android .dex and java .class files

<> Code
() 489 commits ¥ 2 branches % 30 releases i} 2 contributors
@ lIssues 15
(Nl prbranch:2x - dex2jar / + =
[ Pull requests 1
remove printin
Wiki
ﬂ pxb1988 authored 15 days ago latest commit 1020541e3c &
B d2j-base-cmd shutup compiler a month ago 4~ Pulse
il d2j-i6 support git/hg revision in meta-info 2 months ago
fli Graphs
B8 d2j-jasmin shutup compiler a month ago
B d2j-smali fix compiler error by perv commit 15 days ago HTTPS clone URL
B dex-ir fix a month ago https://github.cor = [
- i i You can clone with HTTPS or
dex-reader-api Goodbye googlecode, thanks for the hosting 3 months ago Subversion. ®
B8 dex-reader fix compiler error in generating asmifier of dex file a month ago
. J ¢ ¢ (a@ Clone in Desktop
m dex-tools fix compiler error by perv commit 15 days ago
<> Download ZIP
8 dex-translator remove printin 15 days ago
e A R use antlr4 to parse smali files 15 davs aao



Dex2Jar

Classes.dex Classes.Jar




strl = localTyped¥alue.string. to3tring():

if [(!parauBoolean) || (strl != null))
Dex2Jar s

throw new cow.google.ads.internal. b("Eequired XML attribute "7

}
}

catch (Fesources.NotFoundException localNotFoundException)

{
throw new con.google.ads.internal.b("Could not find resource for

}
throw new cow.google.ads.internal.b("Eesource " + paramitring + " w

label275: return strl:;

privatg hoolean b(Context paramContext, Ad3ize parambdSize, Attribute

il.b(paranContext))

return true;

private 3et<3tring> c(String paramitring, Context paramContext, Attri
throws cow.google.ads.internal.hb

{
Aatring strl = biparamitring, paranContext, paramdttributelet, paran

HashSet localHashiet = new Hash3et():

if (strl !'= null)

{
atring[] array0fitring = strl.split(™,"):
int i = arraylfitring.length;
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Jnethod public IEEERGN Lecondzooglefada/AdRequest )V
.regigters 3
.param pl, "adRequest" # Lecomfeooglefade/idRequesnt;

prologue
line 605

'il:fﬁ'i',ﬁ}'\‘;&(""' wﬂ T‘-n Tan."crmna]&."nr‘]@.’ﬂrﬂ]iam',xq'T Fﬁm!ﬁﬁﬁﬂ]&fﬁﬂ@;‘iﬁ"‘&rﬁﬁ]JI(']'

public volid loadad(AdBEequest paramddRequest)
d

if (this.a == null)
return;

1f (isRefreshingi())
this.a.e():

thi=.a.a(paranddRequest) ;

dL T W L e T A L WAL | R | F+ 1l At et e IR e e T e, L et A A RS 4 JdL Wik JLW LT Ay TG A e IR e e e, b et T R A RS T AL AL e ] WA T Rt ey

line 613
-cond_14
return-void
.end method



Prevent loadAd()

1. Find Out All Codes Calling loadAd() ,And
Patching Those.

2. Clear All Code Of loadAd(), Let It Be An
Empty Function.

So.We Can...do it this way




public vold loadad(AdRecquest paramidRedquest)
d




Small Function
Basic Architecture

.method public FuncName( ... path...)v/z/B/5/1/C/)/F/D
registers VariableCount
.param pl, "adRequest" #Lcom/google/ads/AdRequest;
.prologue

return-void
.end method



cmethod public JEEGRGN Lconfeooglefade/idRequent )V
.regigters 3
.param pl, "adRequest" # Lecomfeooglefade/ddRequesnt:

return-void
cend method



Demo : Patch Ads



Ads In Unity



Unity Works On Android

APK | Classox smalBecods

e

API In Classes.dex
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InterstitialAd






ProGuard Obfuscation
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Android Basic Cracking Is Easy And Fun,
Until...

ProGuard
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1+1=2

Source Code Do = What Will Happen



1

1+1+1-1=2



e —

[2*(1+1-7)*(-1)/10]*(4>>1) =2

Source Code Do = What Will Happen
(ProGuard Do Obfuscation)




=N |:| Jl.d"u“lew
- ® Adview

a:d

AdView{Activity, AdSize, String)
AdView{Activity, AdSize[], String)
Adview(Context, AttributeSet)
Adview(Context, AttributeSet, int)
afActivity, AdSize, String) : void
atAdSize[]) : void

alContext, AdSize, AttributeSet) : boo
alContext, AttributeSet) : void
a(Context, String, AdSize, Attributetel
a(Context, String, int, AdSize, Attribute
a(Context, int) : int

a(String) : AdSizel]

a(String, AttributeSet) : boolean
a(String, Context, AttributeSet, boole:
biContext, AdSize, AttributeSet) : boo
biString, Context, AttributeSet, boole:
c{String, Context, Attributetet, booles
destroy() - void

isReady() : boolean

isRefreshing() : boolean

----- W loadAd{AdRequest) : void

onMeasurelint, int) : void
setAdLlistener{AdListener) : void

< setAppEventlisteneriAppEventlistene

e

v setSupportedAdSizesiAdSizel]) : void

stoploadingd) : void

= -t andreid.gms

< onlayoutiboolean, int, int, int, int) : void
< onMeasurelint, int) ; void

w8 a
E|EB ads
ElEE} A
- H b
-8 c
|i|--E| AdActivity
=R D Adview
2@ Adview
o o af
@ Adview(Context)
T - o Adview(Context, AttributeSet)
T, o Adview(Context, AttributeSet, int)
------ @ af):wvoid
------ @ a(String) : void
------ @ afa):wvoid
------ @ alk):void
T, - @ ald):void
------ @ bl void
------ @ o) void
il-

[F]--[F]- )

[+
PO D

#-H commen

IR
- 3] &



public volid loadiad(AdBecdquest paramddBequest)
{

if (this.a == null)
return;

1f [(isRefreszshingi())
this.a.el):

this.a.a(paramnddRequest) ;
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Fucking Code Review




=3 internal
D A
-0 B
“@c
-0 D
B E
B F
-0 G
5@ 6
< a:Dbject
of b MessageDigest
& al): MessageDigest
- a(String) : byte[]
-3 H
-] 1
=0
ERCY
o b:MessageDigest
: e @ a(String) : byte[]
-y
g L
o M
ol
8@ O
oofa: 0
@ al: 0
... @5 a(Context, ad) : av

=1
=l
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public final wvoid afad paramad)

{
try
{
if (this.d == null)
{
if (({(this.e == null) || (this.f == null))) && (this.d == null))
throw new Illegali3tateException("The ad size and ad unit ID must be set bhefore loaddd iz called.™):
Context localContext = thi=s.g.getlContexti():
thi=.d = M.a(localContext, new av(localContext, this.e), this.£, this.a):;
if (this.c '= null)
thi=.d.a(new Lithi=s.c)):
el
'
if ('this.d.a(l.z(this.qg.getContext(), paramad)]]
return;
this.a.aiparamad.i(1):
return;
'
catch (FemoteException localRemoteException)
{
'
'



public final woid a(ad paramad)

!
try

d
if (this.e == null)
!
if (this.f == null)
b("loadad™) ;
this.e = M.a(this.b, new ay(), this.f, thi=s.a):
if (this.d '= null)
this.e.a(new Lithis.d)):;
)
if (this.e.a(l.z(this.b, paramad)))
this.a.al(paramad.i());
return;
)
catch [(EemoteException localRemoteException)
d
}



ProGuard Obfuscation Property

1. Type Name Will Keep Intact.
2. Only Confuse The Functions Used In App.
3. Add A New Type Named “Internal”.

4. Functions Will Be Translated Into Lots Of
Pieces Put In Internal Type.

5. Would Not Confuse String In Function.



1. Dynamic Debug And Trace Code In App.




2. Review Obfuscation Codes.




3. De-Obfuscation (If Possible?)




How To Build AIDS Tool In C#



How To Clear Ads In APK
Protected By ProGuard Obfuscation Or Not

N

o

Extract Classes.dex From Ads

Translate Classes.dex To Smali Asm Code
Find The loadAd() And Empty It (ifprotected By
ProGuard,Need To Check All Functions In Intent Type)
Translate Smali Asm Code Back To .Dex
Package All Data To ZIP Package

Sign The ZIP And Name |t As . APK



GitH“b This repository Explore Features Enterprise Blog m Signin

;\ adamhathcock / sharpcompress @Watch 33 g Star 133  YFork 58

SharpCompress is a fully managed C# library to deal with many compression types and formats.

http://sharpcompress.codeplex.com <> Code
) 170 commits ¥ 6 branches % 9 releases % 15 contributors @ lIssues 23
‘ r— {9 Pull requests 0
{7 branch: master - | sharpcompress / + =
Update license URL Wiki
& Adam Hathcock authored 16 days ago latest commit 9eb43156e8 @-
4~ Pulse
BB NuGet Update license URL 16 days ago
i SharpCompress.Test Made unsigned csproj for testing. Sign the main DLL again. 16 days ago E'—" Graphs
B8 SharpCompress Update for 0.11 16 days ago
HTTPS clone URL
A TestArchives Fixed bug causing entries of non-ustar archive being after one with v... 6 months ago https://github.con [
B packages Added .NET 2.0 version (with LinqBridge) a year ago You can clone with HTTPS or
Subversion. ®
B .gitignore Added .NET 2.0 version (with LinqBridge) a year ago
(@ Clone in Desktop
[E LICENSE.txt Adds MIT license. 8 months ago

< Download ZIP

=Y mrAmaar- BN e PN BN



@ An assembler/disassembler for Android's dex format

Project Home Downloads

Wiki  Issues  Source  Exportto GitHub

Summary People

Project Information

Starred by 1126 users
Project feeds

Code license
New BSD License

Labels

smali, baksmali, Android,
dalvik, dexformat,
assembler, disassembler

4% Members
jesusfreke@jesusfreke.com,
bgruv@google.com
1 contributor

Featured

. Downloads
baksmali
baksmali-2.0.3.jar

smali-2.0.3.jar
Show all »

About

smali/baksmali is an assembler/disassembler for the dex format used by dalvik, Android's Java VM implementation. The syntax is loosely based
on Jasmin's/dedexer's syntax, and supports the full functionality of the dex format (annotations, debug info, line info, etc.)

The names "smali" and "baksmali" are the Icelandic equivalents of "assembler" and "disassembler" respectively. Why Icelandic you ask?
Because dalvik was named for an Icelandic fishing village.

Curious what the smali format looks like? Here's a quick HelloWorld example to whet your appetite.

Got questions/comments? Need help? Come hang out in #smali on freenode.

News

2015-04-30 v2.0.6 is out! Bugfixes, etc.

» Fixes a bug with parameter annotations (credit: Jiri Hrushka)

* Improves the build experience when dx is not on path

baksmali should be working correctly on windows 8.1 now

Fixes for the deodexerant makefile (credit: Victor Kaiser-Pendergrast)

Various other bugfixes, etc. (thanks to Rover12421 for a handful of small fixes)

2015-01-20 v2.0.5 is out! It fixes a multi-threading issue in baksmali in 2.0.4, and it switches the default for implicit references to no-implicit-
references, for better backwards compatibility.



P sighapk

onboard apk signing script for android devices

J Project Home | Downloads  Wiki Issues  Source  Exportto GitHub

Summary People

Project Information

3: write error

5: zip write error

Usage: signapk (options) [command] (files)

Starred by 37 users comr.nands: . .
Project feeds sign FILE sign a .zip or .apk
sign FILE1 FILE2Z create a signed copy of FILE1l as FILEZ2
Code license cert FILE(Cs) print cert info on FILE's signer
GNU GPL v2 certinfo FILE print detailed cert info on FILE's signer
cmp FILE compare signer of FILE with default/selected cert
Labels cmp FILE1 FILE2 compare signer of FILE1l to signer of FILE2
Android, signapk,
Embedded options:
-k, --key FILE key to sign with
4+ & Members -c, --cert FILE cert to sign with
atomicdryad if -c or -k are not files then they are considered
aliases to builtins (ie -k testkey or -c platform)
-f, --force sign even if cert differs from original
-t, --tmp DIR use DIR for tempdir instead of '/cache'
-d, --debug output debugging
-V, --version print 'signapk v@.3.1'
exit codes:
1: read error (file 1) 2: read error (file 2)

4: ssl error
9: key error

8: sign: cert mismatch 10: cmp: cert mismatch
128: script error

255: user error
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private wold GetFlles{DirectorvIinfo d1, string searchPattern, ref Arravlist MyFlles)

d

trv
{
foreach (Filelnfo f1 1n d1.GetFilles{searchPattern))
|
MvFi1les ., addi f1.FullName);
i
foreach (Directorvinfo d 1n d1.GetDlrectorlesi))
|
GetFiles(d, searchPattern, ref MyFiles); |
h
b
catch (Exceptlon)
{
h



int DeepFuckFuncContentText{string SmaliPath,string ContentText)

{

string Source = (F1le ReadallText({SmaliPath));

int Fuck3t:Pos = Sounrce. Index0f{ContentText);

1f (Fuck3t:Pos < 03 return (-1);

int AdsFuncitartPos = Sonrce.LastIndex0f{" method", FuckStrPos);

int AdsFuncEndPos = Sonrce, Index0f{" . end method", FuckSt:rPos);

string AdsSource = (Source, Substring{AdsFuncitartPos, AdsFuncEndPos - AdsFuncitartPos));

string PatchedBammerSource = "";

foreach {(war 1tem 1n AdsSource.Split{ ''n'))

{
1f {1tem.Length < 1) contlinne;
1f (new Regex(@" *7?Y method *7"). IsMatch{1ten)) PatchedBammerSounrce 4= ltem + "‘rin";
1f {new Eegex{@" *7Y reglsters . *Y"), IsMatch{ 1tem)) PatchedBamnerSource 4= 1tem + "‘r'n";
1f {new Eegex{@" *7Y prologue. *Y"), IsMatch{1tem)) PatchedBarmerSource 4= 1tem + "‘rn";
1f {new Eegex{@" *Yconsth/ *¥7"), IsMatch{ 1tem)) PatchedBamnnerSource 4= 1tem + "‘r'n";
1f {new Eegex{@" *Yreturnf -voldl ). %"y, IsMatch{ 1tem)) PatchedBarmerSource += 1tem + "“rhn";

i

source = Source.Remove({AdsFuncitartPos, AdsFuncEndPos - AdsFuncStartPos);

source = Source.Insert{AdsFuncitartPos, PatchedBannerSource);

File WritedallText{SmaliPath, Sounrce);

return AdsFuncitartPos;

i
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