
Android AIDS In CSharp: 
Automatic Intelligence De-advertisement Scheme



Hello!
aaaddress1(ADR)
1. Reverse Engineering Skill

a. Windows
b. Android

2. TDoHacker Core Member
3. Hack Bot

a. CrackShield / MapleHack
b. Tower Of Savior
c. FaceBook

4. CSharp,C/C++,Assembly x86
Python,Smali,Pascal,VB.NET





Outline

➢ Why Do We Need AIDS?
➢ How Ads Were Displayed?
➢ How Android Works.
➢ Android Basic Cracking.
➢ Live Demo Of Patching Ads In APK.
➢ Ads In Game Engine: Unity.
➢ ProGuard Obfuscation.
➢ How To Build This Tool In CSharp.
➢ Live Demo.



Why Do We Need AIDS?



To Surf The 
Net.



To Surf The Net













How To Remove Ads On WebBrowser: 
Clearly



How To Remove Ads On WebBrowser: 
AdBlock









“
But…

How To Remove Ads On Android?



Remove Ads On Android:
AdAway

AdAway lets you select your own sources of hosts files

You can add exceptions to your Whitelist

 if an app is not working when specific hosts are blocked

You can define extra hostnames in your own BlacklistYou 
can add your own (hostname, IP)-pairs in the Redirection 
List

RequirementsA

ndroid version: 2.1ROOT requiredRead/Write access on 
system-PartitionProblems can occur on some HTC devices 
when system-Partition is not writable!

Need Root 
And 

might not work on HTC phones.



Remove Ads On Android:
AdBlock

若裝置 已取得 root 權限，

則 Adblock Plus 會自動過濾所有網路流量。

On non-rooted devices running Android 4.1.2, 4.2.1 and 
higher, Adblock Plus will filter all WiFi traffic, but it needs to 
be configured as a proxy server manually. Detailed 
instructions are provided by Adblock Plus for not 
experienced users.

對於未取得  root 權限及執行  Android 3.1 以上版本的裝置，
Adblock Plus 僅會過濾透過  WiFi 連線的網路流量。對於未取
得 root 權限及執行  Android 3.0 以下版本的裝置，則需要手動
將Adblock Plus 設定為一個代理伺服器。部分裝置不支援代
理伺服器設定，Adblock Plus 自然也就無法在這些裝置上運
作。

Need Root 
Or

WIFI Only



“
If I Have An Android Phone
But … I Don’t Have Root...



“
Could We Remove Those Ads On Android?





If we can... APK

Patched Ads
APK



How Ads Were Displayed











 AdView Type Ads
// Create a banner ad. The ad size and ad unit ID must be set before calling loadAd.

mAdView = new AdView(this);
mAdView.setAdSize(AdSize.SMART_BANNER);
mAdView.setAdUnitId("myAdUnitId");

// Create an ad request.

AdRequest.Builder adRequestBuilder = new AdRequest.Builder();

// Add the AdView to the view hierarchy.
layout.addView(mAdView);

// Start loading the ad.

mAdView.loadAd(adRequestBuilder.build());
  







 InterstitialAd Type Ads
//If the interstitial is finished loading, 

//the user will view the interstitial before proceeding.

mInterstitialAd = new InterstitialAd(this);
mInterstitialAd.setAdUnitId("myAdUnitId");

// Create an ad request.

AdRequest.Builder adRequestBuilder = new AdRequest.Builder();

// Optionally populate the ad request builder.adRequestBuilder.addTestDevice
(AdRequest.DEVICE_ID_EMULATOR);

mInterstitialAd.loadAd(adRequestBuilder.build());



new 
ADView setAdSize loadAd

new 
InterstitialAd loadAd



How Android Works



APK Runs System_Server
Send Message By Socket

Zygote Process

Send 
Execute 
Request 
By Socket

Zygote Process Fork

ForkSystemServer()

Process

ForkAndSpecialize()



Process ClassObjectloadClassFromDex()

All Classes

gDvm.ladedClasses()
dvmVerifyCodeFlow()

Main FindClass()

Working

dvmInterPret()

Classes.dex



How APP Works On Android

1. Process Created By Zygote Process

2. APP Code Load By loadClassFromDex()
To Load Classes.dex From APK

3. Get All Classes By gDvm.ladedClasses()

4. APK Base On Class Unit



Android Basic Cracking



“
We know that APK runs on Android this way

APK
Package Classes.dexCheck Sign

& Extract



“
We know that APK runs on Android this way

Dalvik
VMClasses.dex DexFile.loadDex()



“
How We Do Code Review of Classes.dex?





Smali Assembly Byte Code

Classes.dex smali.jar



Smali Assembly Byte Code

Classes.dexbaksmali.jar



“
But...Smali Bytecode Is Toooooo Much,

Could We Find Important Info In Short Time?







Dex2Jar

Dex2JarClasses.dex Classes.Jar



Dex2Jar

Jar Jd-Gui.exe



new 
ADView loadAd

new 
InterstitialAd loadAd

Ads
Dislpay





Prevent loadAd()

1. Find Out All Codes Calling loadAd() ,And 
Patching Those.

2. Clear All Code Of loadAd() , Let It Be An 
Empty Function.

So..We Can… do it this way





Smali Function
Basic Architecture 

.method public FuncName( … path… )V/Z/B/S/I/C/J/F/D

.registers VariableCount

.param p1, "adRequest" #Lcom/google/ads/AdRequest;

.prologue

return-void

.end method





Demo : Patch Ads



Ads In Unity



Unity Works On Android

APK Class.dex Dalvik VMSmali ByteCode

API In Classes.dex

UnityEngine.dll
Assembly-CSharp.dll
Assembly-CSharp-FirstPass.dll

mscorelib.dll



new 
ADView loadAd

new 
InterstitialAd loadAd

Ads
Dislpay





ProGuard Obfuscation



“
Android Basic Cracking Is Easy And Fun,

Until…

ProGuard



“
1+1 = 2

Source Code Do = What Will Happen



“
1+1+1-1 = 2



“
[2 * (1+1-7) * (-1) /10 ] * (4>>1)  = 2

Source Code Do = What Will Happen
(ProGuard Do Obfuscation)







Fucking Code Review









ProGuard Obfuscation Property

1. Type Name Will Keep Intact.
2. Only Confuse The Functions Used In App.
3. Add A New Type Named “Internal”.

4. Functions Will Be Translated Into Lots Of 
Pieces Put In Internal Type.

5. Would Not Confuse String In Function.



How To Analytics Code In ProGuard

1. Dynamic Debug And Trace Code In App.



How To Analytics Code In ProGuard

2. Review Obfuscation Codes.



How To Analytics Code In ProGuard

3. De-Obfuscation (If Possible?) 



How To Build AIDS Tool In C#



How To Clear Ads In APK.
Protected By ProGuard Obfuscation Or Not

1. Extract Classes.dex From Ads
2. Translate Classes.dex To Smali Asm Code
3. Find The loadAd() And Empty It (If Protected By 

ProGuard,Need To Check All Functions In Intent Type)
4. Translate Smali Asm Code Back To .Dex
5. Package All Data To ZIP Package
6. Sign The ZIP And Name It As .APK

















Demo AIDS



Hello!
aaaddress1(ADR)

Q&A
aaaddress1@gmail.com


