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: AutoRuns



SR ZUHY 7017 - Registry Key

R THE R4 HERGE) - 1
Registry 3t 3y i Hl 5

Registry/NAl ik
A 3
HKEY_CLASSES_ROOT & Windowsa 3RS A RO SEARSH B8 U RAIERA0R2 . -
HKEY_CURRENT_USER FEBRIIEHEZELSTENER -
HKEY_LOCAL_MACHINE | f#E%R 57 WA F A M ABRM R -
HKEY_USERS EFEHEMNERENER -
HKEY_CURRENT_CONFIG | EEA XS4 BN EMER R -



il f /NG - Registry

BB Rk R

ERFEIUR 1 HE ARt H B R
Registryd: v/ i H) H
Registry/NAlE%
FR s AF R AU E AR as T &
C:\Windows \regedit.exe

@t

B¥xE

WEE WY FTOREQ

HEHH)

- & FAVEES AL R iy _E
# () HKEY_ L ROOT ab} (FE% 1) REG S {EFE
—J HEEX ’I ~URREN T . L J.A'. obe “‘\1 REG SZ 'C\Program FiesCommon Files\ddot M\ D\Adobe
| '.' ' “ - >
= (] HKEY L AC }‘T h ab] IMIPMIGS | REG $7 \WINDOWSUME\umip8_1\UMIPMIG EXE" Spoil Re)
HARDW A g REC OL VWYINDO WO MEWNYIpo INMIFMIO BAE |
* nAanRL R T e "= T Y. ey .Y > -~
~ AT HRE ab| VMware Tool REC oL \Program Fues\V Mware\V My 1C Mware Tray e
+ SAM . . . pp— - - '
— PUpp—— _',t_’] ¥ Mware User Process REG_SZ f ‘tles\VM Mw | Mwarelser ¢
) SECURITY
_I SOFTWARE
- - - ASANs v
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Registry H1pA S5 WATHIZAEH > BiE R H



W

+  HKLM)\SOFTWARE \Microsoft\ Windows\ CurrentVersion \ Run

% B > R B BT

3 HKLMASOFTWARE \Microsoft\Windows\CurrentVersion\Run

wi webHancer Agent webHancer Customer Companion [Not verified) webHances C...
v] = webHancer Suvey Companion webHancer Survey Companion [Not verihed) webHances C...

o HELM\Software\Microsoft\W/indows \CurrentVersion\E xplorer\Browser Helper Objects

v %) WheHelperObj Class webHancer IE Helper Module [Not verified) webHance: C...

oy HKLM\S ystem\CurrentControlS et\S ervices\WnS ock 2\Parameters\Protocol_Catalog9\Catalog_Entnes

webHancer Winsock2 SPI [Not verified) webHance: C...

webHancer Winsock2 SPI [Not Verihed) webHance: ...

VSockets Lbrary [Not Verified) VMware, Inc.
VSockets Lbrary [Not Verified) VMware, Inc.

c:\program liles\webhancer\programs\whagent exe
c:\program hles\webhancer\programs\whsurvey. exe

c:\program Hles\webhancer\programs\wheehipr. dll
¢ \windows\webhdll dil

¢ \windows\webhdil dil

c:\program hles\vmware\vmware tools\vsock sdk\bin\van32\vsockib. dil
¢ \program hles\vmware\vmware tools\vsock sdk\bin\van32\vsockib.di

webHancer Winsock2 SPI [Not Verifed) webHance: C... ¢ \windows\webhdll.dll
B S e e B 1 ] g e L e B L e B B e S B e e e B T B D R T e e e e Ly S A 13
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B /INF G - Process

R — PN — EAERT T

F2J7 (process)
1Y ﬁ%ﬁﬁm:@_i_lf_f_j’lftpﬁﬁ FE o




AN

ST HE B AR I L H. - ProcessExplorer

SHEPERSIT I R A R

ProcessExplorer - i

B R 3 i

YE AR TARE

< er y terna ‘ nterna - (L TSAI-PC iT]
— -
Options - Process Find DLL sers  Help
. At JOI / g ::-c
> erify Image Signature Covrgeay Norve Path Venfied S Vioes Tosl
Google be C\Pogem Files (x... VeaSed) Google Ine ¥
Google b C\Pwogam Piles (x... [VeaSed) Google Inc ¥
Alwan n Tot Google v C\FPogmm Files (... IVeaSed) Google Ine IRy
-~ Google b C\Pwogem Files (x. . IVeaSed) Google Ine M5
b Replace Task Manage .
X756 ) 260K MR Googhe Chuovrn Google L C\Pogenrn Fles (= . IVeaSed) Google Ine 1Y
rige Yvher nimized ot ) A0M K 254 Google Chuorre Google by C\Pogmm Piles (x... IVenSed) Google Inoe  FMF
Allow Onh ne [nstance 12K Lo K 3956 CGooghe Chaorre Coogle b C\Pegam Pl (= VerSed) Google Ine (¥
- ; - ] 3556 K 0,956 K A0ED Google Chuovre Google by C\Pogam Files (x . VenSed) Google Ine Y
M6EE K L0 K 450 Googhe Chaorre Google by C\Pwogam Files (x... KVeaSed) Google Ine 1M
Tray » 202N J 0 K 1344 Googhe Chaovre Google b C PFeogsr Fules (x Vened) Google Ine 1Y
S Y 5.532K 1328 Googhe Chuorre Google be C\Pwogmm Files (x... [VenSed) Google Ino ¥
{ hgure t X921 LMK 1392 Google Chuoers Google I C\Pogesrn Files (= . IVerSed) Gocgle Ine 193
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A EERRX T H - TCPView

TCPView - GC8k5 /1 HL4R
AR E Bk IR SZ F2 5K

ﬁﬁ

AR RO ER ~ BESE

m‘/\
. S - - | " » P
& - [O]X]
B A <[
Local Addmess Local Port Remote Addwess Remote Port State Sent |

£

Intemet Explorer
Microsolt Comporabon

wses-Foe G2

e (321
uses-foe GAL
wses-foe 041
uses-foe G2
uses-fe 821

woe-%oe (331

L B R

Lds wsey-e (3R

- EEEEEEIT“EF

LISTENING
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Registry Key — {fi H] T.H. : AutoRuns

Process — f#i | T. H. : ProcessExplorer

A HEAR — fEH LH : TCPView
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Anubis - Malware Analysis for Unknown Binaries

Advanced Sample
I Home ISubmlsdonIc'm" News l About chpo':'tsl Links I

register / log

Task Overview

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

- Task ID: 11e4f35b66d743584e906d2b7802a794a
~ File Name: 0l.exe
- MD5: 39870818c55a5212c06fda94b0228b27
~ Analysis Submitted: 2015-06-28 03:47:52
~ Analysis Started: 2015-06-28 03:47:58
Analysis Ended: 2015-06-28 03:47:58

Created New Analysis Report: No - The Analysis report was created on 2013-12-27 20:35:03.
Available Report Formats: @] HTML € |xML | PDF /) Text |

= Monitored Registry Keys:
Key Name Watch subtree Notify Filter Count
HKLM\Software\Classes 1 Key Change,Value Change 3
HKLM\Software\Classes\CLSID 1 Key Change,Value Change 2
HKLM\Software\Microsoft\COM3 1 Key Change,Value Change 6
HKLM\system\CurrentControlSet\control\NetworkProvider\HwOrder 0 Value Change 1
HKU 1 Key Change,Value Change 3



Comodo Instant Malware Analysis

Size 327668
'MDS | 39870818c55a5212c06fdag4b0228b27
SHA1 | 075c5f1126c1fc91830a6aa3440fcBbfeaed4331

| SHA256 | bce767fa626065f5aa10d23be05041b%efc9e3eb74d9a555131500ee214aa858

e Values Created

| | Size

LM\Software\Microsoft\Windows\CurrentVersion\Run\redirect | REG_SZ |44 _ ‘




Vi

MK QERHERN ORGAR eWhm @) OB%

L _R
- AVG Clicker.EIV

AVware DotComToolbar
Gen:Trojan.Heur.VP.cm0@a0oDWFni
Trojan.CL.DotComToolBar!8rDzAaBuGh4
Win-Trojan/Dotcomtoolbar.32768.8
Trojan|[Clicker)/Win32.DotComToolBar
Win32:VB-FOQ [Wrm)
TR/VB.Downloader.Gen
Trojan.Win32.DotComToolBar.alT
Gen:Trojan.Heur.VP.cm0@a0oDWFni
W32.Clodce3.Trojan.028b

Generic.Win32.39870818¢5!MD

Tendl\Alara \AATDD Tendanf™inbar NAM A TAanIDar A
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Sourcecode:----- PRAPAE A 2

52 EXE 5%

.exe (executable file) JHIBHITHE

-« A 2 DR AR RS T R R !



sdpEs s FATZE I TR A2 2

i T ARG R S, - B A i S
Zimalg » HE HEE5 0 f11

FAMFEAE S Binary

B8 WUV WY ?
uh U4 B

2D BNz Y




B8 BULWLUV1UH
us Bvvvv4uvy
2D B2 un

MOU EAX.1088004
ADD EAX .4800808

sUB EAX ., 2Z201WHH

=
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EDX = 8000h

EAX = 4h







Wi TAE - a0 S

CMP (Compare) FLig

JMP (Jump) Bk




EDX = 8000h

EAX = 4h




extLoop,

- =




EDX = 8000h VS EAX =4h

If Above, Jump to NextLoop




EDX = 8000h VS EAX =4h

If Above, Jump to NextLoop




p

EDX = 8000h VS EAX =4h

If Above, Jump to NextLoop




EDX = 8000h VS EAX =4h

L If AbovejJump to NextLoop
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T -465%
oy

M
P (Jump) 2k

yy3 81
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g Al
ﬁﬁ%%%
. R — % —
PNy -
30 :
X = -
7Y
Equal -
JE

. A
bov
e, Greater
JA

INFY <

X<y
Bel
ow, Less
JB

A5
JE
JG

JL



Wi TAE - a0 S

MOV (Move) # )

CMP (Compare) B

JMP (Jump) Bk
WMRAFTE > AR SE A LA |
A— & #1 CMP il ¢
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Immunity Debugger g ! ~ (V).

=

! | IMMUNITY ;{

| DEBUGGER

Olly Dbg 5#/R#f ! ~( oV o)...




B RE 4T - T.H So
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Immunity Debugger Igl# | ~ ( "V)...

Dedugper - AddSub exe - [CPU - main Daesd, module
BTN @«x> U MHA U= | emtwhcPkbzr.s? —
A

Registers <(FPU)
(RO
R12FFie
YZEAFY ntdl]l . KiFastSystenCallRet
TFFDERS
RddSub.09401010 « 0012FPC4
1 2Frre
BR7ree 4
BD6THV6 E
SMR1 005 AddSub.ModuleEntryPeint )

BNy
S0481 002

IXXXX ZXZZW
b o BB — e
—~ o~ -~ WWWwWw

Hex dunp

C

a1 2 FrCC

#912FFD@

991 2FFD4

@212 FFrDoe

12 FrDC
End of SEN chain
SE handler
heree 132.7C81797%

AddSub . (NoduleEntryPoint)>
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_text 0046816018 ; Attributes: noreturn

f.text:004010180
§.text:00401010 start_0
.text:004010180
.text:004081015
- text:0040101A
.text:00408101F
.text:00401024
. text 00401029 call
text:00406102E cmp
text:00481033 jb
text:004081035 mov
.text:00406103A call
. text:0040103F jnb
-text:00401041
.text:00401041
-text:00401041
.text:00401046
- g-text:0040104B
§-text:0040104B
text:0040104B
text:004010580
text:004081055
text:00481057
. text 00401057
text:00481057

mov
call
mov

call
call

loc_401041:

loc_406104B:
mov
call
push
call

start_0 endp

text:804010857 ;
db 14h dup(8CCh)
‘text:00h019?9 ; —————————- S

-text:00408105C

proc near ’

CODE XREF: startfij

edx, offset aHelloWorld ; "Hello YWorld?in\r"
sub_461933

edx, offset aHowTallAreYou?
sub_461933

sub_4061588

sub_4610BF

eax, OBEh

short loc_4610641

edx, offset aYesYouHave198Y
sub_461933

short loc_40104B

"How tall are you?\n\r"

“Yed* You have 198! You are Gay?

; CODE XREF: start_0+237j
edx, offset aNoYouCanNotPla ; "No! You can not play :<{ini\r™
sub_461933

s CODE XREF: start_ﬂ+2FTj
edx, offset alLoveNisra ; I love nisratinir"
sub_4061933
§ 5
ExitProcess

uExitCode
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v
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DA
-
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1 FJEivlta»

ext:0040101A]

text:0040101F
text:0040102
text:004010294

ext : 004081 02E'

text:00401033
text:00401035,

ext:0040103A

itext : 0040103F]
text : 00401041;
text:00401041£10oc_401041:
text: 00401041
itext : 00401046)

ext:0040104E ﬂ
ext: 00&019&8-10c 401064B:

stext 00401048
text:00401065085

ext:00401055

text:00461057)
text:0040105

text: 00401057
e Rt s 00UB1B5 7 ; ————— e
text:0040105CY

ext:00401070¢

text:0040101085tart 0 ‘

text: 004010610
Atext:0040101

eturn

proc near ; CODE XREF: startij

mov
call
mov
call
call
call
cmp
jb
mov
call
jnb

mov
call
push
call
endp

edx, offset aHelloWorld ; "Hello YWorld?in\r"
sub_461933

edx, offset aHowTallAreYou?
sub_461933

sub_4061588

sub_4610BF

eax, OBEh

short loc_4610641

edx, offset aYesYouHave198Y
sub_461933

short loc_40104B

"How tall are you?\n\r"

“Yed* You have 198! You are Gay?

; CODE XREF: start_0+237j
edx, offset aNoYouCanNotPla ; "No! You can not play :<{ini\r™
sub_461933

s CODE XREF: start_ﬁ+2FTj
edx, offset alLoveNisra ; "I love nisratiyinir”
sub_4061933
5 ; uExitCode
ExitProcess

db 14h dup{6CCh)




' —  m——
me@ﬁE Q%EWWWV‘
; . text : oBAs AT T B SN K S el e Rl i3 2. St
¥.text: 00&01015 start § proc near ; CODE XREF: startij
.text:004061010 mov edx, offset aHelloWorld ; "Hello World?in\r"
.text:00401015} call sub_461933
. text:0040101A mov edx, offset aHowTallAreYou? ; "How tall are you?inir"
.text:00408101F call sub_461933
-text:00401024 call sub_4061588
- text 00401029 call sub_4610BF
*‘text:00u0102E_ cmp eax, OBEh
text:004061033 jb short loc_4610641 3
- §-text: 0064010357 mov edx, offset aYesYouHave198Y ; "Ves]® You have 190% You are Gay!?
§.text:0040103A% call sub_461933 '
. text:-0040103FF jnb short loc_40104B
.text: 00401041
.text:0040104181oc_461041: ; CODE XREF: start_8+237j
.text:004010417 edx, offset aNoYouCanNotPla ; "No?! You can not play
.text: 00401046 sub_461933
- §-text:0040104B4
#£-text:0040104B81oc_40104B: ; CODE XREF: start_B+2FT1j
text:0040104E mov edx, offset allLoveNisra ; "I love nisratyin\r"
.text:-004010506¢ call sub_4061933
text: 004010554 push ) ; UExitCode
text:00406108573 call ExitProcess
§-text:-004010857fstart_0 endp
text: 00401057
L textBBB1EST; ~—— - e e e e e e e e e e e e e e e e e e e e e e e e e e
-text:00461065C db 14h dup{6CCh)
. text : 00401 07 (et S en R APCARSaA S A AR M-S A
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000000ZE
00000006
0000000D
00000004
00000003
00000007
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7] Fonctions window 8 X | [[ZIDA ViewA ) | [O HexView-s () | (A) Stuctwes () | (5] Enms (3 | 83 tuports 3 | @ Exors BI

4

§ Function name UPX1:00478CH0 ;| —— - oo :
UPX1:00478C40

UPX1:00478C40 public start

UPX1:00478C40 start:

UPX1:00478C40 pusha

UPX1:00478C41 mov esi, offset dword_45E000

UPX1:00478C46 lea edi, [esi-5D666h]

UPX1:00478CA4C push edi

UPX1:080478C4D or ebp, OFFFFFFFFh

UPX1:00478C50 jmp short loc_A478C62 !
UPX Tz BBUTBES 0 S C S S s sss
UPX1:00478C52

UPX1:00478C58

UPX1:00478C58 loc_478C58: CODE XREF: UPX1:loc_478C69j §
UPX1:00478C58 al, [esi]

UPX1:00478C5A i esi

UPX1:00478C5B [edi], al

UPX1:00478C5D i edi

UPX1:00478C5E

UPX1:008478C5E loc_478C5E: CODE XREF: UPX1:00478D17}]
UPX1:00478C5E UPX1:00478D2D}j

UPX1:08478C5E ebx, ebx

UPX1:00478C60 short loc_478C69

UPX1:00478C62

UPX1:00478C62 loc_kh78C62: ; CODE XREF: UPX1:00478C5807j

0001B040 00478C40: UPXL:start

|




(5 DA View- 3| (O] Hviescs £ umun % impors 3 | (B) Boors 0 |

UPX1:00478C40
L UPX1:00478C4 public start
UPX1:00478C4
UPX1:00478C409 pusha
UPX1:00478C41 mov esi, offset dword_45E000
UPX1:00478C464 lea edi, [esi-5D666h]
' push edi
ebp, OFFFFFFFFh
short loc_A478C62

CODE XREF: UPX1:loc_478C69j

]
v

¥ UPX1:00478CSERloc_478CSE: CODE XREF: UPX1:00478D17}]
UPX1:00478C5E UPX1:00478D2D}j
UPX1:00478C5E ebx, ebx

 UPX1:00478C60 short loc_478C69
UPX1:00478C62)

UPX1:00478C62Floc_h78C62: ; CODE XREF: UPX1:00478C5807j

00015040 00476C40: UPX1:start

l

-
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7] Functions window X || EDA View-A B | [O) HexView-a £ | [R] Stroctores £ | (E] Enwms [ | %8 Imwpors (3 | (@) Expors [ |
E Funchon name - .text:00437690 var_4 dword ptr -4
sub_401037 - -text:00437690 arg_0 dvword ptr 8

7] sub_40103C .text:08437690
7] sub_401041

.text:00437690 nov edi, edi
-text: 00437692 push ebp
-text:00437693 nov ebp, esp
-text: 00437695 push ecx
-text: 00437696 nov [ebp+var_4], ecx
-text: 00437699 nov ecx, [ebp+var_4]
-text:0043769C call sub_u376F0
-text:004376A1 nov eax, [ebp+arg_0]
.text:004376A4 and eax, 1
.text:004376A7 jz short loc_u376B5
-text:004376A9 nov ecx, [ebprvar_4i]
-text:004376AC push ecx ; void =
-text:004376AD call ?773BYAXPAREZ ; operator delete(void x)
sub_401440 .text:0084376B2 add esp, 4
sub_401450 ' -text 00437685
7 iii ‘ ' -text:004376B5 loc_u4376B5: ; CODE XREF: sub_437690+177]
Line 16 of 957 ) .fext:084376B5 eax, [ebp+var_Au]
. -text:004376B8 esp, ebp
A, Grephoverview .text:004376BA ebp
-text:004376BB 4
-text:004376BB sub_137690
-text:004376BB

sub_401050
WinMain(,x,%,x)

f | sub_40105F
~ sub_4010D0

sub_401740
sub_4017F)

00036AA7 004376A7: sub 437690+17
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' [E mavew-r [ | [8]  Stingswindow B | 83 Imports B | O  HexView-a
Address - Length Type  Stomg

F@ rdata:00458D00 00000007 C Fos\Wk X

J@ rdata:00458D03 00000013 C Fs\serinit exe, X

| rdata:00458D1C 00000037 - SOFTWAREWMcrosoftWWmdows N TWCurrent¥ ersion’t W inlo gon'
J@ rdata:00458D54 00000009 b Userinit

J@ rdata:00458D60 00000007 C Drtver

JE] rdata:00458D68 ey b S8 TEMWC urrentControlSetWControlWSafe Boo M imalilservices sys
I[s] rdata00458DAS 00000007  C  Driver

J@ rdata:00458DE0 0000002F C S 18 TEMWCurrentControlSetWControlWSafe BootilW etworkWeervices. sys
J@ rdata:00458DF) 00000009 C Userpnit

JE] rdata:00458DFC 00000010 e %s:* Enabled : %s

J@ adata00458E10 00000075 - ST S TEMWCurrentControlSetiServicesiWhared AccessiWParame ters\WFirewallPolicyiSte -
JE] rdata:00458ESS 00000034 C SOFTWAREWM wcrosofthW W mdowsWCurrentV ersion’Policiestisystem
J@ rdata:00458ECH oy C disabletaskongr

J@ rdata:00458EDS 0000003C C SOFTWAREWM crosof W W mdowsWCurrentV ersionMExplorerid vanced
_l@ rdata:00458F14 00000007 C hadden

J@ rdata:004590EC 0000000F e [sWowb4Process

J@ rdata: 00459110 0000000D - Weervice exe

J@ rdata: 00459120 0000000C e malware exe

J@ rdata:0045912C 00000009 - wrvices

J@ rdata 004591328 0000000C e SIVICE £XE

J@ rdata 00459144 0000000D - Weervice exe

J@ rdata 00459154 0000000C e SAVICE EXE

J@ rdata 00459474 00000007 - {null)

J@ rdata004594E1 00000008 e { BPE%\b

J@ rdata:004594E9 00000007 e TO0O WP

LUE™S) wdete-NACQ4O AONONNANC ~ LRaR s




' [E mavew-r [ | [8]  Stingswindow B | 83 Imports B | O  HexView-a
Address Length Type St

E rdata:00458D00 00000007 C Fos\Wk ¥

J@ rdata:00458D08 00000013 - FTs\userout exe, %

| rdata00458D1C 00000037 C SOFTWAREWM wcrosofth Windows N TWCurrentVersionWWinlo gon'h
J@ rdata:00458D54 00000009 - Usermnit

J@ rdata:00458D60 00000007 C Drver

JE] rdata:00458D68 000OOOZF = S TS TEMWCorrentControlSetWControlWSafe BoothM mamalservices sys
I[s] rdata00458DAS 00000007  C  Driver

J@ rdata:00458DE0 0000002F C S 18 TEMWCurrentControlSetWControlWSafe BootilW etworkWeervices. sys
J@ rdata:00458DF) 00000009 C Uszrmnit

JE] rdata:00458DFC 00000010 - %s: ¥ Enabled : %

J@ adata00458E10 00000075 - ST S TEMWCurrentControlSetiServicesiWhared AccessiWParame ters\WFirewallPolicyiSte -
JE] rdata:00458ESS 00000034 C SOFTWAREWM wcrosofth WindowsWCurrentVersion\WPoliciestisystem
J@ rdata00458ECH DOOOO0OF C disabletaskmgr

J@ rdata:00458EDS 0000003C C SOFTWAREWM wcrosofth WindowsWCurrentVersionExploreridd vanced
J@ rdata00458F14 00000007 C hadden

J@ rdata:004590EC g e [sWowb4Process

[s] rdata:00459110 00000000  C  § “erviceexe

J@ rdata:00459120 000000OC L

J@ rdata0045912C 00000009 c 3

J@ rdata: 00459138 000D00OC C § srviceexe

J@ rdata 00459144 000000OD C  § Meervice exe

J@ rdata: 00459154 000000OC C SEIVICE EXE

J@ rdata 00459474 00000007 C (null)

J@ rdata 0045941 00000008 C { BPH%b

J@ rdata 004594 B9 00000007 R T00 WP

LUE™S) wdete-NACQ4O AONONNANC ~ LRaR s




0 Tr1vus exe /J\mlil

.rdata 00458F280
.rdata:00458F20
.rdata:068458FCC

~ .rdata:@0458FDO

.rdata:006458FD0B
.rdata:006458FDO

~_rdata:8845987C
~ .rdata:ees59e7c
~ .rdata:006459087C

- .rdata:008459069A

~.rdata:8845989C

rdata:00645969C

- .rdata:0645909C

- .rdata:004590BC
~ .rdata:0604596BC
.rdata:0645906BC
.rdata:00845986EC
.rdata:004590EC
.rdata:0064590FB
.rdata:00645906FC

 .rdata:B04590FC
 .rdata:B045906FC
~ .rdata:0845916E

 _rdata:88459110
- .rdata:0e4591180

unicode 8, <https://docs.google. comiuc?authuser 0&1d=0BwwdBzXoIL8
unicode 8, <pNUhJHnUXOUU&export=download>,®8
align 16h
aHttpsDocs_go_0: ; DATA XREF: sub_u4081B46+2CTo
unicode 8, <https://docs.google.com/uc?authuser=0&id=6BwwdBzXoILS
unicode 8, <BUEBwRzhWc1U&export=download>,9
; const WCHAR aSMalware_exe
aSHalware| exe: ; DATA XREF: sub_481B468+5270
unicode 8, <%s\malware exe>,0
align 4 T
; const WCHAR aSServices_sys

asServices_sys:

; DATA XREF: sub_461B46+8070

unicode 0, <%s\services. SgS)

; const WCHAR aSDriversServic
s DATA XREF: sub_uB1BuB+nETo

asSDriversServic:
unicode 8, <%s\drivers\services.sys>,0
; char ProcName[]
ProcName db 'IsWow64Process’',B
align 4
s const WCHAR ModuleName
ModuleName :

DATA XREF: sub_481C98+Bio

DATA XREF: sub_461C96+10870
unicode 8, <kernel32>,0
align 16h
; char aService_exe[]
asService_exe db ‘\service.exe',0

DATA XREF: _WinMain@16_B+68?0



~ + Trivus.exe /Nt

» service.exe

- 4+ malware.exe

% Services.sys




offset aService_exe B ; " Seruice.exe
ecx, [ebp+NewFileName] |

ecx

sub_4061041

esp, 8

edx, al

edx, edx

short loc_4B1EA9 »
offset aService_exe_1 ; "\\service.exe" &
eax, [ebp+NewFileName] '
eax y char =

_strcat

esp, 8

) ; bFaillfExists

ecx, [ebp+NewFileName]

ecx ; 1lpNewFileName

edx, [ebp+ExistingFileName]

edx ; 1pExistingFileName
ds:CopyFilef

eax, [ebp+NewFileName]

eax

sub_4610837

esp, 4

0 s uCmdShow

offset CmdLine ; "service.exe"
ds:WinExec

ecx, [ebp+NewFileName]

ecx




IDA - Honeynet Q2

£ IDA #
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Windows API

U aService exe &
ecx, [ebp+NewFileName]
ecx

sub_ 401041

esp, 8

edx, al

edx, edx

short loc_4O1EA9
offset aService_exe 1
eax, [ebp+NewFileName ]
eax s char

; bFai1llfExists

ecx, [ebp+NewFileName ]

ecx ; 1pNewFileName

edx, [ebp+ExistingFileName]

edx ; 1pExistingFileName
ds:

e s N at

eax, [ebp+NewFileName]
eax

sub_4610837

esp, 4

0 s uCmdShow
offset CmdLine ; "service.exe"
ds:

ecx, [ebp+NewFileName]
ecx

- ¢
- - - ’ — .
service .eXxe

“\\service.exe"

¥*
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, [ebp+NewFileName ]

ds:
ecx, [ebp+NewFileName ]

1 eax
CopyFlle " sub_481037
’ esp, 4
| § - uCmdShow
WinExec i offset CmdLine : "service.exe" }

ecx



opile function

Copies an existing file to a new file.

he CopyFileEx function provides two additional capabilities. CopyFileEx can call a specified
allback function each time a portion of the copy operation is completed, and CopyFileEx can be

anceled during the copy operation.

o perform this operation as a transacted operation, use the CopyFileTransacted function.

Py WinExec function

C++

BOOL WINAPI CopyFile(
_In_ LPCTSTR lpExistingFileName,

_In_ LPCTSTR lpNewFileName, . 't
TIn_ BOOL  bFailIfExists Runs the specified application.
Note This function is provided only for compatibility with 16-bit Windows. Applications should use

the CreateProcess function.
Syntax

'C++]

UINT WINAPI WinExec(
_In_ LPCSTR lpCmdLine,
_In_ UINT uCmdShow

)i
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AR AIE B i A

+ CopyFile
+ lpExistingFileName
. leeWFileName
| i bFaiiIfExists

+» WinExec

” lpCIhdLine -

by uCmdShow

offset aService_exe B ; "Service.exe
[ebp+NewFileName ]

ecx

sub_4061041

esp, 8

edx, al

edx, edx

short loc_4B1EA9

offset aService_exe_1 ; "\\service.exe" &

[ebp+NewFileName ]
eax ; char

_strcat

esp, 8
0 - bFa111FEx15ts

‘ecx, [ebp+NewFlleName]

ecx 3 1pNewFileName

edx, [ebp+Ex1st1ngFlleName]
edx ; lgmﬁlstlngFileName

ds:CopyFilen

eax, [ebp+NewFileName]

eax

sub_40610837

esp, 4

0 s uCmdShow
offset CmdLine ; "service.exe"
ds:WinExec

ecx, [ebp+NewFileName]

ecx




) A T (Tt M Tyt -t
SR e s e | _ ecx, [ebp+NewFileName ]
o o T ecx
| I BEb , ' sub_481641
* AR K A : esp, 8
| £ edx, al
| X R ‘ . edx, edx
+ CopyFile | : short loc_4B1EA9 |
| ' | offset aService_exe_1 ; "\\service.exe” §

SRR SR | N eax, [ebp+NewFileName ]
+ lpExistingFileName eax ; char x

R | _strcat
: : = ’ | esp, 8
» IpNewFileName j 0 ; bFaillfExists
e a ' ‘ ecx, [ebp+NewFileName]
= et ; ecx ; 1pNewFileName
+ bFaillfExists edx, [ebp+ExistingFileName]
| edx ; 1pExistingFileName
SR = ' ds:CopyFilef
* WIHEXGC_ , eax, [ebp+NewFileName]
| ~ A ~ eax
SRR Aok ~ ‘4 sub_4061837
+ lJpCmdLine | | esp, 4
, ' ‘ e | 0. o3 UCMdShow
fodi i AT o offset CmdLine ; “service.exe"
-+ uCmdShow :

ds:WinExec
ecx, [ebp+NewFileName]
ecx




+ WinExec

o SEAESEE A E IR

Horft {2 RO AT LR

WinExec function

Runs the specified application.

Note This function is provided only for compatibility with 16-bit Windows. Applications should use
the CreateProcess function.
Syntax

C++1

UINT WINAPI WinExec(
_In_ LPCSTR lpCmdLine,
_In_ UINT uCmdShow

)i
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+ ProcessExplorer

+ TCPView
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M sexvice exe:1740 Properties

Image | Performance | Performance Graph | Disk and Network | Threads | TCP/IP | Security | Environment | Strings

Image File

D (X0 BT MEERE - )

Version: nja

Build Time: Mon Apr 20 19:53:13 2015

Path (Image is probably packed):

C:A\WINDOWS\system32\service, exe

Command line:

service.exe

Current directory:

uments and Settings\AdministratoriLocal Settings\Temp\Rar$EXa0.606)
Autostart Location:

nfa

Parent:  tvirus.exe{1096)
User: NISRA-3A0978C13\Administrator
Started: T4 02:46:54 2015/5/22

Comment:

VirusTotal:
Data Execution Prevention (DEP) Status:




| % TCPYiew - Sysinternals: www _sysinternals.com

| File Options Process View Help
A =< [

Puocess 7

™ algexe
1 ] lssssexe
| ] lssssexe

sevice exe

™ svchostexe
™ swvchostexe
™ svchostexe
] System
- Systemn
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ProcessExplorer

% | —{fiservice.exe 7E C:\ WINDOWS )\ system32

HaE © IEEXP P Z &R RN E A services.exe

TCPView

2P —AlH F service.exe 7 1Y 4R > 3307port
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