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Hacking mobile network via SS7:
interception, shadowing and more
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* Forecasts
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In Service LTE Networks

In Service LTE Networks
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VOLTE Networks
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The most of the world performs
HANGDOVER

LTE only for web browsing

To perform a call subscriber is downgraded to 3G (handover)
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Interconnect / roaming
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Kind of IPv4 vs IPv6 dilemma
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SS7 iIs still most used interconnect/
roaming network

Mobility
Call control 5S7
Billing
Crypto
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2014 - year of SS7/ security issues

HACKITO Hatkitot.Ergo St:)n|1 zohl4
ERGO SLM ocating mobile phones

Positive Hack Days IV

How to Intercept a Conversation Held on the

p h d \v Other Side of the Planet

Hack

Days

Washington Post

; « Secretly track cellphones
L
O 31C3
. 9|C9 - SS7: Locate. Track. Manipulate

31st Chaos Communication Congress

Mobile self-defense
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SS7/ for (bad) guys

Tracking
- Locating mobile phones and secretly tracking
Denial of Service
- Disrupt subscriber connectivity and service availability
Interception
- Listen to calls, intercept short messages
Threats to Operator
Threats to loT
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Basic Terms
e |MSI ~ SIM Card
* IMEI ~ Device
* MSISDN  © Your Number
* HLR ~ Subscriber DB
* MSC ~ Call Processing
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Tracking / ERER(fi &)




Common Step O for Any Attack

SMS-C

MSC

HLR
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lam
SMSC

1. Attacker sends request
SendRoutingInfoForSM
addressing MAP message
by MSISDN

2. HLR replies with:

* own address
 serving MSC address
e [MSI




Get Cell ID

lam
A 1. Attacker sends request
provideSubscriberinfo
addressing MAP message
SMS-C by IMSI and asking for
subscriber location
2. MSC replies with Cell ID:

mSC e MCC - 250
— e MNC-90
HLR e LAC4A67
e CID673D

Bob
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Get Location...

Search in Internet for physical
location by MCC, MNC, LAC,

CID
MCC: 250
MNC: 90
LAC: 4A67
CID: 673D

(
Bob
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...and Track User Just Like SkylLock
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Underground market demands

Tpebverca npobue nonoXxeHua aboHeHTa No HOMepY TenedoHa

OficywaeHe B pazasne “MNpeanoweHda paboTe, yonurs, Ha4an(-a) 4upakabrd, 2,09,2013,

2.09.2013

e QOTCAegmTe aboHEHTa Mo
okao, 22,.05.2010, & pazaen: =

"“ER9-

=1=F

4upakabro
Member

Pervcrpauma: 14.05. 20082

° [}
[racking subscriber
OaobpeHKA: 23
Penyrayna: a B nocneaHWid paz peiakTHROEaNOCcE MosepaTopom: 2,09, 2013
{flnA ocTaEneHHA cooAWEHHA Bbl AON%HE B u S I n g t e p O n e
number
]

ﬂpDﬁMB aboHeHTa no HOmMepy OTEEThI:
Mezhalbek, 4.06,.2015, ¢ pazasn: PazHoe - MNokynka, Nposaka, obMeH MpaocHaTpE: 2949
[ ]

rlpl:IEHTb aapec N0 HomMepy TEJ‘IEEIJI:IHEI OTEETHI! ]
Siter, 11.09.2011, & pazaen: MNpegnoxeHHA paboTel, Yonyr MNpocMoTRE: 533
rlpljﬁHTb YenoeeKa No HOoMepy TEJ‘IEE]JDHEI. OTEETHI! 1
Falknat, 12,08, 2011, & pazaen: MabuneHaa ceaze, CMC - Mokynka, npoaasa MNpocMoTRE 1699
OTCRedWTh aboHeHTa No HOMepy TEHEdJDHa? OTEETHI: 9
oko, 28,05,2010, ¢ pazaen: S3NeKTPOHMKES W PPHMEHHE MNpocMoTpen: 27 873
MpofuTe HoMep TenedioHa no Gase OTEETH! 16
aMelarn, 7.02,2002, g pazasn: Eontanka MpocMoTpE: 2 278
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Tracking

Nobody wants to be constantly
monitored.

Tracking is a violation of “Personal data
protection” laws.

Very hard to stop:
* AnyTimelnterrogation

« ProvideSubscriberinfo

- ProvideSubscriberLocation
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DoS / FHETRR 15T B

To make someone unavailable

To stop data leakage Ed i |

Pt

What else?

er.com |

'_:.,{:'N’ g
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Common Step O for Any Attack

SMS-C

MSC

HLR
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Fake
MSC

1. Attacker sends request
SendRoutingInfoForSM
addressing MAP message
by MSISDN

2. HLR replies with:

* own address
 serving MSC address
e [MSI




Denial of Service. Step 1

Fake
ASC\‘ 1. Attacker registers Bob on
2.

the fake MSC

HLR sets up new location
for Bob

3. HLR asks real MSC to
release a memory

MSC

Zgi HLR

Bob
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Denial of Service. Step 2

SMS-C

MSC /\‘\

HLR

Bob
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Fake
Ax\‘ 1.
2.

Alex calls Bob

MSC is looking for Bob
and asks HLR to provide
information

HLR asks fake MSC to
provide Roaming
Number




demo
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Interception / & 1=
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How to Intercept SMS (B IE32{8)

* Avirus on a smartphone —and what if a certain subscriber is a
target? How to infect him particularly?

* Reissue SIM? It works only once.

* Radio signal interception (GSM A5/1)? You need to be nearby.

* Via SS7 network
i
l’l
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Fake Mobile Phone Towers Operating In The UK

A Sky News investigation uncovers the use of IMS| catchers, which can
collect the data of innocent people as they use their phone.

ComputerWeeklyeom [\...... ~ &5 - Joe

Ross Coulthart

16 Aug 2015 23:68

Video: Secret Towers Tracing Your Calls

An investigation by Australian TV show 60 Minutes
demonstrates how hackers based thousands of
By Tom Cheshire, Technology Correspondent ] ]

miles away in Germany were able to record the calls

Yy f & =

Sky News has found evidence that rogue mobile phone towers, which of an Australian senator and track his movements
can listen in on people's calls without their knowledge, are being
operated in the UK.
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A Cheap Way For Tapping

10S + OpenSource
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Common Step O for Any Attack

SMS-C

MSC

HLR
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Fake
MSC

1. Attacker sends request
SendRoutingInfoForSM
addressing MAP message
by MSISDN

2. HLR replies with:

* own address
 serving MSC address
e [MSI




SMS Interception. Step 1

Fake
ASC\‘ 1. Attacker registers Bob on
2.

the fake MSC

HLR sets up new location
for Bob

3. HLR asks real MSC to
release a memory

MSC

Zgi HLR

Bob
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SMS Interception. Step 2

SMS-C

MSC

HLR

Bob
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Fake
Ax\‘ 1.
2.

3.

4.

Alex sends SMS to Bob
MSC translates the SMS
to SMS-C

SMS-C requests HLR for
Bob's location

HLR replies with a fake
MSC address

SMS-C translates SMS to
the fake MSC




demo
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SMS Interception, We “Really Missed” You

* Access to payment service

* Recover passwords for email and
social networks

* Online banking OTP

GO 8[6 password recovery sms @,‘

gmail password recovery sms @) 772> kod dija smeny parolja v
: @ Visa QIWI Wallet. Nikomu ne

airtel password recovery sms soobwajte

facebook password recovery sms

yahoo password recovery sms

Press Enter to search e ®) 0




Illegal cases

SMS Interception

Kvnnio nepexgatr CMC/BoctaHoBneHune cuMm [[oporo]

ObcykasHKe B pazaene €MobuneHas ceaze, CMOC - NMokynka, npoaakxa®, Hadanl-a) Lokern, 29.10.2012,

23.10.2012 Payment confirmation
SMS Interception

Kynnko NepexBaT cMe/BOCTaHOBNEHMe ckM, Jdoporo, Byay NoKyNaTe Ha NOCTOAHHOR ocHOBe, jabber:

Paborta c QIWI kowlenbKaM¥M - H/IM KaK NepexBaTuTbh CMC-NOATBEPXAECHHUA?

OboyskaeHue B pazaene €Mnatexdele cucremel: Webrmoney, Yandex Jederw, PEKE Je®, Haqan(-a) snare, 10.02,2013,

| okem

Mew Member 0.02,2013

CobCTBEHHO cabsx, E-D":,-'"—i":,-" EoleNskn KB, HD OYeHE HacTo BEIBAET YTO CTOAT CHMC-MNOATEZDAH OHMSA Kk

TR ARSI AOASHAO O NMabhabkm i ChaieTE & ol hafel O 1O ol e sl "ﬁ("n'r.:.n ﬁl—l '|f‘jl—l,‘:l'l'l_}rnﬂlﬂl_l'l'ﬂﬁﬂn"‘ﬂﬂﬂ'rl_l‘“l:l

== WNHTepecyloT YCTPOHCTBa A/If NepexBaTa CMC

ObcykaeHMe B pazgene €3NeKTROHHMKE M DpMKKHCE, Hadan(-a) TammyLipkiy, 13,08, 2015,

nare
ew Member 13.08.2015

erkCTpaumHa:

HOobpelA AeHb, MHTEpeCcyYoT YCTPORCTEA ANA NepexBata cMC M pasroBopoB. KTo BnageeT MHbopMaumer roe
Devices for MOMKHO MPHOBPEcTH AaHHEIE MMPYLLKM NROoLY B 1M,

antichat

SMS Interception
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Active actions and Impersonation

—Mobile balance transfer over USSD
—Premium Rate SMS Subscriptions
—Credit cards money transfers via phone
—Even fake calls from Victim number

~OSITIVE TECHNOLOGIES

About
ldentification
and

Consequences
of Faking
helps reduce
Faking




How to Get Into SS7/




How They Can Get Into SS7/

Attacker PSS

I — i |
_memm. YRR, u\

Billing

Legal with license
Find a guy Hack border device

Semi legal without
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Find a Guy

& https://www freelancer.com/projects/geolocation/looking-get-lac-cell-from.htm

¥ freelancer HyXHO BbINONHUTL BoiDepuTe KaTeropuio

paboTy?

Looking to get LAC/CELL ID from a VLR

lookup
AOMsRE o

Craekn Cp. cTaeka (USD) Brogser npoekta (USD)

4 $389 $100 - $150

OnucaHue npoekTa:

Looking for a LBS provider who can immediately offer us a advanced VLR lookup service that
will return the LAC code and the CID of a MSISDN using a HTTP API

(You have to do perform a SS57 MAP Anytime interrogation query to get the LAC and CID from
the VLR.)

Price per query up to $150_More than 50 queries per month required(350x150=57 500
monthly)

In case you are able to immediately provide a demo lookup you are welcome to bid
Please do not bid if you are not capable of providing advanced location based services

Skills required:Gsm Geolocation,SS7 signaling. Tier1

Tpebyembie HAELIKH:
Meonokayna

MokazaTte bonswe lac cid lookup, cid lac lookup, lac lookup, vIr geolocation, vir lookup, cell lac
lookup, vir lac, lac cell, geclocation lookup lac, msisdn, geolocation api, lac cid gsm, lac cid, cell
lookup google mcc lac, cell lac mnc, cell lac database, cell lac. google map api cell lac, cell lac google
cell lac info, cell lac latitude longtitude java, google map cell lac, excel vba lookup cut cell, 1bs, lookup

ITIVE HNOLOGIES




Find a Guy

& https://www freelancer.com/projects/geolocation/looking-get-lac-cell-from.htm

¥ freelancer HyXHO BLINONHUTL BoiDepuTe KaTeropuio

paboTy?

[ ] Looking for SS7 access sjohnyr_hide watch quickreply [Reply]

Hello!

I'm interested in telecommunications network access via Sigtran (557) to make HLER lookup requests, perform geo location search of cell phones,
and send bulkk SMS.

I need direct access only to send MAP messages; getting access via an API is not required. Decent pay.

If vou have an offer, please contact me personally.
smithyjohny(@vfemail net

>> [] @nonymous

Email sent from *****ham(@)safe-mail net

monthly)

In case you are able to immediately provide a demo lookup you are welcome to bid
Please do not bid if you are not capable of providing advanced location based services

Skills required:Gsm Geolocation,SS7 signaling. Tier1

Tpebyembie HAELIKH:
Meonokayna

MokazaTte bonswe lac cid lookup, cid lac lookup, lac lookup, vIr geolocation, vir lookup, cell lac
lookup, vir lac, lac cell, geclocation lookup lac, msisdn, geolocation api, lac cid gsm, lac cid, cell
lookup google mcc lac, cell lac mnc, cell lac database, cell lac. google map api cell lac, cell lac google
cell lac info, cell lac latitude longtitude java, google map cell lac, excel vba lookup cut cell, 1bs, lookup

NOLOGIES



Find a Guy

& https://www freelancer.com/projects/geolocation/looking-get-lac-cell-from.htm

¥ freelancer HyXHO BbINONHUTL BoiDepuTe KaTeropuio

paboTy?

[ ] Looking for SS7 access sjohnyr_hide watch quickreply [Reply]

Hello!
I'm interested in telecommunications network access via Sigtran (557) to make HLER lookup requests, perform geo location search of cell phones,
and send bulkk SMS.

I need direct access only to send MAP messages; getting access via an API is not required. Decent pay.
If vou have an offer, please contact me personally.
smithyjohny(@vfemail net

Hello!

I'm interested in telecommunications network access via Sigtran (S57) to make HLR lookup requests, perform geo location
search of cell phones, and send bulk SMS.

I need direct access only to send MAP messages; getting access via an AFI is not required. Decent pay.

If vou have an offer, please contact me personally.

Offline

Sent u a PM, contact me.

Offline
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Hack border device

o o e . . . S . S S S —— ——— —— —— — ———— — ——— — ——— — —— —— — —— . St e
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Internet
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Today: IP Connectivity

Shodan Exploits Scanhub Maps Blog Membership oqi Login

% SHODAN

N N

Results 1 - 6 of about 14779 for port:2123

Top Countries 175.113.123.24
Korea, Republic of 6,744 > GPRS Tunneling Protocol
China 3,339 . Correct data length for version 1
Israel 1,230 Version: 1
Turkey 544 Flags: XXX1 0010
United States 394 Type: 2 (Echo response)

Length: 6
Data: 'x0c='x00'x00'x0e'x02

121.173.248.253

Korea Telecom GPRS Tunneling Protocol
‘e Correct data length for version 1
Version: 1

Flags: XXX1 0010

Type: 2 (Echo response)
Length: 6

Data: 'x0c=x00'x00'x0e'x03

120.199.138.55
China Mobile GPRS Tunneling Protocol

Correct data lenoth for version 1
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Isconfiguration Example

*% SHODAN

Home Search Directory

= Add to Directory

st

Da.> Analytics! Exports Developer Center Labs

il Export Data

Open Telnet, no password

Top Countries

China 1
[taly

United States

Israel

Russian Federation

[ T y T B
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{- [N "
Services UL AN
SHMP 15 China Mobile ZHRI0 wRH-16, ZTE Z8R10 Sof tware Yersion: Z¥UM <GHGGSHIY4.10.1001.0.00
Telnet 9 ==
FTP 5 Details
SMB 2
TS 2| sesmmssion

Crange-CA

=

Details

® A1l vight reserwed [1997-2007) *
* Hithout the ouner’s prior written corsent, *

¥ no deconpile and veverze-enginearing shall be alloped.*
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Research Updates

« SS7 security threats
- Mobile Internet vulnerabilities (GPRS)

« SIM vulnerabilities

http://www.ptsecurity.com/library/whitepapers/

http://blog.ptsecurity.com/
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http://blog.ptsecurity.com/
http://blog.ptsecurity.com/
http://blog.ptsecurity.com/

Questions?

Dmitry Kurbatov Vladimir Kropotov
dkurbatov@ptsecurity.com vkropotov@ptsecurity.com
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