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/iOS ZefFf—Mandatory Access Control

475 kern_return_t
476 task_for_pid(

477 struct task_for_pid_args *args)

478 {

479 mach_port_name_t target_tport = args->target_tport;
480 int pid = args->pid;

481 user_addr_t task_addr = args—>t;

482 struct uthread *uthread;

483 proc_t p = PROC_NULL;

484 task_t t1 = TASK_NULL;

485 mach_port_name_t tret = MACH_PORT_NULL;
486 ipc_port_t tfpport;

487 void * sright;

488 int error = 0;

489

490 AUDIT_MACH_SYSCALL_ENTER(AUE_TASKFORPID) ;
491 AUDIT_ARG(pid, pid);

492 AUDIT_ARG(mach_portl, target_tport);

493

494 #.7 defined(SECURE_KERNEL) =

500 #endifm

547

548 # .7 CONFIG_MACF

549 error = mac_proc_check_get_task(kauth_cred_get(), p);
550 1 (error) {

551 error = KERN_FAILURE;

552 goto tfpout;

553 }

554 #endife

562

563 }

564 error = KERN_SUCCESS;

565

566 tfpout:

567 task_deallocate(tl);

568 AUDIT_ARG(mach_port2, tret);

569 (void) copyout((char %) &tret, task_addr, sizeof(mach_port_name_t));
570 17 (p != PROC_NULL)

571 proc_rele(p);

572 AUDIT_MACH_SYSCALL_EXIT(error);

573 return(error);

574 }

o ERZREFFIMEER
o 90 FE : task_for_pid
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OA)S ZefFE—Mandatory Access Control

6230 struct mac_policy_conf {

6231 —const-char——¥mpc_name; ——/%x polic'
6232 —const -char——xmpc_fullname; ——/%* fi
6233 ~~const-char-~--**mpc_labe1names;"/** mi
6234 — i t—— mpc lab count;
6235 Astruct mac_policy ops kMPC_OPS; — /**
6236 2 mpcC_Loa ags; *k loa
6237 v~1nt f"***mpc field off'ﬂgﬁ/** label s
6238 mpc runtime_flags; /++ run t
6239 -mpc_list;——/%x List refe
6240 ——ximpc_data; —— /%« module da
6241

5815 #define MAC POLICY_OPS_VERSION:31 /% inc when new reserved slot:
5816 |struct mac_policy_ops /{

5817 mpo_audit_check_postselect_t  *mpo_audit_check_postselect;
5818 mpo_audit check_preselect_t  *mpo_audit_check_preselect;
5819
5820 mpo_bpfdesc_label_associate_t *mpo_bpfdesc_label_associate;
5821 mpo_bpfdesc_label_destroy_t  »mpo_bpfdesc_label_destroy;
5822 mpo_bpfdesc_label_init_t *mpo_bpfdesc_label_init;

5823 mpo_bpfaesc_check_receive_t  xmpo_bpfdesc_check_receive;

typedef int mpo_audit_check_postselect_t(
‘kauth_cred_t cred,
—unsigned short syscode,
~void %args,
—int error,
—int retval
);

. _Iiﬂl’t‘ﬁiiﬂﬂ'liﬂﬁéj&ﬂﬂ MAC ﬁ%mﬁ
«int mac_policy_register(: ' PC, ..

« mac_policy_unregister
« struct mac_policy_conf

« struct mac_policy_ops
« TENX[ENfEREL
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O%S ZeFE—Apple Mobile File Integrity

« Check Executable

» mpo_vnode_check_exec, check POSIX file permission

« Check Code Signature

« mpo_vnode_check_signature
« page with x must be signed

[ nirvan 0



O%S Z2E—Apple Mobile File Integrity

« Library Validation
+i0S 8
+OS X 10, disabled

« Hook /& : mpo_file_check_mmap
« BAY : BALE dylib JEN
« 3EEB dylib RJLAINEEUEAHTE

. platform library

« EthRY dylib E5FFERFAY Team ID PLEE
* i0S - TEEARZASCI
« OS X - (KR 5 RSS amfid ESUE




O%S e t—Sandbox

- BEY : [REFEFAITA
* FER-1 mERGILIEREL API

« FER-2 . 10E API ISR ERS]
. AppStore [iffBREEAIE PER" RER




O%S ZEeRFE—Sandbox

« Rootless
+ OS X 10.11 Beta 1

+i0S 9, maybe

* [RE : root FINBRAGE Y |, JLF I LMBYERISE
« BHY : (RIPRFRIKERDD |, FRIERFRITEMY
« REE : RIHMHIREFRZNARGHRESD , IYELRZFFL, LY

a0 : installer , updater

« /bin , /sbin

« /private/var/db/dyld

+ /System , /System/Library/CoreServices , /System/Library/Extensions
« fusr

o BT EEMSRIES] - com.apple.rootless

« Xattr -1 -r / 2> /dev/null | grep "com.apple.rootless”
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D ENREHE—PES Entitlements
« WETLIRSIN G/ NNISREHE
- BidiEHERREBNRS API HiEslETA
* {#F Entitlements =FFISMER

» LN : task_for_pid()

 ¥JF AppStore N , Entitlements FSEERITH]

« X FREIhRAVIZERR
« MachO shEFH N EXAIMR
« app BRPEES embedded.mobileprovision
« embedded.mobileprovision XB£EER
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D ERNRHE—DPES Entitlements

* RP=EEFESTURIE
- REBFHIKS(ES
- BIEFRPZEIRR

o IXEAERIR(EIBIT Framework B9 API ZFEH ¥k
18[9 (Private)Framework # Daemon 5 App =
s WEITZEERFIXIEH API B9EH
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DERNIEHE—DPES Entitlements

o RAETE | BASRURIESEER) Daemon & |, SRf5i@iT Entitlements 3H1T7RE

+i0S 8 , Webkit & Nitro JavaScript Engine

* Daemon FEEHCEFREESEBHENA Entitlements
* 41 : com.apple.itunesstored.accounts , FKEIKSEE
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02 AR Rt EE—Framework FEXAY;HEE

* [REA-1(Root Cause) : Zi& App 5JLAEA ( Private ) Framework , BJLAVE
FAFATE API

- [RA-2 : BRTHEXICE. REERLESERANSE

. fIF

» CVE-2014-4423 : 3B iCloud E{58E , Type: com.apple.account.Liverpool
« 0 Day - LSApplicationWorkspace : 73 EBIRFEA L EDEL App, B4 i0S 9 Beta 3 F{2&

o RIGE - RER. WSRO
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O ERINR tEE—Framework f8<AY; M EE

=

---[Test]---Sign In to iTunes =
Store

Touch ID requires your password
when iPhone restarts. Enter the
password for
“proteasgeeky@126.com”.

.....d

@ WV (B (R NN B Y @) R
Al 1S DI IE G (R RN (RS S

« Z XCVBNM @

o isMER-CVE-2014-4423
o MSIED - ENE App

.7123 space return
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2 D AHIIRHE—XPC {BXATHE

» i0OS & OS X FhKEfER XPC (IPC)
» KITTiE

« {85 Tweak ie: XPC K Mach jR5%
s M BB R LASIRSEEOERE
AR AYED | EORESILUER ; LSRR EEIE ;

. fBlF
» OS X - rootpipe: -[WriteConfigClient authenticateUsingAuthorizationSync:nil]
» CVE-2014-4492 : iOS & OS X, lack of verification of the XPC dictionary data type
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N AZE 5N EHEE—INR

» NRZIEIXE W+X (IRZFR |, A5

« KEBZRLAE :
:Rﬁﬁf@iﬁ
. JRE.ﬁﬁiﬁ-

+ PEBIRE(EF HTTP
9 ERAEM HTTPS )

. ZEtIET?ﬁﬁEJJﬂ%’EE
» RERIRBINEFHZEZ Keychain
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* JLFRrB RIS TN FRERRK M) 23 AR ENES R

o FXHSENBENITENGEEELES "hEA"
- i0S 9 ER{EFR HTTPS

= =2 TN
» BEXRIEUENT , socket
. google protocol buffers
* JSON , AR , WS ISAEXER ($=75%) , WSSHUREXA
« XML
- IR, FENAESREINAS ISEHE T, FUTHIA
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» BIAS|ZHIRT i0S FENEA RIS

- ZIEEYEIR
* REFBEN

MEE SR

» JLFALEEES App
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« BHAIESS ObjC = TRIf T 488

. OJL\BEIEENSE
» 325F ObjC o3k
« 733 Patch MBS *
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D HIrRKES
@ f91& Payload
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A IS S S AT R

HD

- BERED NHMIAFHRIT
- RFFRTRETETFIRIL S ERL EMACREY

. BT
* 238 MD5
- FAEINERE
o JIFRINE
* IEXIFRONER
- BHASEKEERAX ( BTRMEEE—RR |, XHAU1FEEE )
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O/HfﬂKﬂi&ﬁlfié&ﬁﬁﬁ%—ﬁﬂﬁﬂiﬂZlSEI’J#Lﬁ};|ufz

MASSUM. Xt =" patch.lua patch.nu signature.txt

* TRERZARYINELAIH
« 7£ didFinishLaunching i
- NEatDEIgISaTinE

« THE NERIBLE
« BIA—RREW zip F48

« zip BSHEREE MD5

* Zip BASERERWINE

* zip RATSU4-SBINEFFEIL md5S

- BRAREEHAE | Er 58 SHEERISRI4
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» —IRAZNEEMUITFEMIE © oM MBS R AR St
o FAIFHESIAR T ARUIER
* BAFREREBHARNIER
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/ﬂfﬂzﬁﬂﬁlﬂfi?&ﬁ'@ﬁ%—*@iﬁ Payload

* App as SDK : FIBIEFABHIIN8E#L Payload N
« X FABINERE. NFRINFEZBITEIEESE R

* LLDB Commands
» $0 = expression (id)[XXXSecretMgr sharedInstance]
* $1 = expression (id)[$0 getAppKeyWithlos]
» $2 = expression (id)[NSData dataWithContentsOfFile:@"XXX"]
» $3 = expression (id)[XXXAlgrithm encryptByte:$2 withAppKey:$1]
« expression (int)[$3 writeToFile:@"XXX" atomically:0]
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« iR : Charles

« Hfth : DNS &5
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AIEJA" SERBINE

username: qq, password: ww

» ER-IAEE-1
o« AEIN-BI B -2
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