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.text:004133FY4 mou [ebp+var_18], esp
-Lext-80M133F7 ; 11: k = 8;

-Lext00M133F7 mou [ebp+k], ©
text:80M133FE ; 12: for { 1 = B8; 1 < 18; ++1 )
-textI084133FE mou [ebp+i], B

-fext 08413405 jmp short loc_H13419
-text:-@e13487 [ e
-text-a84134087 ; 13: k += 1;

-text:-08413487

-Lext 004134087 loc_ 413487 : -
-text:-a0413487 mou eax, [ebp+k]
-textI0041340A add eax, [ebp+i]
-texta841348D mou [ebp+k], eax
-text:88413418 mou ecx, [ebp+i]
-text:-80413413 add ecx, 1
-text08413416 mou [ebp+i], ecCX
-text:88413419

-fextI80813319 loc_M134319: -
-text:o0413419 cmp [ebp+1], BAh
-text:0841341D jge short loc_413421

-textI001381F jmp short loc_ 413487
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woid _ cdecl _ noreturn wmainf)

int v@; // [sp+Bh] [bp-F4h]@1
char vi1; /7 [sp+Ch] [bp-E8h]@1
int i; /7 [sp+DBh] [bp-24h]@1
int k; /7 [sp+DCh] [bp-18h]@1
int *=uh4; 7/ [sp+E4h] [bp-18h]@1
int vw5; /7 [sp+FOh] [bp-4h]@h

memset{&v1, 8xCCu, 6xD8u);

vl = &ui;

ko= B;

for { 1 = B; 1 € 18; ++1 )
k += 1;

_printf{*givn®, K};

vt = B;

_system{"PAUSE™);

_exit(@);
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Asm to C:Push Stack

Push

Sub Esp,04
mov [esp],

16



Asm to C:Pop Stack

Pop

mov cax, [esp]
Add Esp,04
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Asm to C:Jmp (GoTo)

1. Jmp

2. Push
ret

3. Sub Esp, 04
mov [Esp],
ret
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Asm to C:j&

mov eax, 0
> sub eax,eax //H C.J# H ., NO GG
> and eax,0 //eaxBEHlof Az 4E

> xor eax,eax //H ¥ H & A xak, fEH 40
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Asm to C: &1k e

cmp eax,l
Je 0x12345678

> sub eax,1
> Je 0x12345678
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Asm to C: &1k e

cmp eax,l
Jg 0x12345678

> sub eax,1
> Jg 012345678

21



Asm to C: &t

cmp eax,l
J10x12345678

> sub eax,1
> JI 0x12345678

B
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Asm to C: &1k e

cmp eax, 0
Je 0x12345678

e i H A

p=gii1s

> test eax,eax  //#
> Jz0x12345678
> Je 0x12345678
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Asm to C: &t

cmp eax, 0
Je 0x12345678

> Or eax,eax
> Je 0x12345678

B

cmp eax,0
Je 0x12345678

> and eax,eax
> Je 0x1234578

24



Asm to C: Call

MessageBoxA( Argl, , Arg3, Arg4);

push Arg4
push Arg3
push Arg?2

push Argl
call MessageBoxA

25



Asm to C: Call

MessageBoxA( Argl,

push Arg4
push Arg3
push Arg2
push Argl
oush X [A]HIHE

Jmp MessageBoxA

,Arg3, Arg4);
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Asm to C: Call

MessageBoxA( Argl, ,Arg3, Arg4);
push Arg4

push Arg3

push Arg2

push Argl

oush & [A] i HE:

push MessageBoxA

ret




ASM — C:For

for (inti=0; ; I++)

{

/*...Do Anything You Want...*/
}

28



ASM — C:For

Projectl._GetExceptDLLinfo+FFA - xor eax,eax
Projectl._GetExceptDLLinfo+FFC - mov [ebp-0C],eax

Projectl._GetExceptDLLinfo+FFF - inc [ebp-0C]

Projectl._GetExceptDLLinfo+1002-
Projectl._GetExceptDLLinfo+1009-

Projectl._GetExceptDLLinfo+FFF

29



ASM — C:For

for (inti=2; ;)

{

/*...Do Anything You Want...*/
}
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ASM — C:For

Projectl._GetExceptDLLinfo+FFA - mov [ebp-0C],00000002
Projectl._GetExceptDLLinfo+1001- inc [ebp-0C]

Projectl._GetExceptDLLinfo+1004-
Projectl._GetExceptDLLinfo+100B-

Projectl._GetExceptDLLinfo+1001

31
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[int _tmaln(int argc, TCHAR® arzvw[])
d
printf{ "Hello Worldin");

s teml "PATEE" ) ;
return U
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int _ cdecl main(int argc, const char =xargv, const char =xenup)
i
_printf{"Hello Worldin"};
_system{"PAUSE™);
return 8;

}



Ilnt _tmaln{ilnt argc, TCOHAR* arzv[])
{

d5m

1
push Next

ret
h
Next:
printf{"Hello Worldin");

Svwstem "PAITSE" )
return O
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int _ cdecl main(int argc, const char =xargv, const char =xenup)
i
_printf{"Hello Worldin"};
_system{"PAUSE™);
return 8;

}



lint _twmaln({lnt arzc, TCHAR* argvw[])

d

_dsm

d
sub esp, 4
mov eax, Next
mov[esp],eax
ret

h

MNext:

printfi{"Hello Warldin");
sys temi "PAURE" ) ;
return U;
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int _ cdecl main(int argc, const char =xargv, const char =xenup)
i
_printf{"Hello Worldin"};
_system{"PAUSE™);
return 8;

}



int _tmalnfint argc, TCHAR* argvw[])

d

_asm

d
sub esp, 04
nov eax, NextOl|
mov[esp], eax
ret

h

MNext:

printf{"Hello Worldin"};
Swstem( "PATSE" ) ;
return 0

Next(]:
goto Next;



IDA View-4 | | Psevdocode-4 2] Hex View-1 || Stroctores [ =

e -

1int _ cdecl main{int argc, const char =**argu, const char =*enup)

21
3| return {int)&HextBH1;
b}

__UNHKHOWH




Sint _tmaln(int argc, _TCHAR* argw[])
|
_asm
|
push NextlOl
ret
h
MNext:
printf{"Hello Worldin"};
_tswstem{ L"PATSE" ) ;
return 0

Nextll:
_asm

|
push Next

ret

;

return 0
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Slwold  declspecinaked) H311WOr1di )

d

o

printf{"Hello Worldin"};
_tswstem{ L"PATRE");
_asm
d

add esp,0x04

ret

unslgned 1nt _next = {(unslgned Int)H311W0r1d;
Sllnt _tmalnflnt argc, TCOHAR* argzw[])

d

_asm
|

jmp dword ptr[ _next]
h
return [;
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int _ cdecl main{int argc, const char =*arqu, const char **enup}'

{
return next();
¥

int {*){void)



.data:0884830208 ; int {* next){void)

-data:BB483620 ? next@@3IIA dd offset ?H311WOr1dEEAYAXSZ ; DATA XREF: _main+3T|‘
-.data:8848308208 : H311WBr1d{void)
.data:88483824 align 8
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mashenghaodeMacBook:downloads aaaddressl$ file stupid

stupid: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked,
stripped

mashenghaodeMacBook:downloads aaaddressl1$ [



-text:00000000004000B0 public start

-text:000000000040008B0 start proc near

-text:00000000004000B0 mou ds:quord_688445, 1

-text:0000000000400868BC ; 3: JUMPOUT{&loc_L4AB2A8);

-text 90000000004 006BC mov rsi, offset aCongrazTheFlag ; "Congrazt! The flag is AIS3
ftext:-0000000000400808CAH xor rcx, rcx

-text:0000000000408008C9 jmp loc_4B882a0

-text:000000000048008CY? start endp

.text:00800000004006C9
.text:00800008004006CE |

.text:00800808004008CE ; -============== S U B R 0 U T I N E ==========s==========somcommsomoomooo-
.text:00800000004006CE

.text:00800006004006CE

-text:00000000004000CE sub_ 48806CE proc near : CODE XREF: sub_488146+76)1p
.text:000000000040008CE : DATA XREF: sub_488146+147 10
-text:000000000040088CE push FCX

-text:000000000040008CF

-text:000000000040008CF loc_4806CF: CODE XREF: sub_A4BBBCE+34]j

text:00000000004000CF mov eax, 1
text:000000000040008DY mov edi, 1
-text:-000000000040008D9 mou edx, 1

000000CE 00000000004000CE: sub_4000CE
4| m




LA B 2 P -k

pyold start()
1
quword 688445 = -LL;
JUMPOUT{&loc 4882A8);
H

_UNKHOUWH



IDA Pro fi##T Jmp

A BE AR retH| LLImp E 7EAS

Imp (£ B BN A [BIBE AT A gt

JmpfE T BRI AT [E]C ({5 rT AL

EEEU T, B2 retfil 2 5 8T

ﬂ-‘l

Jmp el Bk HI e v I e st bk

Bz i)



Ooverview

At EhEH, XAGAE— T

Flare-On CTF 2015
The F L A R E On Chadllenge

Instructions

BIELh: Flare-On_start_2015.exe

BB RERR

i Flare-On_start_2015.exe
&S %R Windows Self-Extracting Archive (183 KB)
{¢: http://flare-on.com

Firefox FERZ AN SR IR It A5 3R 2

Resources

BIESR: The Unarchiver (TB2%)
REER




FLARE-On Challenge #1 Completed! BFE  x =

I @flare-on.com @ 7H30H “a |7
Ha R |-

Congrats! I've attached the next
is "flare".

I he password to this zip archive

This challenge looks a lot like the ne out too, Good luck!

-FLARE

s S599EAS8F84AD97...



| C\Users\aaaddress1\Desktop'very_success.

You crushed that last one? Let's up the game.
Enter the password?> adr is handsome guy




J Library function © Data B8 Eegular function | Unexplored B Instoction  External swmbol

£ | Functions window O &8 x D4 View-4 || | [E Psevdocode-i (] | [©] HexView-1 [
 Funection name void _ usercall start(int a1@<{edi>, int a
£ sub_401000 i
F| sub_401084 int v2; // eax@1

start bool w3; /7 cf@2

vZ2 = sub 481888();

v3d = *{ DWORD =*)a1 < (unsigned int)v2;
5 *#*{ BYTE =)(al + 4) = vi;

» 18| vh = =( DWORD =})aZ2;
511 JUMPODUT{{char =)&loc_ 481896 + 1);

1
2
3
I
5 int vh; FF eax@?
i
i
8
o




Functon name

sub_401000
F | sub_401084

£ | start
(IR

Decompilation fatlore:
401001 ; posttive sp value has been found

Pleaze refer to the mannal to find appropriate actons

DK

Diom't dizplanyr this message again (for thas sessom ondy)

..l
o Tt F I



7| Functions wi-+ O & X

ID& View-4 [ Pseudocode-G [ Pseudocode-F [

Pszvdocode-E |

Function name

 # | sub_401000
| sub_401084

F| start

23

® 24
® 25
® 26
® 27
® 28
® 29
® 38
® 31
® 32
® 33
® 34
® 35
® 36
® 37
® 38
® 39
® 48
® 41
® 42

L3
Ly

® 45
® 46

¥

}

{

¥

LOWORD{result) = 455;

v1t = result;

ul *( BYTE =)ub++;

ug __readeflags();

vl =  ROL1__ {1, vh & 3);
writeeflags{uv?};

12 = {unsigned  int8){v18 + vi1 + {(ui15 ~ ud));

vl += p12;
vi13 = ={ BYTE =)u7 == { BYTE)uiZ;
vl = v/ + 1;
if ( *ul3 )
LOWORD{vE) = B;
result = vi5;
if { tvs )
break;
vy = viy - 2;
-—-u5;
if { tws )
return result;

return 9;
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void usercall start{int a1@<edi>, int a2@<{esi’)

{
int v2; ff eax@1

bool v3; /ff cfi@z
int wh; FFf eax@?

vZ? = sub L481888();
vd = *{ DUWORD =)al < (unsigned 1int)vZ;
*{ BYTE =){al + 4) = vZ;

3L WK 3 -

JUHPOUT({char =)&loc 481896 + 1);




-text:884818DB
-text:884818DD
-text:884818DE
-text:8848108DE
-text:86848108DE
-text:8648106DF
-text:884818DF
-text:884818DF
-text:8848108DF
-text:8848108DF
-text:0084616DF
-text:0046106DF
-text:884818DF
-text:004818EL
-text:004810EL
-text:0040108ES
-text:004010ES
-text:004010EG6
-text:004818E6

1010031 1

-text:084818E7
-text:804818E7

mov esp, ebp
pop ebp
retn
sub_ 481884 endp
i vZ2 = sub 481888();
; =============== § U BRODUTTIMHE ===================:
public start
start proc near
call sub_ 4810888
s 7: vd = *{ DWORD #*)a1 < {unsigned int)v2;
ccasd
: B: *{ BYTE =)(a1 + 4) = u2;
stosh
. e vh = ={ DUWORD =)aZ;
lodsd
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void usercall start{int ai1@<edi>, int a2@<{esi>)

1
int v2; // eax@i

bool v3; /ff cfi@z
int wh; FFf eax@?

vZ2 = sub 481888(),;
v3d = *={ DWORD =)a1 < {unsigned int)v2;
*{ BYTE =){al + 4) = vZ;

=_3%{ DUl *}5.°*

JUMPOUT{{char =)&loc 481896 + 1

IDA ProfE R $H 2 AR 1T B,
TR E—{EretslF IEEBIIMpANE /FERERE




-text:8684818DB
-text:884818DD
-text:864818DE
-text:8684818DE
-text:884818DE
-text:884818DF
-text:8048108DF
-text:864818DF
-text:864818DF
-text:884818DF
-text:884818DF

-text:8848108DF

-text:084818EL
-text:0684818ES
-text:084818ES
-text:084818E6
-text:804818E6
-text:0684818E7
-text:084818E7
-text:084818E7
-text:084818E7
-text:084818E7

mov esp, ebp
pop ebp
retn

sub_ 481884 endp

» O v2 = sub 481888({);

SUBRODUTTIMHNE

public start

call

sub_4816888

scasd

*{ BYTE =){a1 + 4) = v2;
stosh

vy = ={ DWORD =)a2;
lodsd

JUMPOUT{ {char =)}&loc 481896 + 1);
jmp short near ptyr loc_ 481896+1
endp



884818808 sub_48108688

8848108680
884810861
a840818082
8848108684
a8481887
88481088a
88481 88C
a8481812
88481815
a8481817
ae481e81D
884816820
884810822
88481825
884810826
884810828
a848182Dp
88481830
88481836

proc near : CODE SREF: startyp

pop eax

push ebp

mov ebp, esp

sub esp, 18h

moy [EDp—-T0h], eax

push BFFFFFFF6h ; nitdHandle

call GetStdHandle

mov [ebp-8BCh], eax

push BFFFFFFF5h : nStdHandle

call GetStdHandle

mov [ebp-8], eaX

push 5 : lpOverlapped

1lea eax, [ebp-4]

push eax ; lpHumberOfBytesUritten
push 43h ; NHumberOfBytesToWrite
push offset aYouCrushedThat ; "You crushed that lasf
push dword ptr [ebp-8] ; hFile

call WriteFile

push 5 ; lpOverlapped




80401054 push  dword ptr [ebp-4]

a8481857 push offset unk 482159

88481 85C push dword ptyr [ebp-18h]

08481085F call sub_ 481884

84810864 add esp, BCh

88481867 test eax, eax

80401069 jz short loc 481872

884810868 push offset aYouAreluccess ; ""You are successyrin'
g8481878 jmp short loc 481877

aaye1e72 [
08481872

g04081872 loc 481872: : CODE XREF: sub_4810088+697j
Ae4 810872 push offset aYouAreFailure ; "You are failureywriyn®
08481877

88481877 loc_481877: : CODE NXREF: sub_4810888+7071]
a84aB1a77 push dword ptr [ebp-8] ; hFile

a846167A call WriteFile

a8481888 mov esp, ebp

aeup1d82 pop ebp

0640810883 retn

8040816883 sub 48108088 endp

H84816883

104010684

ENE £ (15 ; e b S I_I B R l] U T I H E —+—+ ¢t 1+ F 1+t F 11111 1it



PO4B108Y : ===============§ U B R O U T I HE ========================c==========

A840810684

80481884 ; Attributes: bp-based frame

A840810684

804081884 sub 481884 proc near : CODE XREF: sub_481888+5FTp
A840810684

00401084 var C
00401084 arg 0
00401084 arg 4
00401084 arg 8

byte ptyr -HCh
dword ptr 8

dword ptr HCh
dword ptr 18h

8840610884

a84810884 push ebp

88481885 mov ebp, esp
a8481887 sub esp, 8

Ao40108A push edi

A04 01088 push esi

8481 088C ®or ebx, ebx

88481 088E mov ecx, 25h
a64810893 cmp [ebp+arg 8], ecx
B8461896

0040810896 loc 481896: ; CODE XREF: start+BQj
804061896 jl short loc_4818D7
A6461098 mov esi, [ebp+arg 4]

884810898 mou edi, [ebp+arg_#8]



-text:8684818DB
-text:884818DD
-text:864818DE
-text:8684818DE
-text:884818DE
-text:884818DF
-text:084818DF
-text:864818DF
-text:864818DF
-text:884818DF
-text:884818DF
-text:084818DF
-text:8848108DF

~texXCZHB4BTBES
text:a848108E7

mou esp, ebp
pop ebp
retn
sub_ 481884 endp
» O vZ2 = sub 481888();
; =============== S UBRODUTTIHNE ===================-:
public start
start proc near
call sub_ 4810888



int __declspecinaked)Func( )

{
_asm
{
pop eax
i
printf{"Hello Warldin");
FEANYTHING YOI WANT*/S
_asm
{
mov esp, ebp
pop ebp
ret
i
i
vold TrashCode( )
{
for {(int a, b, c, d, e, f, g, 1; ; 1 = a*b*c*(d==<e*f*z) + 1) for{int 1.k,l.m,n,o0,p;;);
F*USED FOR TRICEING CRACEER*/
i
int _tmalnf{int argc, TCHAR®* arzvw[])
{
Funci );
_asm
{
scasd
stosh
lodsh

Jjmp TrashCode+l



Functions window O &

x

Function name
n Func void )

__tmainCE Tetartup

_wmainC R Tetartup
__CwdInhandled ExceptionFilter{ EXCEFPT
___ Cawdtetlnhand led ExceptionFilter
__KeptFilter

__amsg_ext

__waetargw

__FindPERection
__IsNonwritableInComrentlmagze
__WValidateImageBaze
___security_indt cookie
___atonexatingt

m

D4 Visw-4 || | (2] Pevdocode-i () | [©] Hex View-1 [
1int _ cdecl  noreturn main{int argc, const cha
2K
3| int vw3; /7 edi@n
4 int vh; FF esil@n
Ll int wS; /7 eaxi@l
6| bool vb; ff cfi@2
7 char wi; FFf all@z
8
2 w5 = Func();

18| vH = *{ DWORD *)u3 < {unsigned int)u5;
11 ={ BYTE =){v3 + 4} = u5;

12| w7 = =( BYTE =)ul;

13 JUHPOUT{{char =)TrashCode + 1);

14)}
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| didn’t have murh vdu: dlmn
Don't try to fool me
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@clkao @ETBIlue @evenwu zEEFAER : =8
[FEEFARRET @ SeFERR ERAGR - FERETARR
B ¢ JciE [EBMERAGR : 58 TREEFAGRAEY - 4T
raas [ERAER - FREMAERD BT » SeEE TREER
sRd 0 FHEE TEEEMERE - B ERAER -
HEMERD | - B [BENGRET » LEE

EFARR - FEEERAER] o



lint _tmaln{int arzc, TCOHAR* argzw[])
|
_dsm
{
X0r PAx,Pax
xor ehx, ebx
Inc eax
1nc ehx
1nc ecCx

inc edsx
add[esp],eax
suh[esp], ebhx
push [0

printfi{"Hello Worldin"};

{
add esp,04

h
svs teml "PATEE" ) ;
return O



-text:-8684810888
-text:8684810888
-text:a84818M
-text:a84818M
-text:884810883
-text:808408108085
-text:884810886
-text:a8481887
-text:884810888
-text:88408108089
-text:8848188C
-text:88481088F
-text:a8481811
-text:a8481816
-text:a848181C
-text:a848181C

push

ebx

“"Hello Worldywn'

=0F
=0r

inc
inc

eax, eax
ebx, ebx
eax
ebx

inc
inc

add
sub
push
push
call

LI L ) . F ]

add

eCx

edx

[esp+i+var_ 4], eax

[esp+h+uar 4], ebx

5]

offset Format : ""Hel®o Worldin®
ds:__imp__printf

esp, 4



(RERFEATH RS [

(= LY o B i e I LA R

int _ cdecl main{int argc, const char =xargu, const char ==enup)

_printf{"Hello YWorldin™};

return 8;

}
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Ilnt _tmaln{ilnt argc, TCOHAR* arzv[])
{

d5m

1
push Next

ret
h
Next:
printf{"Hello Worldin");

Svwstem "PAITSE" )
return O
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push Handler

mov eax, fs:[0]
push eax

mov fs:[0],esp



EXCEPTION_DISPOSITION
__cdecl

_except_handler(
struct _EXCEPTION_RECORD *ExceptionRecord;
void * EstablisherFrame,
struct _CONTEXT *ContextRecord,
void * DispatcherContext)

{
printf( "Hello World”);

return ExceptionContinueSearch;

J



mov eax, [esp]
mov fs:[0], eax
add esp, 8



TEB (FS:[0])

0x00 _NT_TIB  NETID [+eeeeesnes > * EXCEPTION_REGISTRATION_RECORD ExceptionList

(FZE 15 REfKE

N NN N

* EXCEPTION_REGISTRATION_RECORD Next Next Next Next
PEXCEPTION_ROUTINE Handler Handler Handler Handler
Vv v Vv Vv
BIH R R K BIsh R ek BIsh R R BIsh R R

OXFFFFFFFF

BIER
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int _tmalnfint argc, TOHAR* arezvw[])
|
trw
d
printf{"ADE 15 Handsome!");

h
catch ¢...)

d
printfi{"Hello World");

;
_tswstem{ L"PATGE" ) ;

return [
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ae4113D08 push ebp
aa411301 mov ebp, esp
88411303 push BFFFFFFFFh

a84113E1 push eCX

a84113E2 sub esp, HCAh

804113E8 push ebx

A04113E9 push esi

A64113EA push edi

BO4113EB ; ©: memset{&u2, BxXCCu, BxXCHu);

804113EB lea edi, [ebp+var D@]
A84113F1 mow ecx, J8h

B84113Fo mow eax, BCCCCCCCCh
804113FB rep stosd

A84113FD ; 9: v1 = {unsigned int)&savedregqs ©=  securi
B04113FD mov eax,  security cookie
aa411482 b{i] g eax, ebp

aa411484 push eax

aa411485 lea eax, [ebp+var C]



B84113FD
a8411482
a84114084
a84114085

- - 5 - - I F

mov eax, security cookie

®xor eax, ebp
push eax
lea eax, [ebp+var_C]

A841148E
8841148E
aes11411
aes11411
88411418
A8411418
a841141A
a841141F
88411425
88411428
a841142A
a841142F
a8411431
88411431
88411431
a8411431
A8411433
B8411438
8841143E
ae41141
80411443
B8411448
8841144D

- 18: vl = &wl;

mow [ebp+uar 18], esp
- 11: vl = @;
mov [ebp+uar_ 4], B
= 12: _printf{"ADR is Handsome?!"};
mov esi, esp
push offset Format : "ADR is Handsome?t"
call ds: imp_ printf
add esp, 4
cmp esi, esp
jmp short loc 41144E
__catch$_wmain$e: ; DATA XREF: .rdata:@¢
mov esi, esp

push offset aHelloWorld ; "Hello World®™
call ds: imp_ printf

add esp, 4

cmp esi, esp

call j_ RTC_CheckEsp
mowv eax, offset SLN7
retn
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int _ cdecl wmaing)

int vi1; 7/ [sp+8h] [bp-DCh]@1
char v2; // [sp+Ch] [bp-DBh]@E1
int =u3; // [sp+CCh] [bp-16h]E@
int vh; /7 [sp+D8h] [bp-4h]@1

memset{&u?, 8xCCu, B8xCHu);
ud = &uil;

vl = B;

_printf{"ADR is Handsome?");
vl = -1;

_system{"PAUSE™);

return 8;



Int _tmalnf Int arzc, _TCHAR* arzv[])

d

trv
d
printf{"ADE 15 Handsome!");
h
catch (...]

d
printf{"Hello Waorld");
h

_tawstemi L"PATEE" ) ;
return [;



J1int _twmaln({int arzc, TCHAR* argvw[])

|
trw
|
_asm
|
XO0r Bax, eax
mov eax, [eax]
i
printf{"ADE 15 Handsome!l");
i
catch (...)
|
printf{"Hello Worldin");
i
svs teml "PATEE" ) ;
return U;l
R



=
e = Y (= L Y (Y =T I e IR

ol el ek b
S I i =T i e B

{

int _ cdecl wmaing)

int vi1; 7/ [sp+8h] [bp-DCh]@1
char v2; // [sp+Ch] [bp-DBh]@E1
int =u3; // [sp+CCh] [bp-16h]E@
int vh; /7 [sp+D8h] [bp-4h]@1

memset{&u?, 8xCCu, B8xCHu);
ud = &uil;

vl = B;

_printf{"ADR is Handsome?");
vl = -1;

_system{"PAUSE™);

return 8;



B ChUsers\asaddress1\Desktop\HelloWConsole\Debug'\Console. exe

Hello Horld“
FRTHITE R




Jint _tmaln{lnt argc, _TOHAR* arzvw[])

d

trv
!
_asm
d
X0r PAx, Bax
mov eax, [eax]
h
printf{"ADE 1z Handsome!");
_asm
!
ret [xFF
h
h
catch ...)
!
printf{"Hello Worldin");
h
svs teml "FATEE" ) ;
return 0O



int __userpurge wmain@<{eax>{int a1@<{eax>, int a2@<ebx>, int ald@<edi>, int al@<esi>, int argc, wchar_t =xargv, int a7, i

{

int vé5; /7 [sp-Ch] [bp-DCh]@E1

int vé6; /7 T<n-8h1 Thn-DRh1@E1

int vé7; !int v65; // [sp-Ch] [bp-DCh]E1
char v68; // [sp+0h] [bp-DBh]@1

int =v69; // [sp+CBh] [bp-16h]E1

int v7@; // [sp+Cih] [bp-Ch]@1

int (*u71)(); // [sp+C8h] [bp-8h]@1

int v72; /7 [sp+CCh] [bp-%4h]@E1

v71 = _ehhandler__wmain;
v¥B = al;

vae¥ = az2;

vhh = ak;

vGs = a3;

memset{&uod, BxCCu, B8xCHu);
u69 = &U65;

uiy2 = B;

return _printf("ADR is Handsome!")};



;

|#

int __cdecllwmainERTStartupf}

{

j security_init_cookie();
return _tmainCRTStartup();

re

“ Warning M\

Decompilation failure:;
I_IA 4118FC: positive sp value has been found

Please refer to the manual to find appropriate actions

ok |

| Dor't display this message again (for this session only)
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