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ownium

- ab. defineGetter ("bytelLength",
function() { return OxFFFFFFFC; });

-+ spawn crosh with fake messages

-+ send commands to crosh by spoofing the window id
- try_touch_experiment %s command injection
»race condition in mount to get root

+ magic symlinks to persist



towelroot

CVE-2014-3153 found by comex, 6/7/14

futex() syscall, break out of Linux sandbox
e (yes, this would’'ve worked for pwnium)
towelroot, universal android root

Used by 50 million people



‘tomcr00se”







GDB is Terrible

vagrant@eagle:~/demogira$ gdb demo_1

GNU gdb (Ubuntu 7.7-Oubuntu3.1) 7.7

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type “"show copying"
and “"show warranty" for details.

This GDB was configured as "x86_64-linux-gnu”.

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”.

Type "apropos word" to search for commands related to "word"...

Reading symbols from demo_1...(no debugging symbols found)...done.

(gdb) r

Starting program: /home/vagrant/demoqira/demo_1

number: AC

Program received signal SIGINT, Interrupt.

Oxf7fdb430 in __kernel_vsyscall ()

(gdb) bt

#0 Oxf7fdb430 in __kernel_vsyscall ()

#1 Oxf7eec483 in read () from /1ib/i386-linux-gnu/libc.so.6

#2 O0xf7e81503 in _IO_file_underflow () from /1ib/i386-linux-gnu/libc.so0.6
#3 Oxf7e823e9 in _IO_default_uflow () from /1ib/i386-1linux-gnu/libc.so.6
#4 O0xf7e8221b in __uflow () from /1ib/i386-linux-gnu/libc.so0.6

#5 O0xf7e61d3d in _IO_vfscanf () from /1ib/i386-linux-gnu/libc.so.6

#6 O0xf7e673d6 in __isoc99_scanf () from /1ib/i386-1linux-gnu/libc.so0.6

#7 0x0804853b in main ()

(gdb) |



Think of the first time you used |IDA...

W 1DA - C:\Users\Daniel\Desktop\arch.idb (arch - Copy.exe)
View Debugger Optons Windows Melp

a @ ot & v Z e X 0 0O windgdebugger

Enums
. Ay 4 Exports

Name
loc O 4U1861:
sub 0 401140 test edi, edi
A 201730 jle short loc_ 0 501895
‘.ul'_ll_‘«“. 30 —

ecx, [ebpevar_ 18] [ebpeu 18)
esi, esi esi
cax, [ebpevar_20] [ebprvar 28)
ebx, [eaxsecx=h) [ebprvar 10)
ne 5 of 103 ecx, [ebpevar 30) [ebpruar 18]
e . [ebprvar 14]) A0 > -
¥1 O040F13( main
Graph overview ormlinsad To: sub_0_K017C0:10c_0_BB1895 £qo4 -
[edx+eax=h] - - 134
L2ad) loc_0_BB1895: F138
sub [ebpevar_10], edi F13C
jl"lp loc_U KOV/F2 F140
sub_0 _B17Ce endp

_Mb_cur_max

U144 _impure_ptr
loc_0_L01843: loc_0 _501880: ) O040F148 t
edx, [ebx) nov edx, [ebx)
esi, 1 add esi, 1 N a2 ana e
eax, [ecx) nov eax, [ecx) 040F13(
[ebx], eax nov [ebx]), eax *y O040F154
ebx, & add ebx, 4
[ecx], edx nov [ecx]), edx
ecx, A add ecx, A

38 00401858: su 0 4017C0+DB

D040F14C

JO40F15E

=] Oufput window

sple IDC plugin:




...now think of what is possible.



Version Contro

00 } 00 00 00

00 0 03 00 00 00

00
00
Oxfeff
Oxfeff
Oxfeff
Oxfeffefoo: 04 00 00 00 00 00

Oxfeffef10: 0 00 00

oxf6ffef20 00 00
Oxfeffef30:
Oxfeffefdo
Oxfeffefs0:
Oxfeffeféo

Oxfeffef70;




jmp Ox
push dword ptr
jmp dword ptr |
lea , dword ptr
mov dword ptr
mov dword ptr
call
inp dword ptr |
push
jnp J
push dword ptr
jmp dword ptr
DOV x, dword
POV , dword
imul
BOV
shl X,
add p
mov dword ptr

ROV , dword ptr

I

) 4
mov dword

call

fatat6d(l, ) = 0

mnap2 (NULL, 4096, PROT READ |PROT WRITE,MAP PRIVATE|)

write(l, 8) = 8
fatat6d (o, ) = 0
mmap2 (NULL, 4096, PROT _READ | PROT
read(o0, 1024) = 4

WRITE , MNP

PRIVATE

ANONYMOUS

ANONYMOU

jmp loc €

8,-1,0)

00 00 00 00
00 15 7¢

00 00 00

01 00 00
00 00

00 00
00 00
00 00
00 00

00 00
00 00
00 00
00 00

100 00

UXLfeL£L5e0:
Oxf6LL££510:
Oxf6L£££600:

£
OxXf6£££610;:

Oc 51
a0 50

62 £6
ie 16

00 00°

push ebp
nov
and
subd
mov

nov

T O
-
"M

nov
nov
call
mov , dword
dword ptr

»'0 T
.
‘.

mov
call £f]
lea , dwor
mov dword ptr
mov dword ptr
call is 9
aov
DoV
imu

mov

d

dword

dword

mov
cmp dword
jne

leave

ret

2oV

call

A4

dword

pLx

push
sub
call
add
mov
test
Je ]
call
add
pop
ret

push dword ptr
imp dword ptr

{




4

A 4

mov dword ptr [
call printf

1y

x, dword ptr |

mov

mov dword ptr [ 1%
call f£flush

lea

X, dword ptr |
mov dword ptr [

mov dword ptr | 1y

call
mov edx

loc B048595
0x804859c

mov dword
call puts

150¢99 scant

, dword ptr |

mov x, dword ptr |
imul x, edx
mov edx, dword ptr |
shl ;, 2
add x, edx
mov dword ptr [ +
mov x, dword ptr |
cmp dword ptr | +
jne loc 8048595
loc B0485
aNOPE AOE ¢
x80485H8e

‘locﬁ80485al

0xB80485a6

0x80485a7

+

+ 03 "«]
4], loc_8l
)x8048649 x804851c
)xB04¢
0x18) xB04¢
+ Oxlc) 0x804
x804
+ 0x20] Dx804

A4

mov edx, dword ptr | 0
mov x, dword ptr | + 0x28
add edx, eax

mov x, dword ptr | + 0x2
add x, edx

mov dword ptr [ + 0x20),

add dword ptr

[ +

\ 4

mov dword ptr |
call
jmp loc

114
PUT!

e

awINNER

leave
ret

mov , 0




DEMO

dird.me


http://qira.me
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SAT Solvers

Guess
until
conflict

Backtrack

Solution Found
KFirst conflict N




Rewind FOorking

Oxf6fff430:
Oxf6f£ff440:

Oxf6£ff£f450:
Oxf6fff460:
Oxf6ff£f470:
Oxf6f££ff480:
Oxf6£f£f£f490:

01

00 00 00

03 00 00 OO 03 00 00 OO0 02 00 00 0O
81 bl 7e £6 0x804863d
03 00 00 00 72 c3 7e £6

2c c2 7e f6
08 00 00 00
00 00 00 00




Future of the Project

Carnegie
Mellon
University

BinaryAnalysisPlatform / bap




Companies spend millions of dollars
to make puzzles for me to solve

But the puzzles are getting
tedious and repetitive



I'm retired from hacking



Questions?

https://github.com/BinaryAnalysisPlatform/qgira

https://soundcloud.com/tomcrO0se



https://soundcloud.com/tomcr00se

