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» ProcessName
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RV 77 T

A/d
eI e | psafs
en(1) ntdll.dll->DbgBreakPoint 0x77C740F0-> _
len(5) ntdll.dll->DbgUiRemoteBreakin 0x77CDF 125->0x77CSE...
en(1) ntdll.dll->DbgUserBreakPoint Ox77C740F0->_
en(5) ntdll.dll-=NtProtectVirtualMemory 0x77C85F 18->0x060921...
en(5) ntdll.dll->ZwProtectVirtualMemory 0x77C85F 18->0x060921...
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inline ESD3C2408E B8 D7000000
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ntdll. DbgUiRemoteBreakin

htdll. DbglliRemoteBreakin ES B8F2FBFF

ntdll. DbgliRemoteBreakin+5 3677 ES 1a ntdll. DbgliStopD ebugging+12
ntdll. DbgUiRemoteBreakin+3 DB 34 fstp tword ptr [edx]

ntdll. DbaliRemoteBreakin+4, FE sti
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InMemoryOrderModuleList
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Initialized
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SsHandle
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Blink
EntryInProgress DliBase DllBase DllBase
EntryPoint EntryPoint EntryPoint
SizeOfImage SizeOfImage SizeOfImage
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ldm->InLoad0rderModulelist .Blink-=Flink = ldm-»InLoadOrderModulelist.Flink;
ldm->InLoad0rderModuleligt.Flink-=Blink = ldm->InLoad0rderModulelist.Blink;
ldm->InInitializationOrderModuleligt.Blink-=Flink = ldm->InlnitializationOrderModuleligt.Flink;
ldm-=InInitializationOrderModuleligt.Flink-=Blink = ldm->InInitializationOrderModuleligt.Blink;
ldm-=InMenoryOrderModulelist.Blink->Flink = ldn->InMenoryOrderModulel ist.Flink;
}dm-?lnHemoryOrderModuleList.Flink->Blink = ldm->InMenoryOrderModulel igt.Blink;
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2R nt!NtOpenProcess

kd> u 83062a58 83062a58+0x30
nt |INtOpenProcess
84062a58 8bff nov adi ada
84062a5a S5 push ebp
84062a5b 8bec never ebp.esp

4062a5d 51 push Sox
84062a5a 51 push acx
84062a5f 642124010000 ROV eax . dvord ptr s [DOOOULE%h]
84062265 828032010000 nov al.byte ptr [eax+13Ah]
84062a6b 8b4d14 nowv scx . dvord ptr [~bp°-4h]
34062a6a 8b5510 nov ejx,ivnri pty [=bp+10h]
34062a71 8845fc nov byte ptr [ebp 4:.3;
84062274 tt75%fc push dvord ptr [ebp-4
34062477 ({75fc push dvord ptr [—bp—"
34062a7a f£750c push dvord ptr [=bp+0Ch]
84062a7d ££7508 push dvord ptr [ebp+8]
84062280 «88t440600 call nt 1 PsOpenProcess (840c6btl4)
84062a85 9 laays
84062a86 <21000 ret 10h




= = HSELEN L 1ZHIntINtOpenProcess

kd> u 84062258 84062a58+0x30

nt | NtOpenProcess

84062a58 8bff noOv adi , ada

34062a5a 55 push ebp

84062a5b 8bec ROV ebp.esp

84062a5d 51 push &cx

34062a5a 51 push acs

94062a5f 642124010000 ROV eax. dvord ptr f=s:[00000124h]
84062265 828032010000 ROV al.byte ptr [eax+13Ah]
84062a6b 8b4dl4 nowv ecx . dvord ptr [=bp+14h)
34062a6a 8bS5510 ROV aedx,dvord pty [=bp+10h)])
34062a71 884Sfc ROV byte ptr [ebp-4].al
g4062a74 tt75¢%c push dvord ptr [ebp-4)
84062477 (£75fc push dvord ptr [=bp-4)
84062a7a f£750c push dvord ptr [=bp+0Ch]
84062a7d ££7508 push dvord ptr [ebp+8]
84062280 «863105b02 ~all 86613ae8

84062485 9 s ye

84062a86 <21000 ret 10h




IR i Call 86613AES8

d> u 86613a=8
#» ERROR: MNodules load completed but symnbols could not be loaded for EagleXlNt svs
36613ae8 2993c00cfd INp EagleXNt+0x18b80 (836dfb80)
16613aed 90 nop
36613ase 90 nop

36613a=f 90 nop
36613af0 291f34abfd Inp nt 'PsOpenProcess (840c6fl14)
“')fll ‘.‘\f‘» .,.” nc:
36h13af6 90 nop
36613af7 90 nop
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t IRt lpBreakVithStatusinstruction

B3e7c0d0 cc int 3

¢d> u ntintvritevirtualnenory

1t I NelriteVirtual Menory

1406172 6alB push 18h

B40617cd bbUOtccch push offset nt!| ?7 FNODOBFM: . "string'+0x3e80
B40617c9 PEQ 3 call nt!_SEH prologd fE e80bt8)
B40617ce 24010000 movw edil . dvord ptr fs:[124h]
314061745 8 3a010000 nov al.byte ptr Fd1+1’kh]
B40617db 8845ed nov Lytc ptx ::LF—ICL] al
B40617de 8b7514 nov ezl ,dvord ptr [ebp+l4h]
406172l 84cD test al.al

kd> u ntinteritevirtyalnenory

mt!NtWriteVirtualMenory

B40617c?2 e9b97cB31c Inp o\ . tWriteVirtualMenory (20899
840617¢c7 «S83 in

840617cY9 eB7a2e1204

840617ce 648b3d4d24010000 wmo edi . dvord r" f=:[124h]

84061745 BaB73a010000 W al.byte pt edi+13Ah]

840617db E884%5ed ) L"’c pty ::Lp—l'h] al

840617de 8b7514 ezl ,dvord ptr [ebp+l4h]

840617el 84cO test al.al
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== My Computer

HideKd - 1»

Windows 7

*

" vwaww.52pojie.cn

X=(F) WAE) = DD HE
2 &

BES 7.798

JO3EDF -66 8901 -

DACES - AS - movid

874-51 -pu %
51414444 - 50 - push eax
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GO0 00D 90 00 @ O EEREDDEEEERBE 8 E28
17410020 Sl no
17410021|" EB DF i short 17A10002
17410023 0000 add byte ptr ds:[eax], al
17410025| 0000 add byte ptr ds:[eax], al
17410027 0000 add byte ptr ds:[eax], al
17410029 0000 add byte ptr ds:[eax], al
1741002B| 0000 add byte ptr ds:[eax], al
1741002D| 0000 add byte ptr ds:[eax], al
17A1002F| 0000 add byte ptr ds:[eax], al
17410031 0000 add byte ptr ds:[eax], al
pt
pt
pt
pt
pt
L

-

A

17410033| 0000 add byte ds: [eax], al
17A10035| 0000 add byte s:[eax], al
17A10037| 0000 add byte ds: [eax], al
17A10039| 0000 add byte ds: [eax], al
17A1003B| 0000 add byte ds: [eax], al
fll 1741003D| 0000 add byte s: [eax], al
17A1003F| 0000 add byte ds: [eax], al
17410041 | 000 add bvte ptr ds:[eax], =l
17A10043| 0000 add byte ds: [eax], al
17410045| 0000 add byte ds: [eax], al
17A10047| 0000 add byte ds: [eax], al
17A10049 0000 add byte ds: [eax], al
17A10045 0000 add byte s:[eax], al
1741004D| 0000 add byte ds: [eax], al
17TA1004F| 0000 add byte ds: [eax], al
1?A10051 0000 add byte ds: [eax], al

o
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d> u 86613a=8

#» ERROR: Nodule load complste : oo : 1oa for EagleXlNt svs
36613ae8 2993c00ctd INp agleXNt (836 )

H6613aed 90 nop

36613ase 90 nop

36613a=f 90 nop
36613af0 291f34abfd Inp nt 'PsOpenProcess (840c6fl14)
“)hll'\f() S0 nop
36613afe 90 nop
36613af7 90 nop
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