Hack Mobile Games For Fun

L

HITCON 2015
ChienWei Hung (winest)

20715/08/29




> E AR~ AR E A

> PRk T 22 £
o iR PBIRIERTT R




S S "
w9 ? 16676

s

% YOUR TURNLE
BT I
«.&@\' o)

.
I'@ ESCi=rx)




) ( ’/
o . 9\""\ o ,._ ) . v
/ﬁﬁ &»@% RS )




K FrEr £ 4% 25 Rk gk 3

<
X

69. LEGO® : 70. Gangstar : 71. DH Texas : 72.ZigZag

Ninjago Vegas Poker - Texas Ketchapp
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LV. 2
» Unpack apk

e java -jar apktool.jar d -f “<src apk>" -0 “<dst
folder>”

» Repack apk

e java -jar apktool.jar b “<dst folder>"

+ java -jar signapk.jar “<pem file>” “<pk8 file>”
“<unsigned apk>" “<signed apk>"




Share with « Burn Mew folder
Mame

|| _entry.smali

) || InputMame.smali
armeabi . .
__| _Ranking.smali
res .
a.smali
drawable )
] b.srmali
drawable-hdpi .
] c.smali
drawable-Idpi )
) d.smmali
drawable-mdpi .
) || essmali
drawable-xhdpi .
L | f.smali
raw i
g.smali
values .
h.smali

values-ja

] | Lsmali
smali . )
) | jsmali
android .
| k.smali

com )
l.emali

m.smali
n.smali
o.smali
p.smali
g.smali
r.smali

22 items




‘new-instance v@, Lorg/apache/http/message/BasicNameValuePair;

const-string v6, "score”

new-instance v7, Ljava/lang/StringBuilder;

invoke-direct {v7}, Ljava/lang/StringBuilder;-><init>()V

“invoke-virtual {v7, v3}, Ljava/lang/StringBuilder;->append(I)Ljava/lang/StringBuilder;
‘move-result-object v3

-invoke-virtual {v3}, Ljava/lang/StringBuilder;->toString()Ljava/lang/String;
‘move-result-object v3

~invoke-direct {v@, v6, v3}, Lorg/apache/http/me String; )V
-invoke-interface {v5, v@}, Ljava/util/List;->ad

‘new-instance v@, Lorg/apache/http/message/Basic

-const-string v3, "pass”

new-instance v6, Ljava/lang/StringBuilder;

invoke-direct {v6}, Ljava/lang/StringBuilder;->
“invoke-virtual {v6, v4}, Ljava/lang/StringBuild

‘move-result-object v4d

-invoke-virtual {v4}, Ljava/lang/StringBuilder;->toString()Ljava/lang/String;

‘move-result-object v4d




Bytecode 4F Jaw

> ¥ Il B #7 source code
e d2j-dex2jar -f “<src apk>" -0 “<dst jar>"
e jd-gui “<dst jar>"




[<2 r.class - Java Decompiler

File Edit Mavigation Search Help
= ® 4| =
&

#-3 android supportvd rolass 52
- f} com badlogis. gdx
- i ing...

- iadm&mmm protected Integer a(String paramVarArgs)

= E komad60 = {

=3 blanco? trly
T farp _Inputlame class
hp _Renking class {
i _Eﬁchﬁ DefaultHttpClient localDefaultHttpClient = new DefaultHttpClient();
Y b HttpPost localHttpPost = new HttpPost("http:// . /regist.php");
ih € eliss String str = g.H;
b dclass = . s
. int i = (int)g.a();
i £olass int j = (@xFF & i >> 16) << 24;
1 Eelass s .
! el int (exFF & i >> 8) << 16;
ielsss int (exFF & i »> 24) << 8;
1 J.claes - . .
int OxDBFADABF ~ (i & oxFF | m | j | k);

int i1 = (n & OxFF) << 24;
int i2 = (@xFF & n »>> 24) << 16;
int i3 = (@xFF & n >> 8) << 8;
int i4 = @x421DAB73 ~ (OxFF & n >> 16 | i3 | i1 | i2);
ArrayList localArraylList = new ArrayList();
localArraylList.add(new BasicNameValuePair("name", str));
localArraylist.add(new BasicNameValuePair("score”, i));
localArraylList.add(new BasicNameValuePair("pass", i4));
localHttpPost.setEntity(new UrlEncodedFormEntity(localArraylList));
int i5 = localDefaultHttpClient.execute(localHttpPost).getStatuslLine().getStatusCode();

return Integer.valueQf(i5);

T Fr=rTraT

g.smali

') r.smali

22 items




LV. 2 ¥ 5]

A 3 #Lobfuscated

> #2581 7 & % checksum

> 3 A2 3% * Java g







' CONNECTION I
CONNECTION

App Middleware Platform  Connectivity/Network




» Unpack apk

» Disassemble 3 il
* ildasm.exe <dll path> /OUT=<il path> /UTF8

> i3 BTkl

> Assemble® dll

e ilasm.exe <il path> /DLL /OUTPUT=<dIl path>
/RESOURCE=<res path>

» Repack and sign apk




LV. 4
» .NET Reflectorfic & Reflexil

File Edit View Tools Help

QO | PHE | EE S|« - || .NET4L »|| 4 |

7 4* HealData.set_HealValue(Int32) : Void
“ HealData

2 ) Base Types [CompilerGenerated]

private void set_HealValue(int value)

4 System.Object {
® Derived Types this.<HealValue>k _BackingField = value;

ctor(Int32, Boolean, AttackTarget) } et nem o [

ctor(Int32, HitData, Single, Boolean, Single, In —]

CalculateHealValue(Int32, HitData, Single, Sin OpCode lde i - | Append |

HealValue : Int32 e  Insert before selection

ad S Heg L Voigl an int?3,
@ get_HealValue() : Int32 Operand type | Int32
#f IsDrawFont : Boolean Operand 10]
3% set_IsDrawFont(Boolean) : Void
= get IsDrawFont() : Boolean Sebastien LEBRETON's Reflexil v1.9
& TargetType: AttackTarget Method definition
g¥ set_TargetType(AttackTarget) : Void
v get_TargetType() : AttackTarget

## <HealValue>k_ BackingField : Int32 Offset OpCode Operand
#* <IsDrawFont>k_ BackingField : Boolean o o darg.0

Instructions |Variables | Parameters Exception Handlers | Overrides | Attributes | Custom attributes

4¢ <TargetType>k BackingField : AttackTarget .

1 (1 .Idarg.l

; Z |2 | stfld .Systen‘l.lnt32 HealData:<HealValue>k_ BackingField
private void set_HealValue(int value); y3 WA '
Declaring Type: HealData

Assembly: Assembly-CSharp, Version=0.0.0.0

m b

Configure Reflexil ._] [Strong Name Remaover .. ]




LV. 5
> Visual Studio & % i* i3 :z

> B @ Tool: & offset
e https://github.com/winest/ClLTools
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» Obfuscate
e Android3 - Unity» 3 > ﬁ%z‘if}l A% 5 A7 feder
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