A Dozen Years of Shellphish

From DEFCON to the Cyber Grand Challenge
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THE COMPUTER SECURITY GROUP AT UC SANTA BARBARA
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SIMULATION
2004

UC sanTa Barsara
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NoOrTHeasTern anb BOSTON university
AULLPTE mwyy :

enalman  croweltt
COLLIN mossBera Plzzaman
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: MobDern pay

/ Glanctuca :
6“(& Q«‘S(‘( ASU R — iz

abamb . BalLzaromH
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AULLPTE mwyy :

enalman  croweltt
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@ Professors

@ High Schoolers

) Undergrads

@ Graduate Students

@ Industry
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BEFORE: practice!
DURING: hack!
AFTER: party!



TP
CRETHS

BEFORE: write tools!
DURING: debug tools!
AFTER: plan new tools!
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REMINISCING
2009

O% SLA!
-2 HacKers




REMINISCING
2010

D TRACE
-2 Hackers




REMINISCING
201

O% SLA!
-4 HacCRrers
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nttps://git

6“(( Plis{(roous:

Nu

b.com/shellphish/puppeteer

nttps://git

Nu

h.com/reyammer/shellnoob

nttps://git

Nu

b.com/acama/xrop

nttps://git

Nu

b.com/zardus/preeny

nttps://git

Nu

b.com/zardus/memcurses

nttps://git

Nu

h.com/zardus/idalink

https://github.com/angr/angr



https://github.com/shellphish/puppeteer
https://github.com/shellphish/puppeteer
https://github.com/reyammer/shellnoob
https://github.com/reyammer/shellnoob
https://github.com/acama/xrop
https://github.com/acama/xrop
https://github.com/zardus/preeny
https://github.com/zardus/preeny
https://github.com/zardus/memcurses
https://github.com/zardus/memcurses
https://github.com/zardus/idalink
https://github.com/zardus/idalink
https://github.com/angr/angr
https://github.com/angr/angr

The next generation of binary analysis.






2005 Hex-Rays was founded
2007 Hex-Rays Decompiler 1.0
2009 Hex-Rays IDA 5.5

2011 Hex-Rays IDA 6.1

2013 Hex-Rays IDA 6.4



Making binary analysis techniques usable!

Open-source:
https://github.com/angr/angr (star it!)

Written in Python!
- installable with pip install angr
- interactive shell (using ipython)

- GUI

Architecture independent
x86, amd64, mips, mips64, arm, aarch64, ppc, ppcbs
ELF, CGC, PE


https://github.com/angr/angr
https://github.com/angr/angr

o

&

@

@

Binary Loader

Static Analysis Routines —

—b‘ Control-Flow Graph
b‘ Data-Flow Analysis

Symbolic Execution Engin

ﬁb‘ Value-Set Analysis

e




"How do | trigger path X or condition Y?"

1. Interpret the application to identify symbolic
variables.
read(0, &x, 4);
2. Track "constraints" on symbolic variables.
if (x < 100 && x >= 10)
3. When the required condition is triggered,
"concretize" to obtain a possible input.

if (x < 100 & x >= 10)
puts("You win!");
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Binary Loader

Stati

—b‘ Control-Flow Graph
b‘ Data-Flow Analysis

hb‘ Value-Set Analysis

Symbolic Execution Engine



Whitehat CTF - crypto400

if (prefilter(input))
error("PLEASE CHECK AGAIN!")
else
puts("INPUT OK")
do ] Uimasbeediamr=crypto(input, result)
if (strcmp(result, "growfish") == 0)
printf("FLAG: %s\n", ...)
else
puts("INPUT IS NOT GOOD ENOUGH.")
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@ Program
Security
policies
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Exploit



= Arbitrary memory accesses
-~ I

Controllable stack pointer

Security
policies |

Controllable instruction pointer

—

=

CGC Qualifiers Goal: CRASH
CGC Finals Goal: EXPLOIT
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Looking toward the future!

- CGC finals!
- $2,000,000 top prize
- Shellphish VS Shellphish CRS

- CTFs

- Can our tools finally help us?

- What do we do with our $750,0007?
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References:

this presentation: https://goo.gl/xFYItl

hitcon ent presentation: http://goo.gl/3ulxRa
angr: https://github.com/angr/angr

contact: yans@cs.ucsb.edu, @Zardus

._r“/



http://goo.gl/3ulxRa
https://github.com/angr/angr
mailto:yans@cs.ucsb.edu




2004

Zamarnbl

VOID

AULLPTE
BalLZarormtH
SICKO
IrSH

St pus

2005
enaGlmamn
Mmarco
VIruS
BeeTal
weaver

2006

coLumm
PlzZaman

2008
ODO
abamb

GluLLo
vouLTalre
BBOE&



ANcienT
HISTOIrY

Zamarnpbl

VOID

AULLPTE
BalLZaromtH
cenaGlMmamn
PlzzZaman
OoDO
abamb

FISH

6“((9(((5((

crowelrL
Glantuca NezoraG
‘ Zarpus ‘ rHeLMmoT
cavebpon Jay
spPermacHIne MOSSBErG
KIraT SalLs
reyammer suBwire
aAaNTONOOR “ MIKe _PlZzza
VITOr
HaCOPO DONFOS

Ccao DOouBLEe



aMTOMNoOB

SALLS zarpus
sUuBwire gy ODO

DONFOS Jgy ¢OLLN

Uc Lonbon:

/ Glanctuca :
6“(& Q«‘SQ’( ------------------------------------------------ o iz

abamb . BalLzaromH

cavebOon s

GluLLo
SICKRO

DouBLe | nuLLpTr Zanarbl marco abymb
acez BalzarorT VOID BeeTal COPO
MiKe PIzza PIzzaa&EM a0 BBOE <153nLuca
e L IMOT NEZ0NG myv VITOr
___________________ o R Vs N O
VOID X NULLPTI mwy NCey '
enGima -ﬁ»»enem%mﬁ crowel L
pizzaman A % COLUN mossBers Plzzaman
COLLIN /



