Android App7di ] A% Bl g B 451l

Joey{27350000 @ hst.tw}



i

il

N %.#j: I—

=F—2F




K_.\‘/j—’—‘

e

- A EZE (EBLE)
— I A~ =rAndroid
— iEy N EE - REENE T E
. —h
— BRI ARG > AAVEEEEILE—T

7




About Me

* Joey Chen
- BRIl _

TR R A
- Hack-Stuff Technology Core member

SRR
i
VAR

— 1SO 27001:2013 « FFENR

— BS 10012:2009 - NER R e
o KPE - wE AR

— 20124FEG e =

_ 20134EEX A

e
— 2014 Honeynet CTF =5

bl

|

3

1

A
oRE TR




1§
EIL%PF
il
LU

| =1
il

~.
-

i
/0

» SHEFAH ' Filr
o “/\éﬁE_“ Efﬁ/\ I‘ﬁzjjJ
s FHERFHE T BUE




N

i

. [

.+ HEEFE
. THAM

* Android OS 4%

. YR

|
J

s

5—f
J

* [R:E App

A
° \g\\m Sl

* Q&A

i

i

App
App



TR RIER(1) - 2 [a] T AR

lﬁ&éﬁ% .

Compiler V.S Reversing
ket Engineer

! . EiELR V.S giEat

| JRAEEEATRIE, ex:
! C/C++, .Net, Java...
*.0bj e * File format BN [H], ex :
- i file.obj *.exe, *.dll, *.jar...
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T E114E(1) - Genymotiom

——a _ °\

@ Genymotion for personal use

OO Genymotion

> +

Start Add

Your virtual devices

Q Google Nexus 7 2013 - 4.4.4 - API 19 - 1200x1920 ‘\

Q Google Nexus 5 - 5.0.0 - APl 21 - 1080x1920

A new version of Genymotion is available: 2.4.0 - X

User: joeychen15

g @

Gallery Settings

20 -




H.A12H(2) - Sublime

|_] strings.xml

a.java public.xml MainActivity$ 1.smali strings.xml

1 <? version="1.0" encoding="utf-8"7>

2 < >

3 < name="app_name'>ff</ >

4 < name="hello_world">Hello world!</ >

5 < name="action_settings">Settings</ >

6 < name="_">W@ER</ > '

7 < name="register">& i</ >

8 < name="unregister">zfE3¥</ >

9 < name="registered">2 i</ >

10 < name="unsuccessed">fEXuser or sn</ >

11 < name="successed">HRE{R</ > ‘
12 </ > |
13 |
SORCEC) ox 75000 [SCCSRCLUNRCT
‘Une 1, Column 1 Tab Size: 4 XML
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IDA pro

Edit Jump Search ¥iew Debugger Options Windows Help
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Functions window O& x ‘ B maviews B | [F Pevdocode-s | [T HexView-1 | [A]  stoctues | ] Eoms [ &
X Bction name - -text:0041524C sub_41524C proc near ; DATA XREF: .text:004153F4}0
TS CloseHandle -text:0041524C push ebp
7| € GetStaHandle .text:8041524D mov ebp, esp
i RaiseException .text:0041524F Xor eax, eax
2 R RtlUnwind .text:00415251 push  ebp
L RUnhandledEmepﬁnnFﬂtet .text:00415252 push offset loc_4152AD
L :wm,pu, .text:00415257 push dword ptr fs:[eax]
; ¢ CharNextW .text:0041525A mov fs:[eax], esp
7| E ExitProcess -text:08041525D mov eax, offset dword_41D5BC
7| M MessageBoxA .text:080415262 call sub_404EBC
7| FiFindClose .text:00415267 mnov eax, offset dword_41D5CH
£ | FiFindFirstFile W .text:0041526C mnov edx, ds:off_416BDC
£ | FiFreeLibrary .text:00415272 call sub_485778
| G GetCommandLine W .text:00415277 mov eax, offset dword_X41D6ES
f| G GetLocaleInfo W -text:08041527C call sub_4B4EBC
7| G GetModuleFileName W .text:00415281 mov eax, offset dword_41D6F8
7| G GetModuleHandle W .text:00415286 call sub_4B84EBC
g GGe'Pchddmss .text:0041528B mnov eax, offset dword_41D6FC
i GetStartupInfoA .text:00415298 call sub_4B4EBC
7 GetThreadLocale .text:080415295 mov eax, offset dword_41D7060
Z{ | LosdLibraryExW -text: 00415290 call  sub_UBLEBC
7] 15 LoadString W .text:0041529F Xor eax, eax
7| 15 lstrepyn W .text:004152A1 pop edx
7| Mlstrlen W .text:004152A2 pop ecx
7| R MultiByte ToWideChar .text:004152A3 pop ecx
7| RRegCloseKey -text:004152A4 mov fs:[eax], edx
71 R RegOpenKeyExW .text:0804152A7 push offset loc_u152B4
ResOnerv¥alneExW o .text:0804152AC
Line 1 i >
E Ov9of 743 00014651 00415251: sub_41524C+5
40F 4 Jutput window
LOF 7!

REELH usmg guessed tgi)e
unFs:_n':: us:‘Lng guessed type
uBFBwnu' using guessed type
uoFc. 888: using guessed type
y10a/B68: using guessed type
410¢iC4C: using guessed type
410FIAGC: using guessed type
4114/CF4: using guessed type

JF4C: using guessed type
448: using guessed type

int sub_4OF444(void);

int _ fastcall sub_48F76C(_DWORD, _DWORD);

_DWORD __stdcall sub_40F784(_DVWORD);
“DWORD __stdcall sub_40F888(_DWORD);

int _ fastcall sub_4OFB68(_DWORD, _DWORD);

int (__stdcall =off_u4@FC4C)(int, int);

int dword_418CF4[9];

_DWORD __stdcall sub_416A6C(_DWORD, _DWORD);

int _ fastcall sub_418F4C{_DVWORD, _DWORD);

int sub_411448(void);

S T
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Android OS

APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Activity Window Content View Notification
Manager Manager Providers System Manager

Package Telephony Resource Location XMPP
Manager Manager Manager Manager Service

LIBRARIES ANDROID RUNTIME

Surface Media . Core
Manager Framework — Libraries

R EN S _— . “Dalvik Virtual

libc

LINUX KERNEL

Display Camera Bluetooth Flash Memory Binder (IPC)
Driver Driver Driver Driver Driver

USB Keypad WiFi Audio Power
Driver Driver Driver Drivers Management
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Java
Interfaces

v
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Application Jav§ .class File .dex File apkbuilder
Source Code Compiler
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R.java

Compiler
Resources

Application
Resources
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Debug or
Release
Keystore

Zipalign

(release Signed and

Aligned.apk

Signed .apk

Jarsigner

mode)

{2 HZipalign T HEfZ A8 HYAPKIAES THITT i L » BEALKY
android-sdk/tools - ftlt iy 322 TAF Eikfapk B HE TR R
{(FapkEH-HFHIFTH B RIEIEE LR Bar T B8
f& - ERE BB ElapkfE ZE T 2R E B P o




Bf e — % APP

° Eﬁﬁﬁ::/z\‘
— Apktool, dex2jar, JD-GUI, IDA pro, androguard
- IRhE
— OSX, windows, linux
° Fﬁé& __‘A/E\‘
— Eclipse, Android SDK, Android NDK, genymotion
* SRR S

— Java, C/C++, .Net




fa il APK FEZEAE 2

. Apk Android [E FHIZE A EEZE
META-INF
« MANIFEST.MF : 35 B 3&2H ( Manifest file )

* CERT.RSA : {7 i% EAE /BB FIF REEEH -
o CERT.SF: #£{73& SHA-1 & &S E

— Lib : E4ma=F VIR

— Res NETEMWARFENEZE, ex: *.png, *jpg ...

— Assets :FHNTEIEEFTE A FEFREIVEFRERE > DUEEZE 2R T,
ex : BURRE...

— AndroidManifest.xml {47 Android)& BEAE 22 » A% FE R LT -
ARG ~ FreE R ~ aEtAR?S ~ ZE4EaV A e AR A TH

— classes.dex : classesfE ZZ i/ DEXYR =12 HIFE ZZA& = 0 FHINEDalvikE
tties TRy EE2ASE S

— resources.arsc : A #AREE i IYAE ZE, ex : #E4REE A xml

Jrﬁ}



Apktool : A Tool for Reverse APK

* Features

— Disassembling resources to nearly original form
(including resources.arsc, classes.dex, *.png. and
XMLs)

— Rebuilding decoded resources back to binary APK/JAR

— Organizing and handling APKs that depend on
framework resources

— Smali Debugging
* Requirements

— Java 7 (JRE 1.7)
— Basic knowledge of Android SDK, AAPT and smali

BRI © http://ibotpeaches.github.io/Apktool/



Smali V.S Classes.dex

e * smali
- —fESHEEES
— fix FH54T Dalvik VM FirfEsz iy DEX fE EAVEH & RE S =G
— A[E]jRJava
— {2 FHapktool 74 & {3
* (Classes.dex
— Java fiz JCHY Binary code

— Android{# FIHYdalviks bt e BUTEE R javale fhEias &
SRS

— dexf&EiclasstETHEL © NEmE BT EE Eopcoded ]~ —
==

TK
— [ HunzipA & {437




#1258 © dex2jar, JD-GUI

* Dex2jar
— 15 * . dexsEHA R * . jar
— HATTJEE ex : d2j-apk-sign.sh, d2j-jar2dex.sh, d2j-
asm-verify.sh, d2j-jar2jasmin.sh, d2j-decrpyt-
string.sh, d2j-jasmin2jar.sh, d2j-dex-asmifier.sh,
dex-dump.sh, d2j-dex-dump.sh...
 JD-GUI
— ID-GUI A [z g™ jar » j&F java [RIGHG R
— 77534 code review FHEEFE =0V #ERE B B 1Y
function

|-
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o HEEMELT smali, (R ARAE S A E in=

o] * jar o AHE B *.smali {7 K 375 i
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Smali (BEEETS 2

 “if-testz vAA, +BBBB” (54 BlEETE < - & VAA
W7 esBOPhEY - A5R PRl 4E 5w e BVE By
OFF Rt pkrE Z| BBBB 5 EMVRIZIE © IRf% =
BBBB “~BE /0 o

» “if-eqz” W5 VAA S50RIBkEE - Java BEVAFE
if(IVAA)”

+ “if-nez” 415 vAA R 50HIBkEE - Java 354
if(VAA)”
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@vdo||[Mtn® |83 | w||@O|dddF Fofa X/ pDO[ %) @D
| Library function © Data Bl Regular function 7 Unexplored Ml Instruction  External symbol
\ZFuncﬁonswimlow O & X ID& View-4 { ] Hex View-1 | (A] Structores | [ Enums | |‘E| Imports I [
Function name S : = ™1 J
£ <inits m L 2 )
£ accessh0 i Iz il e 55
£ | checkSN 1]
; 2§;§§mg i metoe3_11: metoe3_13:
71 onCreateOptionsMenn N iconst_8 aload_2 ; met883_slotBe2
v ireturn ifnull met883_119
f | onOptionsltemSelected 1] ™ =
§ J
il i =
met8083_17:
aload_2 ; met063_sloton2
invokevirtual java/lang/String.lengty
h{)I
bipush 16
if_icmpne metB883_119
I
< | 1 > E 7
(e 55
Line 30f 7 |—1dc
ﬂ"g,Graphovewiew O & X invokestatic java/security/MessageDiy
L gest.getinstance(Ljava/lang/String;)Ljav\
ﬁ%i a/security/MessageDigest;
.................... astore 4
aload 4
invokevirtual java/security/MessageD\

100.00% (-74,300) (19,98) 00000801 000000SF: checkSN+31
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Enter Passp
adding:
adding:
adding:

signing:
signing:
signing:
signing:
signing:
signing:
signing:
signing:
signing:
signing:
jar signed.

¥4 T [E]APK

hrase for keystore:
META- | NF/MANI FEST. MF
META- [ NF/RDSS. SF
META- [ NF/RDSS. RSA

res/drawable-hdpi /ic_launcher. png

res/drawabl e-mdpi /ic_launcher. png

res/drawabl e-xhdpi /i c_[auncher. png
res/drawabl e-xxhdpi /ic_launcher. png
res/layout/activity_main, xml
res/menu/main. xml
Androi dMani fest. xml

classes. dex

classes_dex2jar.jar

resources. arsc

Apktool b ff (F]H,
il ] Sz e o AR Y
B
{H2ApkEI AR E
jarsigner -verbose -
keystore
rdss.keystore -
signedjar ffx.apk
ff.apk rdss




ZE A META-INF

o [LEQEFIH RDSS.SF tE MANIFEST.MF % 17—

SHA1-Digest-Manifest 18 ' SEEHEEE
MANIFEST.MF X {48 SHA1 52 H base64

RIEHE - FTDLFEEREE » A /{/M
android/toollERE S 4T o

* SHA1-Digest-Manifest £& MANIFEST.MF ~{4:
1y SHAL 132 ] base64 ptHVAE R -




PREEAPP(1)

* |solate Java Program
— AR E BT 22 class fEZR AT server B » K]
JENRREL A TE » R B2 A S s~

ezt

* Encrypt Class File
— [ Fd AES, DES... EN#EEZHY class fEZE > (54

%EF@RZEHEQ% . HgEE F LG
 Convert to Native Codes
— X Android NDK 7% Project #£[E & C/C++ {Hif5
2 AR SR TR S > R
INEE AL




{FBAPP(2)

7INpsz

* Code Obfuscation
HYAE

— P DM A" ProGuard” s R - 1
S DRBGTARE G - BRI A
SFFEORERE - (RERURATRIYICHS

* Online Encryption
— http://sourceforge.net/projects/apkprotect/ 35 1[#
S|

AR RZ

uuv

H T EssEE (Java, C/C++> HREE

PLZE B S dmise S AHEEHYHY T BE

— https://dexprotector. com/node/4627 E&fﬁ%
* dex fEZHETTIRE » IFIEZE ~ HE - [
function call » TE{FSEEEM:
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JE{EEERE and Q&A

» —f% Apk HVEREEHAPR 26 /A 7

* Update Apk aﬁﬁf—@é’jkpﬁﬂ% ?

* FIH jarsigner gxHJApkiR 2 FiHy w5 FAH(E]IE ©
T B Apk g E s 2

o O] DI msE B BRI B I I 2EAE 2
i Apk ME ?
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