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ssion): session closed for user root
ion): session closed for user root

054]: pam_unix(sshd:se
hd:ses:
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Accepted sh2
7:22 11747-156 sshd T pam_unix =)
4 5:13 11747-156 sshd T pam_unix

0:24 19747-156 sshd[9920]: Accepted

5
ssion): session ﬂgened for user root by (uid
ssion): session closed for user root

d for root from 218.205.172.114 port 62260 ssh2
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220.167.100. 206 2 /Apr/2015:16:06:01 +0800 , ic/upload/error_page/error_test.htm] HTTP/1.1" 404
220.167.100. 203 2 Apr/2015:16:06:01 +0800 _ ic/upload/error_page,/error_test.htm]l HTTP/1.1" 404
220.167.100. 206 2 fapr2015:16:06:31 +0300 _ i _Lp1aad_Errﬂr_page'Errnr_xESt.kt11 HTTR/1.1" 404
220.167.100. 203 }/Apr/2015:16:06:31 +0800 . ic/upload/error_page/error_test.htm] HTTP/1.1" 404
220.167.100. 206 }/apr /2015:16:07:01 +0800 _ upload,/error_page/error_test.html HTTP/1.1" 404
220.167.100. 203 12/Apr /2015:16:07 :01 +HHQH " /publi _Lp1aad_Errﬂr_page'Errnr_IESt.ht11 HTTP'lnl” 404
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6/ L‘ M15-13:21:50.973312 [ _] [1:2220015: 1 SURICATA HTTP Host header asbiguows [*¢] [Classification: Generic Protorol Command Decode] [Priority: 3] {TC

al nusber of DXS Mo Such Mame Responses [**] [Classification: Potentially Bad Traffic] [Prior

J.
(ET POLICY Unusial nusber of DKS No Such Name Responses [**] [Classification: potentially Bad Traffic] [Prior

Classification: (null)] [Priority: 3] {TC
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- nevs Articleun
bigclasswuthorize
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[password) :

sallelassauthorizd | InFu23c383611068731
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. ZF1Ttop n

root@11747-156 nginx|# awk { §1} t_access.
116153 220.167.100. 206
116145 220.167.100. 203
74035 163.177.173.3
12639 125, 88.219.97
12582 111.206.61.180
12452 180,153.197. 58
11637 123.126.113.130
9651 182.118.33.8
7004 180.153.81.158

httpd]$ grep -r "sqlmap*" *_log_* |sed 20p
passport.ffan.com-access_log_2015-06-12:119.36.18.19 - - [12/Jun/2015:13:41:36 +0800] passport.ffan.com "POST /aj
ax/login HTTP/1.1" 200 80693 165 "-" "sqlmap/l1.0-dev (http://sqlmap.org)” "119.36.18.19" "PHPSESSID=016s8bk2sfd37
pjb3866fe8ns3; CITY_ID=110100; SESSIONID=0fe7cab2417b49f7ab415f190e5add56; U_UID=0fe7cab2417b49f7ab415f190e5add56

passport.ffan.com-access_log_2015-06-12:119.36.18.19 - - [12/Jun/2015:13:42:18 +0800] passport.ffan.com "POST /aj
ax/login HTTP/1.1" 200 37751 114 "-" "sqlmap/l.0-dev (http://sqlmap.org)” “119.36.18.19" "PHPSESSID=0fe7cab2417b4
9f7ab415f190e5add56; CITY_ID=110100; SESSIONID=0fe7cab2417b49f7ab415f190e5add56; U_UID=0fe7cab2417b49f7ab415f190e

passport.ffan.com-access_log_2015-06-12:119.36.18.19 - - [12/Jun/2015:13:42:19 +0800] passport.ffan.com "POST /aj
ax/login HTTP/1.1" 200 40758 133 "-" "sqlmap/l.0-dev (http://sqlmap.org)” "“119.36.18.19" "."
passport.ffan.com-access_log_2015-06-12:119.36.18.19 - - [12/Jun/2015:13:42:20 +0800] passport.ffan.com "POST /aj
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wajost _ pracury [

84 MXDIS? - SHNIOLAINFJ2/PORT LINK STATUS CHANGE(t) - 1 - Trag 1350 4840105 4l linktip ) portindex is 4227802, HAAmnStalus s 1, IFOperSiatus is §

MXDIS7 a WNALIOLIINF/S/PORT LINK STATUS CHANGE(D) Cthernet1 JO/ 20 In UP

. HL20879): MXKIKIged from > root, size 55, cAass v 0, nrcpts » 1, magid = <2009072001 20.n46K 1 K1 quO20a 798 localibast Socaldomain>,
OpeniMs - relay crvotGlocalhost

D sendmail{ 2082 L 580: from “root, size -t o D, , magid = 2009072001 20.n6K 1K1 bat glocahont bacaldomain»
OpendMsS rolay “roots

, DNC - - .o AN 20899 | naX I XTI ap0 200EY: from = <croot@localhost localdoman>, size> 1134, class 0, nropts
OpeniMs - magid 200907200120 s4X 1 X 1 gud 208 79 Blocalhost . localdomain >, proto»ESMTP, dacman sMTA, relay ~localhost localdomain [127.0.0.1)

DHC - ' sendmail| 2« 2k KIXlg 79: 1o vroot, ctia rsroot ). delay »00:00:01, xdelay “00:00:00, mailler-relay, pris30 5 relay»[127.0.0.1)
OpeniMs [127.00.1), dsn=2.0.0, statuSent (X 1X2xp0 20889 Mes epted for delvvery)

O \ g sendmaill 20893 | s 1K 219020893 from = <root@localhest lacaldomain>, sizea 1134, class 20, srcpts =]
' OpentMS e magid » <200907 2001 204X 1 X 1 ba0 208000 localhost localdomain>, proto ~ESMTP, daesmon *NMTA, relay »locathost localdomain [127.0.0.1)

DHC ~—y sendmail } croot | alhost. locak sin>, ctladder < calhost. localdomain> ( ), delay »00:00:00, xdelay »00
ODpeniMs mallerzlocal, pri=313464, dsn oL Sent

MK ’ e 4 sendmail{ 20830 MK IKIbgO2 o2 rool, cthadde=root (0/0), delay 000001, xdelay »00:00:00, matler=relay, pei= 30855, relay=[122.0.0.1)
OpenNMsS - [(127.00.1), dsnr2.00, stat sSant (nEX1XK21902009) Message accopted for delivery)

C - ; . vail s 11902 to» <root@localbost localdomain>, ctladdr > <root@locaivost local 0/0), delay»9 00, xdelay - 00
OpeniMS : mallerslocal, pria313446, danv2 statl-Sem

TS 2 AL feaal) S fob faine Lo / laba ausbea an /s Lealoade acha -/ " b raload acha bonl
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v.¢ elastic

Logs are shipped SySIOg ElasticSearch

via UDP syslog Archives then queues :
ogs o processing 071l oL Wi o

DwiqGey

RabbitMQ

F'mr( nterface
to full text log
searching

Parse logs into logical fields
System vitals are ? Graphs
generated by Graphital ! things
every 10 seconds and shipped
directly to graphite to be charied
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Logtime 1 v Xforwardip  Accesstimes 7 v Urlcount Ratio Accessspeed Urldeep Get post other Getratio Postratio Useragent count Dynamicratio

2015-08-06 14:27:00 2 08 ] 061 033 ) 99/0/0 0 00 i
2015-08-06 14:27:00 219.146.83.84 8 065 0.3 98/0/0 10 00
2015-08-06 14:27:00 56.214.36.228 97 52 03 97/0/0 10 00
2015-08-06 14:27:00 119211218 96 021 032 ‘ 25/71/0

2015-08-06 14:27:00 220.191.255.148 ¢ ! 001 0.32 ‘ 0/95/0

2015-08-06 14:27:00 14.204.23.245

2015-08-06 14:27:00 120.82.178.43

2015-08-06 14:27:00 103.43,184.23

Top 5 request.url.raw = Q

fajax/imyffan/getphonecode




Logtime Xforward ip Access times 3 Url count Ratio Access speed

Get post other Getratio Postratio Useragent count Dynamicratio
2015-08-0 :12:58 221.6.89.68 98 2 Ly G8/0/0 0

T-LR= = 8=

o
e P = b, (LW P A




Logtime 1 Xforward ip Access times 7 Url count Ratio Access speed Url deep Get post other Getratio Postratio Useragent count

2015-08-06 15:24:08 84 98 ) [, 033 2 08/0/0 1. 0.0
2015-08-06 15:24:08 115.236.163.84 6 56 0. 3 98/0/0 1. 0.0
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08
2015-08-06 15:24:08




Logtime 1 Xforward ip Access times 3 Url count Url deep Get post other Getratio Postratio Useragent count Dynamicratio

e ER P
|

2015-08-06 15:12:58 221.6.89.68 ] 2 ) ) 08/0/0 - 0 0
2015-08-0b

2015-08-D6

2015-08-0b

2015-08-0b

2015-08-06 8 60.191.228.116
2015-08-0b 119.124.63.223
2015-08-06 15:12:58 121.194.108.
2015-08-06 15:12:5

200 5-08-06 15:1.2:5

2015-08-06 15:12:5

2015-08-06 15:12:58

2015-08-06 15:12: 122.189.210.228
2015-08-06

2015-08-06

201 5-08-0b

2015-08-06

2015-08-06 15:12:58

2015-08-06 15:12:58 117.94.128.32
2015-08-06

2015-08-06

2015-08-06




access_speed @ qm 0. access_speed 1.03

access_times @ Q [ access_times 308

dynamicratio @am 0.5 dynamicratio 0. 54

get_post_other @ @ [M 180/1/0 get_post_other 305/3/0

getratio @ M 0.99 getratio 0.99

lTogtime @ Q @O 2015-08-11 13:12:15 Togtime 2015-08-11 14:12:55
postratio @ am 0.01 postratio 0.01

ratio @ Q [ 0. ratio 0.49

url_count @ Q M &7 url_count

url_deep @ Q M url_deep 2

useragent_count @& Q [T useragent_count 32

xforward_ip @ @ M 221.214.82.83 xforward_ip 221.214.82.83

access_speed @ Q [@ 0.57

access_times QaQaMm 172

dynamicratio @ QM@ 0.58

get_post_other @ @ [M@ 172/0/0

getratio QaemMm1l

logtime @ @ M 2015-08-11 12:49:25
postratio Q QMo

ratio @ Q @

url_count @ Q @

url_deep @ Q [@

useragent_count & @ [T
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! .149307 e :8 I"'ql.“"_'lt method": , reques d B .php", ' rvquht ‘—fur‘v.'arded—fcn'": "92.160.166,1¢

"sre:" :

, 'Tequest.rererer : http "eques ent”: " . SIE 6.u; Wi 5 "request.host":

", "response,code": 200, "re body”: - ; : / z0=0G1uav9zz; ! u"‘m'lff_)('l\bJ'ITI'll'|I'U'IC1pu.Ju._.-_m.u»
Ttzv9sawlpdcguk c2vox21hz2] jX3F1b3RTc19ydwsu ( J'-W]auaulv XNTNRFZGV] : ITVFS1ejE1X5k7 JEVIQGIWZWOKkaXInIEQPO2 TMKCRGPTLOVUXMKXE
‘I'Ef'l".-'l-'.'.c'IFLI[\]'IPLI]G».'L\ /BQYXROIE 5vdCBGh3VUZCBPCiBObYEQ NzaW9uIsIpo311bHN v\,RNPLIJ‘uTEw.’1E1-'GTWMTDtJatﬂ gkTjLlACmVhZGRpC |<F!1k YRQPSREL1IVIi4kTjskvD1AZGF0ZSg
Ws1tLwQgs DH)pt]f‘IM'ILEE‘ﬂ]Emﬂb XRpbWU0IFAPKTTAIEUIC3V] C3RYKGINC2VEY29udnvydChaZm] sZXB 1 cml zK WXMCWAKSWINCKT JFIOT ] ‘DIM'\ i LREma h‘gkucl\uﬂ x0I14krs4
ciI?avanu ZX2RpcigkuckpIEOuPS R:JL1I-.I14I\L|]t1bHN11c L]Dkﬁ ZuNobyAkTS 4kTDtA‘ Icl'IE‘tptLlfJ."Zhl‘JGl "

bod\ -}|phpm\, admi 5 ; ; 755\hautona
5-04- IIJ4 09:32:49140 o' T 7554 nde +30:04\ 14096

Linux li747-15
m g

Logout | File l-.-l-an;gerll nager | Execute Command | PHP Variable | Port § ecurity information | Eval PHP Cod 1 S°C . 1-1-qu1“ ”d‘_-'}t” I ! ”[l:'qul:'_-}t rI]l:'tth” ”PO l'l"unJt L“-IH 'I,I,l'phpjm_-' php” [l"qul"_'}t hGJt
, - o r-anent” "Mn?.ﬂ /5.0 (vﬂ'ﬂdma NT 6.1; Wouod) Apphhublﬂt’..ﬂ?.} (KHTML, hlw Gecko) Chrome\/44,0,2403.125 safari\/537.36", ruquu;t refer ur
T ————— p:\/\/ \/php2013.php", "request. cookie™: "PHPSESSID=nl4s113vSufpBo0@Sno6fuce2’; loginpass=ec38fe2ad4a7e0a8ded349b3533038¢h", re:rnme.:_ud

200, rv:pun:v_ content-encoding”: "qzip", "request.body": "act=Filefcud=harexportiIFAppkardefaulti2rpublic_html2F 1ivenapdenodpl=8p2=8p3=fpd=dcnarset=gb
LI T C r ||_|_ - Z1 1

n _— oy =1

i B : 2014-09-25 08:49:52

BidrURL: http://0) { :; }; ping -c 23 209.126.230.74/

#%: O{:}; ping -c 23 209.126.230.74

Birip: 209.126.230.72

Rt : %M CZ88.NET

User-Agent: shellshock-scan (http://blog.erratasec.com/2014/09/bash-shellshock-scan-of-internet.html)

R&: GET

HHRER: {"referer': '() { :; }; ping -c 11 209.126.230.74', 'host': '() { :; }; ping -c 23 209.126.230.74', 'cookie': '() { :; }; ping -c 17 209.126
230.74', 'accept': '*/*', 'user-agent': 'shellshock-scan (http://blog.erratasec.com/2014/09/bash-shellshock-scan-of-internet.html)'}
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H).somestatus 18 success (or something)
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Apache Kafka
A high-throughput distributed messaging system.
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-43

4 A : 0

idid: 2014-9-28 4:51:15
STRE(11710), ABEE: 0.59291 1l 4Hi: 0
t

elfire. com/komaless:

Bdidl: 2014-9-28 4:54:14

_ﬂ BZPF(11711), A3 0.299543 W aii: 0

idia: 2014-9-2¢

-ciRfE(11524), A GREE: 0.997455 e o: 0

fidl: 2014-9-28

EmEi1(31107), ABEE: 0.

me

EINE)s TR (new model), ABEZE: 0.9982540

KBS — T



—_——— N _ = :"'._ ; -

S oy il :sq1EET

I’ I?‘—Irjsql\(— } "Identifier’, 'single’, 'Identifier’, 'Error’]
~ N el ——iM = ST T_'-H FIN-gram

L] "'II

['('single’ ,:"_. "("Identifier’,)", "('s ﬂg'lv »

"{"Identif

1f1vr ", ( Idvﬂt1f1vr Errnr ( ﬂg1v , Identifie
m i -&sﬂ%ﬁwgsﬁ%

, —125.1495468 2al, lElal.EaiElElEhiEE:iF

* malicious

sQL:select the best student union from class

select the best student union from class maybe legit



&'Dj

A =

username: 11on_00
Tion_00 maybe legit

u5erﬂame:1gkhgﬁ
1ikhgé maybe malicious

accuracy:0.96(260.000000/271.000000)
Suspicious User:
frhrrd4

drgrrd43

likhgt

dgdg343
uyedegs
fort446

ffis78
fgsdhg235
dfgfhf66
dght577
dgdfhr4
dgdgeg54
heerrfgfe
seet3445
rgrro 7/

edgeted
dfgerd 4

gsgf8d
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