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Disclaimer

e Do not probe / scan / modify the devices that you don’t own.
e Do not change any value without permission.

e |t’s a matter of LIFE AND DEATH.

e Beware! Taiwanese CRIMINAL LAW.

Photo courtesy of
Wikimedia, CCO.
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BACnhet —
Building Automation and Control networks

BACnet was designed to allow communication of building automation and control
systems for applications such as heating, ventilating, and air-conditioning control,
lighting control, access control, and fire detection systems and their associated
equipment. http://en.wikipedia.org/wiki/BACnet




Building Automation?

BAS Screen Shots | Credit: Siemens Building Technologies
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Image from http://buildipedia.com/aec-pros/facilities-ops-maintenance/case-study-
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Building Automation!

Photo courtesy of Chien Kuo Senior High School.




ANSI/ASHRAE 135-2001

ANSVASHRAE Standard 135-2001

AE 135a, 135D, 135¢, 135d, and 135e)

ASHRAE
STANDARD

BACnet®—

A Data Communication

Protocol for Building
Automation and
Control Networks

Tahble 12-12. Properhies of the Device Object Type

Property Identifier Property Datatype Conformance Code
Ooject_ldentifier BACnetObjectldennfier

Ohbject Name CharacterString

(Ohoject_Tvpe BACnetObjectType

System_Status BACnetDeviceStatus

Vendor Mame CharacterString

Vendor_Identifier Unsignedl6

Model Name CharacterString

Fomoware Rewvision CharacterString
Application_Software_Version CharacterString

Location CharacterString

Descniphion CharacterSting

Protocol_Version Unsigned

Protocol_Revision Unsigned

Protocol_Services Supported BACnetSerncesSupported

Protocol_Object Tyvpes_Supported BACnetObectTypesSupported

Ofoject_List BACnetARFAY[N]of BACnetObjectldentifier
Max APDU Length Accepted Unsigned

Sepmentation_Supported BACnetSezmertation
Max_Segments_Accepted Unsigned

WVT_Classes Supported
Active VI_Sessions

Local Time

Local_Date

UTC_Offset

Dayhght Savmgs Status
APDU_Segment Timeout
APDU_Timeout
Number_Of APDU_Retries
List Of Session Eeys
Time_Synchronization Fecipients
Max Master

Max_Info Frames
Device_Address Bmdmg
Database Revision
Configuration Files
Last_Restore_Time
Backup_Faihwe Timeout
Artive_COV_Subscrnptions
Profile_Name

List of BACnetVTClass
List of BACnetVT Session
Tmme

Date

INTEGEER.

BOOLEAN

Unsigned

Unsigned

Unsigned

List of BACnetSessonKey
List of BACnetFecipient

Unsigned(1..127)

Unsigned

List of BACnetAddressBinding
Unsigned

BACnetARRAY[N] of BACnetObjectldentifier
BACnetDateTime

Unsigned16

List of BACnetCOV Subseription
CharacterString

c-o,q,qumqqqcFmqqq%%qquwwwmwwoowmwmwww:ﬂ:ﬂ




ICS Protocols

%’odbus

SIEMENS

©BACnet
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Distributed

Network
Protocol

 |CS — Industrial Control

Systems

« SCADA — Supervisory

Control and Data
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e DCS — Distributed

Control Systems
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Homemade BACnet




BACnet Layers map to OSI

[_] BACnet Defined BACnet Stack Layers OSI Layers
BACnet Application Layer Application (7)
BACnet Network Layer Network (3)
BVLL BZLL
| -2 (1 :
SOBR0Z.Z (EFEADZ2) MS/TP PTP Data-Link (2)
I DPAP BP/GT
LonTalk o
ISO 8802-3 EIA IP Supporting Zigbee Physical (1
Ethernet ARCNET 485 Bl 232 Data link Stack ¥ )

Credit: icpdas.com
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BACnet/IP

791 10:59:52. 600060000 10.1.1.23 10.1.3.4 BVLC J48 BACnet virtual Link control
792 10:59:52.601602000 10.1.3.4 10.1.1.23 BVLC 60 BACnet virtual Link control
970 10:59:55. 345765000 10.1.1.23 10.1.3.4 BACNet-APDU 54 uUnconfirmed-REQ who-Is
972 10:59:55. 348832000 10.1.3.4 10.1.1.23 BACNET-APDU 73 unconfirmed-REQ i-Am device,123456
1072 10:59:57.425856000 10.1.1.23 10.1.3.4 BACNET-APDU 61 confirmed-REQ readProperty[ 17] device,123456 object-Tlist
1073 10:59:57.425954000 10.1.1.23 10.1.3.4 BACNET-APDU 59 Confirmed-REQ readProperty[ 18] device,123456 object-name
1074 10:59:57.429561000 10.1.3.4 10.1.1.23 BACNet-APDU 64 Complex-ACK readProperty[ 17] device,123456 object-Tlist
1075 10:59:57.430674000 10.1.3.4 10.1.1.23 BACNet-APDU 75 Complex-ACK readProperty[ 18] device,123456 object-name
4 | I
# Frame 1073: 59 bytes on wire (472 bits), 59 bytes captured (472 bits) on interface 0
# Ethernet II, Src: 3c:a9:f4:21:22:f8 (3c:a9:f4:21:22:f8), Dst: 00:19:07:24:3c:ca (00:19:07:24:3c:ca)
# Internet Protocol Version 4, Src: 10.1.1.23 (10.1.1.23), Dst: 10.1.3.4 (10.1.3.4)
[+ User Datagram Protocol, Src Port: 47808 (47808), Dst Port: 47808 (47808)
# BACnet virtual Link Control
= Building Automation and Control Network NPDU
version: 0x01 (ASHRAE 135-1995)
@ Control: Ox04
= Building Automation and Control Network APDU
0000 .... = APDU Type: Confirmed-rEQ (0)
# .... 0000 = PDU Flags: Ox00
. 000 = Max Response Segments accepted: uUnspecified (0)

0011 = size of Maximum ADPU accepted: Up to 480 octets (fits in an ARCNET frame) (3)
Invoke ID: 18
service Choice: readProperty (12)
# objectIdentifier: device, 123456
& Property Identifier: object-name (77)

0000 00 19 07 24 3c ca 3c a9 f4 21 22 f8 08 00 45 00
0010 00 2d 2b f3 00 00 80 11 f6 b0 0a 01 01 17 Oa 01
0020 03 04 ba cO ba cO 00 19 42 f2 81 0a 00 11 01 04
0030 00 03 12 Oc Oc 02 01 e2 40 19 4d

13




BACnet/IP = UDP + BVLL + NPDU + APDU + ...

791 10:59:52. 600060000 10.1.1.23 | "-"E'FSI'Z'I'I, Hdr Len ontrol

792 10:59:52. 601602000 10.1.3.4 . ontral

970 10:59:55. 345765000 10.1.1.23 Type Of Service s

972 10:59:55. 348832000 10.1.3.4 device,123456

1072 10:59:57.425856000 10.1.1.23 | Tatal Length roperty[ 17] device,123456 object-Tist
1073 10:59:57.425954000 10.1.1.23 roperty[ 18] device,123456 object-name
1074 10:59:57.429561000 10.1.3.4 roperty[ 17] device,123456 object-Tist
1075 10:59:57.430674000 10.1.3.4 | |0 roperty[ 18] device,123456 object-name

a

Frame 1073: 59 bytes on wire (472 bi
Ethernet II, 5rc: 3c:a9:f4:21:22:f8 J
Internet Protocol version 4, src: 1C
User Datagram Protocol, Src Port: 47
BACnet virtual Link control Timme To Live
Building Automation and Control Netw

version: 0x01 (ASHRAE 135-1995) MAC Frotacal
control: 0x04
= Building Automation and Control Netw

0000 .... = APDU Type: Confirmed-r |P Hdr

.... 0000 = PDU Flags: Ox00
.000 .... = Max Response Segments Bl F' —_—
.. D011 = size of Maximum ADPU =

Invoke ID: 18

service Choice: readProperty (12) UDP Hljr [ Source Addr
@ ObjectIdentifier: device, 123456 |
Property Identifier: object-name (

Flag=s, Frag Off=zet

OIEEEHER

- Checksum

BWLCI — |
0000 00 19 07 24 3c ca 3c a9 f4 21 2 ..
0010 00 2d 2b f3 00 00 80 11 f6 b0 0 — Destination Addr
0020 03 04 ba cO ba cO 00 19 42 f2 8
0030 00 03 12 Oc Oc 02 01 e2 40 19 4 |

MPClI

Source Port

APDU —

Destination Port

— Length

Check=sum

Charts courtesy of http://www.bacnet.org/Tutorial/BACnetIP/default.html
14



http://www.bacnet.org/Tutorial/BACnetIP/default.html
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BACnet/IP = UDP + BVLL + NPDU + APDU + ...

791 10:59:52 MI':'||: BVLC “48 Bacnet virtual Link control

792 10:59:52 - BVLC 60 BACnet Vvirtual Link Control

970 10:59:55 BACNet-APDU 54 uUnconfirmed-REQ who-Is

972 10:59:55 BACNET-APDU 73 unconfirmed-REQ i-Am device,123456
1072 10:59:57 BACNET-APDU 61 confirmed-REQ readProperty[ 17] device,123456 object-Tlist
1073 10:59:57 BACNET-APDU 59 Confirmed-REQ readProperty[ 18] device,123456 object-name
1074 10:59:57 El Fl BACNet-APDU 64 Complex-ACK readProperty[ 17] device,123456 object-Tlist
1075 10:59:57 BACNet-APDU 75 Complex-ACK readProperty[ 18] device,123456 object-name
I

a

Frame 1073: 5 * 0
Ethernet II, 10:19:07:24:3c:ca)

Internet Prot IR
User Datagram T:'."F'E" = K'81
axcnet virwa - BYLL]—— Function = X'04"
Building Auto

version: Ox
control: 0x — LE'I'Igth

= Building Auto
0000 .... HMPCI |
... DOOO
-000 ... Version = ®'01°
. 0011
Invoke ID: Control = ¥'04"
service cho APDY —

ObjectIdent

Property Id T LAMN Segment

OIEEEHER

‘rame) (3)

{:} BACnet Device
0000 00 19 07 24 3c ca 3c a9 f4 21 22 8 08 00 45 00 A TR L

0010 00 2d 2b £3 00 00 80 11 f6 b0 0a 01 01 17 0a 01 R

0020 03 04 ba c0 ba c0 00 19 42 f2 81 0a 00 11 01 04 ........ B.ovvnnn EEMD

0030 00 03 12 Oc Oc 02 01 e2 40 19 4d ..., @.m

BBMD = BACnet broadcast management device

Charts courtesy of http://www.bacnet.org/Tutorial/BACnetIP/default.html
15
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BACnet Objects

ﬁ Binary Input
() Binary Output
(7 Binary Value
(7 Analog Input
Analog Output
() Analog Value
) Averaging

[ LifeSafetyZone

Credit: www.bacnet.org

(5 Multi-state Input
() Multi-state Output
i Multi-state Value
) Loop

(J) Calendar
Notification Class
7J) Command

I LifeSafetyPoint

16
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File
Program
Schedule
Trend Log
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BACnet-discover-enumerate.nse (1)

Object Name Packet Sent == 810a001101040005010c0c023FFFFF194d

R T A L N

object-identifier (75),
object-list (76),
object-name (77), > 77 == 0x4d
object-property-reference (78),
object-type (79),

Source: ANSI/ASHRAE Standard 135-2001

Source code:
https://qithub.com/digitalbond/Redpoint/blob/master/BACnet-discover-enumerate.nse

aTREND"
17 | = MICRDO
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BACnet-discover-enumerate.nse (2)

e Other Read Properties To Try

—3810a001101040005010c0c023FFFFF19xx
e Vendor ID: 120 (0x78)
e Description: 28 (0Ox1c)
e Firmware: 44 (0x2c)
* Application Software: 12 (0xOc)
* Model Name: 70 (0x46)
* Location: 58 (0Ox3a)
e Object Identifier: 75 (Ox4b)

Source code:
https://qithub.com/digitalbond/Redpoint/blob/master/BACnet-discover-enumerate.nse

TREN X
18 ‘ MICR
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BACnet-discover-enumerate.nse (3)

Vendor ID: Vendor ID: Aregistered BACnet
Object-identifier: Vendor

Firmware: | | N |
Application Software: Object-identifier: unique
Object Name: identifier of the device. If the
Model Name: Object-ldentifier is known, it is
Location: possible to send commands with
Broadcast Distribution Table (BDT): BACnet client software, including

_ Foreign Device Table (FDT): Empty Table those that change values,
programs, schedules, and other

operational information on BACnet
devices.

# nmap --script BACnet-discover-enumerate.nse -sU -p 47808 140.XX.XX.XX

a TREND.
19 MICRDO




BACnet-discover-enumerate.nse (3)

Vendor ID: Broadcast Distribution Table
Object-identifier: (BDT) : Alist of the BACnet
Firmware: Broadcast Management Devices
Application Software: (BBMD) in the BACnet network.
Object Name: This will identify all of the subnets
Model Name: that are part of the BACnet
Location: network.

Broadcast Distribution Table (BDT):

_ Foreign Device Table (FDT): Empty Table Foreign Device Table (FDT): A
list of foreign devices registered

with the BACnet device. A foreign
device is any device that is not on
a subnet that is part of the BACnet
network, not in the BDT. Foreign
devices often are located on
external networks and could be an
attacker's IP address.

a TREND“
20 MICRO




Map Out Connections

Nmap scan report for 140-xxx-xxx-xxx.n**k.edu.tw (140.XXX.XXX.XXX)

Host is up (0.00050s latency).

PORT  STATE SERVICE

47808/udp open BACNet -- Building Automation and Control Networks

| bacnet-info:

| Vendor ID: Siemens Schweiz AG (Formerly: Landis & Staefa Division Europe) (7)
| Vendor Name: Siemens Building Technologies Inc.
| Object-identifier: 0

| Firmware: 3.7

| Application Software: INT0O370
| Object Name: 250C0001874
| Model Name: Insight

| Description: BACnet Device
| Location: PC

| Broadcast Distribution Table (BDT):

| 140.xxx.xxx.xxx:47808

| 140.xxx.xxx.xxx:47808

| 172.18.9.254:47808

| _ Foreign Device Table (FDT): Non-Acknowledgement (NAK)

21




FDT = NAK!

Nmap scan report for 140-xxx-xxx-xxx.n**k.edu.tw (140.XXX.XXX.XXX)

Host is up (0.00050s latency).

PORT  STATE SERVICE

47808/udp open BACNet -- Building Automation and Control Networks

| bacnet-info:

| Vendor ID: Siemens Schweiz AG (Formerly: Landis & Staefa Division Europe) (7)
| Vendor Name: Siemens Building Technologies Inc.
| Object-identifier: 0

| Firmware: 3.7

| Application Software: INT0O370
| Object Name: 250C0001874
| Model Name: Insight

| Description: BACnet Device
| Location: PC

| Broadcast Distribution Table (BDT):

| 140.xxx.xxx.xxx:47808

| 140.xxx.xxx.xxx:47808

| 172.18.9.254:47808

| _ Foreign Device Table (FOT): Non-Acknowledgement (NAK)

22




Let’s Gather MORE Information

e Systems Require you to Join the Network as a Foreign Device
to Enumerate Devices that are attached, as well as points

— Once Registered in FDT, perform a Who-is message
— Parse I-Am responses

— Profit?

23



BACnet Discovery Tool (BDT)

L, BAChet Discovery Tool v2.03.00 (=]

Device 123456 SimpleServer at 10.1.3.4:bac0 BEMD Address

w. 1 . 3 . 4

Set BEMD

Search

Devices Discovered

—

24




View Connected Inputs

Device 240001: device240001 at 61.220 SEBMMbac) on net 2401 with MAC 1 (=] = |
1
File-104 »| Object Properties
Program-1
g
Trendlog-3 Object Mame
Trendlog-4 m250 1
Binary Value-7 I = Cancel |
Schedule-1 Present Value
Analog Input-1 I 0
Trendlog-1
Analog Input-2
Eﬁ:ﬂ?ﬂit—l In_Alarm Fault  Overridden Qut_of_Service Refresh |

Trendlog-5 r r r r

Binary Value-&
Binary Input-2
Trendlog-13 Write Value |
Trendlog-12

Trendlog-10 - |1 I
Trendlog-11 Priority At
Trendlog-2 )

Binary Value-4 Write |

Binary Value-5
Binary Value-2
Binary Value-1
Binary Value-11
Binary Value-9
Binary Value-8
Binary Value-10
Binary Value-10
Binary Value-3

Binari Value-3
N

Trendlog-6
Binary Output-2
Trendlog-7 m

m

4

25




"{We Iaok'"g~f0|55.dent|s i

MM

Another day.
Today we look for BACnet devices.

26




Shodan + BACnet Discovery Tool
oo

& Download Results

®% SHODAN

#% Exploits % Maps |l Create Report

TOP COUNTRIES Showing results 1 - 10 of 86
140.122.73.16

National Taiwan Nermal University BACnet ADPU Type: Error (5)

Bl Taiwan, Taipei
Details

140.112.178.206

Taiwan, Province of China 57 National Talwan University Instance ID: 4154383

Object Name: BW
- Taiwan, Taipei Jec ame

TOP CITIES Details Location: WebAccess
Talpel 20 Vendor Name: BroadWinm Techmolegy, Inc.
Keelung 4 Application Software: 7.@
Kashsiung 2 Firmware: @.599
Model Name: WebAccess Bacrmet Server
Hsinchu 2
Description: Desc
TOP ORGANIZATIONS
CHTD, Chunghwa Talecom C... 17 60_248_45_235
National Talwan Normal Univ... 12 Instance ID: 4194193
National Taiwan Ocean Unive... 3 CHTD, Chunghwa Telecom Co., Ltd. Object Mame: BW
Yuan Ze University 2 Bl Taiwan Location: WebAccess
Taiwan Fixed Network, Telco ... 2 Details Vendor Mame: BroadWin Technolegy, Inc.
Application Software: 7.8
TOPF PRODUCTS Firmware: @.%9
Model MName: WebAccess Bacnet Server
WabAccess Bacnet Servar 17 Description: Desc
PCO1000WED 2
pCOWeb@ 1
WCH7 1
211.72.93.146
WC-BACems 1

Instance ID: 4134383

CHTD, Chunghwa Telecom Co., Lid. Abiart Home. W

BACnet port = OXxBACO = port 47808

27



Country: TW

e As of July 29, 2015

e 48 BACnet devices
— 14 Advantech / BroadWin WebAccess Bacnet Server 7.0
— 4 Automated Logic LGR
— 3 Carel S.p.A. pCOWeb
— 2 TAC MNB-1000
— 1 Siemens Insight

e 59 Ethernet/IP
e 23 Moxa Nport Ethernet-RS485 in N**U

28



14 Advantech/BroadWin WebAccess
Enabling an Intelligent Planet

e CVE-2011-4522 XSS in bwerrdn.asp

e CVE-2011-4523 XSS in bwview.asp

e CVE-2011-4524 Long string REC

e CVE-2011-4526 ActiveX buffer overflow

e CVE-2012-0233 XSS of malformed URL

e (CVE-2012-0234 SQL injection

e CVE-2012-0236 CSRF (Cross-site report forgery)

e CVE-2012-0237 Unauthorized modification

e CVE-2012-0238 opclmg.asp stack overflow REC

e CVE-2012-0239 Authentication vulnerability (still in 7.0)
e CVE-2012-0240 Authentication vulnerability in GbScriptAddUp.asp
e CVE-2012-0241 Arbitrary memory corruption

e CVE-2012-0242 Format string exploit

e CVE-2012-0243 ActiveX buffer overflow in bwocxrun.ocx

e CVE-2012-0244 SQL injection

29




11 Protected by Password

Kenting-Cae Caesar-Kent| welcome

- —

,T! [T | | [11:56:32

Kenting Caesar Park Hotel 34~ H“]@(*kﬁ&’ﬁ‘

z ZTRENQ
30 MICRO




11 Protected by Password

ChungHuaUNV ChungHuaUNV welcome
I o — , o =

=

AR N\

e - _‘:’

L B 4023

Chung Hua University f[1# A2

31




11 Protected by Password

ChungYuan CYCU Dormit| welcome

CHRISTIAN UNIVERSITY

CHUNG YUAN 92 ammusune

[T T 1] | [12:12:55




11 Protected by Password

welcome

RAS

EIEFERESIZEFRGE MAIN

ISR EIE FRP BETE A I A 43 TS ER 2 =)

Hydean Biotechnology Co., Ltd

IS ZKEEIBES SRR

B IEsEEIEsESEEE PUMP

FEELBESAHTARE] History
[ T T3] [A[EMS_Salt |

|11:54:05

Hydean Biotechnology Co., Ltd. J# Fi % $7%|#

33



3 No or Default Password

TR g raph=main . bgr

[T [ [A[FAN3_F_S Imain.bgr [12:02:23

Underground Driveway, ** Road **H1 =5 i

34



Unprotected HMI

6068,

PEHIEZE . bar 12:03:54
g f7 kb T i =




Unprotected HMI

‘._ S graph=Ffif B F= -bar

| [ [ T JA[FAN3_F_S (B ber [12:04:48
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Unprotected HMI

\ v DAIKIN welcome

Open eAutomation

Boundless Imtegration

Advantech WebAccess

www.advantech.com.tw

[T T B

37



Project Management

Yi
=1 .

‘3 W21 (topip)
‘32F PLC 1 =
101_2-06_AirFlow
101_2-06_AirFlow_Set
101_2-06_ONOFF
101_2-06_ONOFF_Set
101_2-06_Remote_Set
101_2-06_RemoteMode_S
101_2-06_RemoteTemp_S
101_2-06_Temperature
101_2-06_TemperatureS
101_2-07_AirFlow
101_2-07_AirFlow_Set
101_2-07_ONOFF
101_2-07_ONOFF_Set
101_2-07_Remote_Set
101_2-07_RemoteMode_S
101_2-07_RemoteTemp_S
101_2-07_Temperature
101_2-07_TemperaiureS
102_2-05_AirFlow
102_2-05_AirFlow_Set
102_2-05_ONOFF
102_2-05_ONOFF_Set
102_2-05_Remote_Set
102_2-05_RemoteMode_S
102_2-05_RemoteTemp_S
102_2-05_Temperature
102_2-05_TemperatureS

FLED SER
mEzE T
FREn TN
EZEREIPa 140/ TIE—
==TCcPiE 0
gisaes 0
ERTFERRE
SETA(SMTP)EREEZ 2= 192.168.0.100
SFEEm
EFELRESE
=FHiEEE
EFHEREA
HESTFHERSA
EEEFBERFREA
ERSFREWEA
EREFHEDFWEA
EESREFILRREE
ETEFEEsETRE &
ESEFEIRE
RS- EREE(POPI)EE

38

=ETCPE 0

EFEHERFE 0

EFEHERFE 0




Analog Input Parameters

302_1-15_RemoteMode_S
302_1-15_RemoteTemp_S "
302_1-15_Temperature HE o 81 2F PLC 1+101_2-06_AirFlow_Set
;Ei—i_ij—:ﬁzimms EEE B (21)
303_1-14_AirFlow_Set mEsem 101 _2-06 AirFlow Set
303_1-14 ONOFF
303_1-14_ONOFF_Set
303 _1-14_Remote Sat =Zxmm Constant Scan
303_1-14_RemoteMode_S
303_1-14_RemoteTemp_ 5

i MultiState Ouput, 14.InstanceMNo.85

gy 14.22023.85

303_1-14_Temperature sEiitE AUTO
303_1-14_TemperatureS

305_1-11_AirFlow 2t 0
305_1-11_AirFlow_Set Ex= 8

305_1-11_ONCFF .
305_1-11_ONOFF_Set ExEE &
305_1-11_Remote_Set Eams T

305 1-11_RemoteMode S
= 7 = EnmaRnEe 3 %
305_1-11_RemoteTemp_S

305 1-11_Temperature EFEfrsLE =
305_1-11_Temperatures E= =
306_1-12_AirFlow
306_1-12_AirFlow_Set Fra—EE &
306_1-12_ONOFF e 0
306_1-12_ONOFF_Set _
306_1-12_Remote_Set =2Es 0
306_1-12_RemoteMode_§ weom 0
306_1-12_RemoteTemp_5S

seQ O

306_1-12_Temperature
306_1-12_TemperatureS ¥ s 1

—




PLC Binary Value

- o]

BER
4ZF¥E: 101_2-06_RemoteTemp_S 101 2-06 Remotelemp S
£9E8: Binary Value - ObjectTypeNo=5 DPresent Value=85 101_2-06_ONOFF ;j
A5 = 101 _2-06_ONOFF Set J
FEEL: RRUEE 101 _2-06_Remote Set
BEfEFE: 1 Em- o0 101_2-06& RemoteMode 3
E4SFE. 2F PLC 1 101 2-0& RemoteTemp 5
firfk- 5.22032.85 101 _Z2-0&_Temperature
o e 2 [ - 101_2-0& TemperatureS
ﬂ{m@_ i 101_2-07_AirFlow
101 2-07 2irFlow Set
101 _2-07_ONOFF
E-1 101_z-07_ONOFF_Set
101 _2-07_Remnte Set
101 2-07 RemoteMode S
101 2- D?_RemnteIemp_S
101 2-07 Temperature
- ]
I/0 GBIBS T1ewDAQ
HE 121 g 4
F N
HE 12 2 g5
s : v
g o i 33 B e g 3 2 6
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Parameter Update

EEEH V|

101_2-06_AiFlow Set

MultiState Cuput, 14, Instance Mo 85

14.22023.85

o
2




Main Graph

) g ¥ raph=main.bgr
Qe oo 2l ale VD] «|slolalo]m]t]

e =eea
P eeeee
e e o o ol el o S e el e

e e e e 2 ®
2I21% 2| 2 2 2= 2

ERNER main.bgr [P




Turn Off the Aircon and Go Home?

ERNER




Life Is Harder without HMI, But ...
e Trane 2.6.30_HwVer12AB-hydra

o p¥*x¥xx** Co., New Taipei City

E BACnet Discovery Tool v2.03.00

Device 10000: Printec at 220,128,500 =tbacD

Device 125: Printec at 114.33.7 M:bach
Device 11021: CHO1_U12D03369 at 220.128
Device 11022: CHO2_U12D03368 at 220,128,

J:bach on net 11 wir
tbacl on net 11 wi

BBMD Address

T
4

|22n.1zs.

Size

Device 10000: Printec at 2201285°  “:bac0

Analog Input-1
Analog Input-2
Analog Input-3
Analog Input-4
Analog Input-5
Analog Input-6
Analog Input-7
Analog Input-8
Analog Input-9
Analog Input-10
Analog Input-11
Analog Input-12
Analog Input-13
Analog Input-14
Analog Input-15
Analog Input-16
Analog Input-17
Analog Input-18
Analog Input-20
Analog Input-21
Analog Input-22
Analog Input-23
Analog Input-24
Analog Input-26
Analog Value-1
Analog Value-2
Analog Value-3
Analog Value-4
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Device 11021 / 11022

mmpﬂﬁs 53] [.  Device Ohbject Properties i
Object ID OK I Object ID OK I
[ 11021 | 11022
Object Name _concel | T _ cancel |
| cHo1_u12D03389 | cHo2_U12D03368
Status Status
I Operational I Cperational

Vendor Mame Wendor Name

| cHo1_u12p03389 | Trane
i\-'lodel MName Model MName
Trane I
BCI-C

rgg:zre Revision Firmware Revision

| 4.00.005
Application Software Version Application Software Version
| 4.00.005 | 3.00.005

Protocol Services Supported
LIFE SAFETY OPERATION

Protocol Services Supported

TIME SYNCHRONIZATION :gm?gLEELDBGqE Er.:\_LrARM 5
UWLCDTEES SYNCRRONIZATION ATOMIC READ FILE 1

ATOMIC WRITE FILE
MFYTECF CORMIEINTE ATTON CORNTR O

Protocol Object Types Supported

ANALOG INPUT T P;‘Et:chIGOIt;jEST Types Supported
BINARY INPUT i
CALEMDAR. D AMALOG QUTPLUT lj
COMMAMD AMALOG VALUE
MFVTEF - BIMARY INPUT il
RTMARY (1l [TBI T
Local Time i
ocal Time
| 3183:231.8 e
Local Date I :58:39,

Local Date
| Friday 6 24 2015

| Tuesday 59 0 11537
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Analog Inputs

Input-1
Input-2
Input-3
Input-4
Input-5
Input-6
Input-7
Input-8
Input-9
Input-10
Input-11
Input-12
Input-13
Input-14
Input-15
Input-16
Input-17
Input-18
Input-20
Input-21
Input-22
Input-23
Input-24
Input-26
Value-1
Value-2
Value-3
Value-4
Value-5
Value-6
Value-7
Input-1
Input-2
Input-3

Facility Outdoor Air Temperature 0.000000
Facility Outdoor Air Humidity 0.000000
Condenser Approach Temperature Circuit 1|chlr-1 0.000000
Evaporator Approach Temperature Circuit l|chlr-1 0.000000
Condenser Approach Temperature Circuit 1|chlr-2 6.319977
Evaporator Approach Temperature Circuit 1l|chlr-2 1.299988
Chel_Condenser Pressure 1057.900024
Che2_Condenser Pressure 1029.300171
CHO2_Cooling Entering Water Temperature 30.480011
CHO1l_Cooling Entering Water Temperature 30.610016
CHO1_Discharge Temperature 53.519989
CHO2_Discharge Temperature 0.000000
CHO1_Current Above 102% fro 1M 83.300003
CHO2_Current Above 102% fro 1M 75.199997
CHO1 Voltage for 3@seconds 373.000000
CHO2_Voltage for 30@second 376.000000
CHO1_Eavp Refrig Pressure (Cooling Only) 371.200012
CHO2_Low Eavp Refrig Pressure (Cooling Only) 361.2959988
CHO1l_Condenser Leaving Water Temperaturee 34.339996
CHO2_Condenser Leaving Water Temperaturee 33.899994
CHO1_Condenser_Sat Refrig Temperature 40.389984
CHO2_Condenser_Sat Refrig Temperature 39.989990
Ch@l _0il pressure_Compressor 983.400085
Ch@2_01il pressure_compressore 962.400085
CHO1_Condenser Approach Temp 6.280029
CHO2_Condenser Approach Temp 6.100006
CHO1_Low 0il Flow 0.066524
CHO2_Low 0il1 Flow 0.085340
Ch@1_High Refrigerant Pressure Rate 2.780065
ChO2_High Refrigerant Pressure Rate 2.816593
Reference at chiller off = @ 0.000000
TIS Alarm Test ©
CHO1 _Chilled Water Flow Switch Trip @
CHO2_Chilled Water Flow Switch Trip @




Output = Modifiable

OQutput-2 Current Limit Setpoint 100.000000
Input-1 Run Enabled 1

Input-2 Local Setpoint Control 1

Input-3 Capacity Limited O

Input-4 Chiller Running State 1

Input-5 Condenser Water Flow Status 1
Input-7 Head Relief Request 0

Input-9 Compressor 1A Running 1

Input-17 Evaporator Water Pump Request 1
Input-19 Condenser Water Pump Request 1
Input-22 Evaporator Water Flow Status 1
Input-23 Alarm Present ©

Input-24 Shutdown Alarm Present ©

Input-25 Last Diagnostic 0

OQutput-1 Chiller Auto Stop Command 1

Output-2 Remote Diagnostic Reset Command © I

Multi-State Input-1 Running Mode 3
Multi-State Input-2 Running Mode 1
Multi-State Input-3 MP Communication Status 1




4 Automated Logic ME-LGR

AV Litnium Batery Lo

A0/100 BasaT CRA23A

anQg
=S AUTOMATED QG

C O R PO R A © ™

ME-LGR
CONTROL MODULY

CMnet
Sivald

Rnet Opont
Local Access hagne

@:(Q

Ond
Aol o

nol >

Rnel Tt ommR
et 82
c — Pornt
v / Exvor Codey
*

E\A- ! Chhrmt e Crana = %
I rocence « Ocrmrbond vl Yooty L
—% ( 1‘(3: ‘.,: S l‘\ » Caartech Progran L e en W ey W"“‘
S RANA o i s
R = Carmen w0 wrce ool rwermB) ovh W sl 2
P ) Archeve Vb A = Tyviam s o) Owwa o) Team) Omaed
OTR Ry e = Formamng
DCoO :
nis Baecy tom Module
Signal Gnd S\AWS  Bhriieg Dok » Tt Wwode
5666}, EIW232 - AAdress
@ EAA-ARS P\_Meu Formatk m\“\ Qs Vs
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3 Carel pCOWeb

onnected to 203.
Escape character is '~]'.

Linux 2.4.21-rmkl (pCOWeb) (ttyal)

pCOWeb login: root

Password:

Executing profile

/sbin:/bin:/usr/sbin:/usr/bin
[root@pCOWeb14:34:47 root]# 1s /usr/local/root/

dmin apps_release cbgtagfilt config defadmin defindex.html
[root@pCOWeb14:34:57 rootl# |




2 TAC-MNB

X XXX

‘l'"JE_ ]\":l ) .tﬁ

I/A Series”

50

ui2
ui3
COM
ul4
uis
COM
ulé
uo1
COM
uo2
uos3
COM

@022

MNB-1000-15 2:4H ®
Remote 1/0 Module 545 (com) S
I
GIL\JD o
. —® |TO1(DO1)
E—@ Cc1
Internal
Trinc @@ TO2 (DO2)
Switches —® |C2
(Isolated)/, @—@ TO3 (DO3)
e — [C3
o —® | TO4 (DO4)
xmr @ STATUS E—@ ca
@
REV E—@ TO5 (DO5)
— —® | cs
10+ ® = @@ TO6 (DO6)
(.|
I0-® EOL % — — |ce6
SLD® .
Physical
Address




Siemens Insight
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Other than BACnet

e 59 Ethernet/IP in TW
— N**U Library
— N**U Bio Center
— N**U Men’s Dormitory
— N**U Management Division
— ...and soon

e ModBus/TCP

e Simple Ethernet-RS422/485 Adapters
— 23 Moxa NPort in N**U
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Allen-Bradley Powermonitor 1000

"~ [Ehoei/P.]  RS-48:

RS-485  STATUS : : '
Jsas SIS Pgweiinonitor 1000

RX TX Mod Ne!

DIOESFFFIFFNINNN

g 5 5 5 = J

aTREND_
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Unprotected HMI of Powermonitor 1000

Rockwell
Automation

Power and Energy Management Solutions

Meeting the Changing Demands for Power and Energy Management

I Powermonitor 1000 Display and Configuration

@ Allen-Bradley
[ Display and Configuration Menu |

Home

Display Metering Information 4

Display Status 3

Execute Commands 4

Configure Options 3

Catalog Number Breakdown

Go To ab.com

Powermonitor 1000 Information

Date and Time: March 16, 2005 17:43:31
Warranty ID: 3629928000
Catalog Number: 1408-EM3A-ENTA
Manufactured Date: Julv 232014
Operating Svstem Version: 330
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Force KYZ

Rockwell
Automation

Power and Energy Management Solutions

Meeting the Changing Demands for Power and Energy Management

I Powermonitor 1000 Display and Configuration

@ Allen-Bradley
[ Display and Configuration Menu ]

Home \
Display Metering Information  p|

|
el e .

Display and Configuration Menu

Home
Display Metering Information P Element
Display Status [
Execute Commands } Restore Factory Defaults 0 Table Number or Ins
Configure Options P} Clear Status Counts 2 1 Dﬁending Element
Catalog Number Breakdown Clear Energy Registers
Go To ab.com Clear Energy Log 2 Terminal Lock On
Force KYZ Condition P Force KYZ On
Perform Wiring Diagnostics Force KYZ Off
Reset Powermonitor 1000 Remove KYZ Force
Perform Troubleshooting
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KYZ Pulse

Display and Configuration Menu Closed
Display Metering Information P Element ( I
Display Status [

Execute Commands b Restore Factory Defaults 0 Table Nur SWitChICOﬂtaCtS
Configure Options P} Clear Status Counts 1 Dﬁending Y I
Catalog Number Breakdown Clear Energy Registers (
Go To ab.com Clear Energy Log 2 Terminal | I
Force KYZ Condition P Force KYZ On o open
Perform Wiring Diagnostics Force KYZ Off
Reset Powermonitor 1000 Remove KYZ Force K
Perform Troubleshooting ﬁ

Circuit courtesy of http://solidstateinstruments.com/newsletters/kyz-pulses.php

Common

56



http://solidstateinstruments.com/newsletters/kyz-pulses.php
http://solidstateinstruments.com/newsletters/kyz-pulses.php
http://solidstateinstruments.com/newsletters/kyz-pulses.php

Energy Results

‘_ Energy Results

Po\| Element Item Name (unit) Value
Me
I 0 Status 1 Count xM 0
I
1 Status 1 Count x1 2
@ Allen-Bradley
[ Display and Configuration Menu ] 2 Status 2 Count xM 0
Home ‘ 3 Status 2 Count x1 1
Display Metering Information )
Display Status ’ 4 GWatth Fwd (GWatth) 0
Execute Commands »
Configure Options > 5 kWatth Fwd (kWatth) 4191.631
Catalog Number Breakdown
Go To ab.com 6 GWatth Rev. (GWatth) 0
7 kWatth Rev. (kWatth) 0
a8 GWatth Net (GWatth) 0
9 kWatth Net (kWatith) 4191.631
Date and’ 10 GVARh Fwd (GVARR) 0
Warranty
Catalog N 11 kVARN Fwd (KVARh) 2283.104
Mt 12 GVARh Rev_ (GVARh) 0
Operating
13 kVARA Rev. (KVARh) 0.002
14 GVARhO Net (GVAR 0
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Voltage Monitor

Power and Energy Management Solutions

Meeting the Changing Demands for Power and Energy Management

Powermenitor 1000 Display and Configuration

@ Allen-Bradley Element Item Name (unit) Value

0 L1 Current (ampereg) 0

Home

Display Metering Information  p 1 L2 Current (amperes) 0

Eroymy SiElre ’ 2 L3 Current (amperes) 0

Execute Commands .4

Configure Options » 3 Average Current (amperes) 0

b M i 4 | L1-N Volts (volts) 218.187

Go To ab.com
5 L2-N Volts (volts) 0
6 L3-N Volts (volts) 219 687
7 Average L-N Volts (volts) 145958
8 L1-L2 Volts (volts) 218.033
9 L2-L3 Volts (volts) 219.576
10 L3-L1 Volts (volts) 220883
1M Average L-L Volts (volts) 219.497
12 Frequency (Hz) 59934
13 Percent Current Unbalance 0
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23 Moxa Nport Ethernet-RS485 in N**U

NPort 5210/NPort 5230/NPort 5232 Series

2-port RS-232/422/485 serial device servers

o Datasheet

o Manual

Q Drivers & Software

Q Larger Image

Evaluation units available
for online purchase
>> Buy now (USA only)

e
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Unprotected NPort

Model name : NPort 5130

MAC address . PO:90:ES8.

Serial No. N

Firmware version : 3.4 Build 11080114

System uptime : days, ©3h:00m:55s ° 23 Nport |n N**U

<< Main menu >> .
(1) Basic settings ° 12 f|rewa”ed
(2) Network settings
(3) Serial settings

(4) Operating settings » 2 password protected

(5) Accessible IP settings

(6) Auto warning settings

T * 9 no password
(8) Ping

(9) Change password

(a) Load factory default

(v) View settings

(s) Save/Restart

(@) Quit

Key in your selection: 3

<< Main menu->Serial settings >>
(1) Port 1
(m) Back to main menu
(g) Quit

Key in your selection: 1

<< Main menu->Serial settings->Port 1 >>
(1) Port alias
(2) Baud rate
(3) Data bits
(4) Stop bits
(5) Parity
(6) Flow control
(7) FIFO
(8) Interface
(v) View settings
(m) Back to main menu
(@) Quit




Dump and Have Fun

Server name : NP5130.
Web console : Enable
Telnet console . Enable
Reset button protect >

Press any key to continue...

IP address 3 192.168.
Netmask 2 295.255.255.©
Gateway :

IP configuration 7 Static
DNS server 1 3

DNS server 2 :

SNMP : Enable
SNMP community name : public
SNMP contact :

SNMP location

Auto IP report to IP

Auto IP report to UDP port

Auto IP report period(seconds)

Press any key to continue...

Baud rate : 115200

Data bits 8

Stop bits A0 §

Parity : None

Flow control : RTS/CTS

FIFO : Enable
Interface : RS-485 2Wire




Legacy Devices (Osaki PowerMax 22)

I
I s T |
ey g -
' BN Pa na py o |
osan ¢




Legacy Devices (Osaki PowerMax 22)

>
pe |
N
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Nee &
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Special thanks to
Chien Kuo Senior

High School.




Subsidies from Ministry of Education

12 FEMB SR T FUNLERRE T REENREZEWHESTEMY
12 B ERE ECERR R R)

L | EEmEEE o

B (80 #32 5mAD e

| REERBEAH| LB RER - @ HE AR RR LT -
25 2 KM BIRBCAIE B S OR Y I R B E ) -

FEhERESERY) (FINGER - 8= - TERE - BIEEF) I

HEEYREREE A EEZMERE - ZE IR B %%Zﬁﬁ%ﬁkzﬁi LB

#t(BEMS) EIREGHRE - DIARUEE ST F SR R R B IR

ARSL » B 2RI Y EE R AT SRR -

L2 R B ROR IR ~ BRARR - PHECREIERIREE -

272 EM ~ BEEBE - KR - IR EE E R B -
3. AR EBE AR ARAE EERC R E STEZH
E RS RA %”r%%%i’%)

AR FRZE R T HOKER  ZHENERES -

5.BF - BUKZESR RS -

MOE subsidies ~25,000 USD to schools for,
« Power consumption management system
« Building energies management system

* Improvement of air-condition controls
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National Chia-Yi University

HEEHE#arER —— BRIRETE SR 97-98 A B iR E ——-
ARFBY |SREZEHEF (FEXY) WERL R E |4, TO0KW
B e (R 5, 392KW 97 £ 9 H RIKER (R 2, TH52KW 97 4 2
%) H4y |5 216KW 98 £ 9 H ) B4 A
EFHFR |4, 331KW EIKEE |2, 640KW | RIEATHHEE/H
BEIHME |5 FEHELBRE (1, 385KV | A FHEBLABE 115KV
97 4 1, 800, 419 7T
FEARHIAY & 2 B
98 4E 434,263 JL(E 9 H)

Contract capacity: 4,700kW
Peak capacity: 5,216kW
Minimum capacity: 2,752 kW
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NTU’s Discussion about BACnet

:,' 5 Q@%

jf% > i AN To 20
W= VRV ZF B 3 & 9\t 3t BH

VRV 4824 » B4 BACnet{E& /v @ > 4o F 548 0 32

AN E o REEREE KA T

(1)1 @3 4] 2 32 4:BACnet 49312 3 VRVE B A& o

)N mirH B EA TR X TRERGIFR CFE
;}gg o

BV @mirs B EAWEBH B AR EZHEE » THBKE
HEBAF BRI R o

10343 H10H 12
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Shu-Zen Junior College

Bt N B8 3 RS A W R 10303648 B R B H RE B T IR B JE S

AN SIS 2N, BRRAEE, SERE AT RS
HIAN RIS, RS & AREERE 2.
— ATREEE A BUF R (LT AR A EEREFa] € 28 E .
=, AERLTE B EHEWRER
= REENS:

WY, HMEEZ. MEE, OME: Of: OFAWMEMN EEEE.
U, ZAEREEE:

O () AE@# 72— LU N 28R,

O Q) BAEEH T REAESHZEKE.

W ) AEEHU EREEZSH K.

O @ EZE 5. B3 40 RS485 {51 > 2 /8 10 / 100 Mbps Ethernet it - TG &R@NE A -

DGV E#HR 6 4% BAChet or Modbus TCP /1P or URL iR -

7. mPl#E s WEB R S E M R st E4H RS -

i JEL I 722 1 =%
L. I EEIT:8 iIIT -
2. WEeiEEf:MODBUS RTU £E#EMEZ RS-485 FHa {Hi
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Taitung Senior Commercial Vocational School

SRR R EpliRER Lzt mm”
KV\V/I-ll J PTEID ﬁﬁ%i’%ﬂﬁ@
M1 i RS485,Ethernet éé%&é%? O7ommoCRRA
MVCB | KVARH ol [
Rs485,TCP/IP[ iﬁﬁ:ﬁﬂ] B
= l 0.75mm*6CERR EEAAE
i T - i
/U ] 5
I L) A . i ’ Bk | 075mm*eCcEms EaR
VIPE EIFETETH ' N
N2 [ — e
KVARH R S 4 8 5/T C P | P B 0.75mm*6CEEHR B
RS485,TCP /IPI S BATBEEAR R
LT P TR
~ BT (Ethernet{Netork) L S
MAIL OUT s | 07smnsoums R
HRKEREX £
SRR s
—PC REDRHER B 0.75mm*6CERR Ty
AR Rl
R
|| BEe 0.75mm*6CEER T
\\\ﬁmwk\ ] s
J A
SRR

EERME

Printer

FREE B AT RE R R A ]

EHEEY SRS
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St. Mary’s Junior College of Medicine

103 2EEHFTHAMN-EREZTEALAL REIAKTE

AR 4% ¥ b L ¥l

— RAEEF |- pRERAGEm L5
Er# (—) R E A# 4 HP, DELL £ 5% 5(1 &)

MODBUS i 2 SR 3 3@ b o 0 R4 A 4984 48 S ds
#/ 8 DDC Z3hfE »

11.7T ] 8% & 7 MODBUS Ethernet TCP/IP & RS-485 RTU 2 iii

M -

128 & X4 Wi & £/ Tig & 8000 MODBUS E iz gk -

BRE{E4BTHRRRESHBRR > SLB 645

()18 4@ UI/O: T B @& £ A DI % Pulse Input s
AI(0-10Vdc, 4-20mA, 1KRTD,10K,100K) » 2% 5 4% /A $k ¥ 1%
£ & AO(0-10Vdc) - A

(2) 6 A4 ;2 A Super IO:F2 T L& UI/O zhfE sb, T4 A 3k
#3% % A DO or AO(4~20mA) *

14.4 {8 A2 #4 A\ 25(DI) »

(=) 158 {E#fn ¥ & B5(DO) -
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Points in Common

e Subsidized
e Public Tender

e Contracted

Note

You can find the papers on Google.
We did not probe / test their devices.
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Suggestions

e Password

e Use private IP. No, not corporate LAN
e Firewall, SDN or tagged VLAN

e Upgrade / Patch

e Contract with a pentester
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Port 47808, TW: 57/12,358

o - D

United States w
Canada

Spain

Australia 122

France 121
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Home Automation with Arduino & RPi

Email Notification
Dashboard

Mailbox Notifier

/i

Bark Notifier '%

Dog Poop Mapper

Runaway Dog Nofifier

(8

£

Charts

«

Presence Monitor

Temp Monitor

Secunty System

Audible Notifications

:.741 [ o
Fre/Gas Notifier ‘ \ ‘

Raspberry Pi
' OpenHAB, Mosquitto,

Garage Door Monitor

Washer/ Dryer Notifier

Water Leak Notifier

Project at http://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/
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http://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/
http://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/
http://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/
http://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/
http://www.instructables.com/id/Uber-Home-Automation-w-Arduino-Pi/
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Control System on Your Hand

bacmove m BACnet Explorer BACnet HMI  Contact

ANALOG VALUE 1

BAcnet ; - Unnamed List Demo Device 1 - 123 21
on iOS and | ; Aralog Vale -1
Android ' Temperature ANALOG VALUE 1

Demo Device 1 - 123 21
Analog Value - 1

Y Lighting LUE 0
ulm i
BACnet Expl N :
net Explorer | BACnetHMI g Power LOG VALUE 0

Demo Device 1 - 123 2
Analog Value - 0

ANALOG VALUE
Demo Device 1 - 123 21
Analog Valwe < 1

Homepage of http://bacmove.com

ANALOG VALUE
Demo Device 1 - 123 21
Analog Valee - 1

Our suggestion:
These things shouldn't even be on the internet, not on the corporate network.
It's a control system and should be treated as such.
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AUTOMATED LOGIC CORPORATION U253 BACNE1

Item condition: Used

"Used. good condition, working when removed from
service. Money back guarantee.”

| Automated Logic
e s (EETI US$40 (used)

Add to cart

US$2,500 (new)

* Add to collection

Automated Logic Corporation BACnet Model S6104

Item condition: Used

Time left: 28d 08h /30, 1:25AM

Quantity: | 1 4 available

e vosmse  ERTTE
Approximately
NTS 1,263

© Add to watch list

| Ao -
. AUTOMATEDLOGIC™

So104
CONTROL MOOULE

* Add to collection

30-day Longtime Fast and safe
Returns Member Shipping

New Automated Logic LGR250 BACnet Control Moc

Item condition: New other (see details)
“New open box”

D Y
Approximately
NT$ 78,929
Add to cart
© Add to watch list
% Add to collection
30-day Experienced
Returns Seller

Shipping: $45.00 (approx. NT$ 1,421) FedEx International
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MOXA NPort 5130 IN BOX

Item condition: New

Quantity: [

Price:  US $149.50
Approximately
NTS 4,720

Best Offer:

CAREL PCO1000CS0

ltem condition: -~

Starting bid:  US $199.99
Approximately
NTS$ 6,314

Time left: 14d 06h &/15, 10:

25PM

More than 10 available

Add to cart

© Add to watch list

* Add to collection

Time left: 5h 34m 9s Today 9:40PM

[0 bids ]

Place bid

Enter US $199.99 or more

© Add to watch list

* Add to collection

Free
Shipping

MNB-1000 I/0 PLANT CONTROLLER MICRONET BACI

ltem condition: New

Price:  US $321.60

Approximately
NTS$ 10,153

New
Condition

| BuytNow ;
Add to cart

© Add to watch list

* Add to collection

Longtime
Member
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MOXA NPort 5130
USS$75 - 149 (new)

Carel pCO1000 US$200
pCOWEB, unknown

MNB-1000 US$321.60




