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T H E P R I Z E 



M E A N W H I L E . . . 
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. . . A T  S T A N F O R D 



1 C L A S S  1 0 W E E K S 
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S A M E  R E S U L T.  H O W ? 
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W H O E V E R  H A S  T H E 

 M O S T  D A T A  W I N S 
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WE DON’T HAVE BETTER ALGORITHMS.  

WE JUST HAVE MORE DATA.  

PETER NORVIG, GOOGLE 
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W H O E V E R  H A S  T H E 

 M O S T  D A T A  W I N S 
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HOW DOES THAT APPLY TO 

NETWORK SECURITY? 
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OPERATION 

LOTUS BLOSSOM 



OPERATION LOTUS BLOSSOM AT A GLANCE 

Target: 3+ year campaign targeting 
government and military organizations of at 
least five Southeast Asian nations 
 

Malicious actor: Potentially state-sponsored 
adversary 
 

Attack method and tools: Used targeted spear 
phishing emails to install a custom backdoor 
named Elise 
 

Scope and persistence: 57 separate attacks 
identified thus far, but activity continues 
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DATA SOURCE AND METHODOLOGY  
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ATTACK DATA 

FROM  

COMBINED WITH data from Cyber Threat Alliance + 

open source intelligence 

 

>7,500 Palo Alto Networks WildFire 

subscribers 

UNIT 42 USED THE  

AUTOFOCUS SERVICE   

to quickly identify relationships between  

attacks, including: 
 Shared Infrastructure (IP addresses, domains) 

 Backdoor behavior and attack mechanisms 

 Targeted organizations and regions 

 



T A R G E T S  

Taiwan Hong Kong 

Vietnam Philippines 

Indonesia 
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LOTUS BLOSSOM ADVERSARY  

Consistent with cyber espionage conducted by nation states: 
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Custom-built tools Extensive resources Persistence Well-funded 

Likely attempting to gain inside information on government and 
military operation of nation states in Southeast Asia. 



 

 

 File system control 
 Execute shell commands 
 Download and execute  

additional tools 

 

 

 

 

 

 Uniquely identifies the malware 
reporting to  
the C2 
 
 
 

 

     HTTP-based command and control 

EL ISE  BACKDOOR 

Named by author  

for the Lotus Elise 
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     Each target identified by campaign code 

    Custom-built, low detection Windows backdoor  

Developed by the Lotus Blossom Group for their needs: 
 



CONNECTING EL ISE  WITH AUTOFOCUS  
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A T T A C K  L I F E C Y C L E  

Elise Backdoor 

Exploit Document 

Backdoor Access 

Spear Phishing Email 

Decoy Document 

OLB Target 
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D E C O Y  D O C U M E N T S  
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Decoy Name Decoy Description 

DFA GAD Directory 

Claims to be a directory of personnel in the Philippine Department of 
Foreign Affairs Gender and Development, including private emails and 

cellphones.  

HADR PLAN 29 May 14 

Claims to be the operational humanitarian and disaster response 
(HADR) plan for the Armed Forces of the Philippines and is stamped 

“Secret.” 

C,1AD NR 03-0226-313-14 

Claims to document a problem logging into an account for a specific 

real-time aircraft tracking system and appears to be a Philippine Air 
Force document.  

RQST MOUTPIECE LOUD HAILER 
Claims to be a requisition form for a mouthpiece for a specific hailer 
for a specific unit. 

PN KEYPOSITION with CELL Nrs 

Claims to be a roster of high-level officers at the Philippine Naval 
Headquarters and is dated 23 June 2014. It has birth dates and 

cellphone number as well as current job roles.  

Cellphone Number 

Claims to be a roster of high-level officers at the Philippine Naval 

Headquarters and is dated February 2015.  It contains job roles as 
well as cellphone numbers.  

	



T A I W A N  D E C O Y  D O C U M E N T S  
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Taiwan target: Government ministry 

3 Decoy documents used in Taiwan 

campaigns 

- Earthquake.txt” 

- 三高患者注意保暖.doc 

- 員工通訊錄（最新）.xls  



Separate, but 
overlapping 
infrastructure 

Each targeted 
nation largely 
has its own C2 
servers 

Connected by email 
addresses used to 
register domains 

T A R G E T  
A R C H I T E C T U R E  



WHO’S 
BEHIND 
OPERATION  
LOTUS 
BLOSSOM? 

 Specific organization behind these attacks is still unknown. 

 Adversary is well resourced. 

 Adversary has strong interest in government and military targets of Southeast 
Asia. 

 Circumstances suggest nation state backing, rather than a criminal enterprise. 
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A U T O F O C U S  
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Actionable threat intelligence 

Unique or targeted 

events 
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Context around 

indicators of compromise 
Context around incidents 

on your network 

223.144.191.23 

premier.espfootball.com 

paloalt0networks.com 

bank-card90.no-ip.com 

Banking trojan 

Click fraud 

Espionage 

Espionage group XYZ 

Related indicators 

mutex:mediaCenter 

domain:wincc-ctrl.com 

Seen mostly in 

Energy sector 
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2.5M 
Samples analyzed 

per day 

32,000 
Devices worldwide 

using WildFire 

20K 
Unique malware 

found per day 

WildFire 

460M 
Samples 

660 
Users 

110B 
Artifacts 

AutoFocus 

(as of August 2015) 
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