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WE DON’ T HAVE BETTER ALGORITHM
WE JUST HAVE MORE DATA.

PETER NORVIG, GOOGLE
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WHOEVER HAS THE
MOST DATA WINS
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HOW DOES THAT APPLY TO
NETWORK SECURITY %
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OPERATION
LOTUS BLOSS0OM
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OPERATION LOTUS BLOSSOM AT A GLANCE

Target: 3+ year campaign targeting
government and military organizations of at
least five Southeast Asian nations

Malicious actor: Potentially state-sponsored
adversary

Attack method and tools: Used targeted spear
phishing emails to install a custom backdoor
named Elise

Scope and persistence: 57 separate attacks
identified thus far, but activity continues
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DATA SOURCE AND METHODOLOGY

ATTACK DATA
FROM

COMBINED WITH

UNIT 42 USED THE
AUTOFOCUS SERVICE
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>7,500 Palo Alto Networks WildFire
subscribers

data from Cyber Threat Alliance +
open source intelligence

to quickly identify relationships between
attacks, including:

» Shared Infrastructure (IP addresses, domains)
= Backdoor behavior and attack mechanisms

» Targeted organizations and regions




TARGETS
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LOTUS BLOSSOM ADVERSARY

Consistent with cyber espionage conducted by nation states:

Extensive resources  Custom-built tools Persistencé Well-funded

Likely attempting to gain inside information on government and
military operation of nation states in Southeast Asia.

Ll
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ELISE BACKDOOR
Developed by the Lotus Blossom Group for their needs:

Custom-built, low detection Windows backdo

v File system control
v" Execute shell commands

4 Download and execute
additional tools

HTTP-based command and control
Each target 1dentified by campaign code

v Uniquely identifies the malware
reporting to
the C2

Named by author
for the Lotus Elise
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CONNECTING ELISE WITH AUTOFOCUS

Enabled

Enabled

Enabled

Enabled

Enabled

16

1

10

Last Hit

2015-06-02 11:19:03pm

2015-05-28 11:54:49am

2015-04-29 1:23:39pm B Match the following condition:

2014-09-11 1:19:33pm B Match the following condition:

2015-04-29 1:23:39pm

Definition
Match all of the following conditions:

Process Activity contains CsOptionsEntry
Process Activity contains CsOptionsHandle

Match Any of the following conditions:
File Activity contains \Microsoft\Network\mssrt32.dll
File Activity contains \Microsoft\Network\rasphone.dll

File Activity contains \Microsoft\Network\6B5A4606.CAB ,

File Activity contains \Microsoft\Network\6B5A4607.CAB ,

Process Activity contains \Microsoft\Network\rasphone.dll

Process Activity contains \Microsoft\Network\rasphone.dll

Process Activity contains \Microsoft\IMJP8_1\imejpmig.exe

Process Activity contains \Microsoft\IMJP8_1\26TXNK4F.dat

Registry Activity contains RegSetValueEx , HKCU\Software\Microsoft\Windows\CurrentVersion\Run , THUpdate
Registry Activity contains SetValueKey , HKCU\Software\Microsoft\Windows\CurrentVersion\Run\THUpdate ,
Registry Activity contains HKCU\Software\Microsoft\Windows\CurrentVersion\Run\imejp ,

File Activity contains 0OOELISEA380.TMP
SHA256 is 840d18698ff0bl14ee587f57231001d046fbd1eb22603e0f951cbb8c290804ed

Process Activity contains ESHandle
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ATTACK LIFECYCLE

Backdoor Access / \

.;

Spear Phlshlng Email

Ta rget

7/ Epr0|t Document

.' > /' Decoy Document
Elise Backdoor
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DECOY DOCUMENTS

thi theo thirtwuu

cau lénh show ip route, s& thi mau
- LogFusion Pro ~ Settings El

& Options .
Test Case Senstive FegEx

) Watched Folders = 0w e
ssafie s s ______

o Lege =_______________ | -—____| - ______|

License Key
@ Ao

@ns DFA GAD Directory

Lai chon muc Highlight, tis

5. Clickvao Settingdé thay ¢ HADR PLAN 29 May 14
=
Lg Open ~ [3fClose ~ [ FClear | ¥ |1
Tacacs~ Adminestratson active csv
time 1

C,1AD NR 03-0226-313-14

10/06/2014 19:54:23 N

Ghrmcsmnta aa.za-ea w RQST MOUTPIECE LOUD HAILER
6. Cudicing. click vao Auto

PN KEYPOSITION with CELL Nrs

Cellphone Number
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tir trén xudng dwdi. mau nao dat tré
hién thi. Thong thudmg thit turwu tién la: tring > luc > do. VD:

INVITATION TO A SPECIAL SCREENING OF THE NORWEGIAN MOVIE “KON-TIKI"

Claims to be a directory of personnel in the Philippine Department of
Foreign Affairs Gender and Development, including private emails and
cellphones.

Claims to be the operational humanitarian and disaster response
(HADR) plan for the Armed Forces of the Philippines and is stamped
“Secret.”

Claims to document a problem logging into an account for a specific
real-time aircraft tracking system and appears to be a Philippine Air
Force document.

Claims to be a requisition form for a mouthpiece for a specific hailer
for a specific unit.

Claims to be a roster of high-level officers at the Philippine Naval
Headquarters and is dated 23 June 2014. It has birth dates and
cellphone number as well as current job roles.

Claims to be a roster of high-level officers at the Philippine Naval

Headquarters and is dated February 2015. It contains job roles as
well as cellphone numbers.
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TAIWAN DECOY DOCUMENTS

Taiwan target: Government ministry

3 Decoy documents used in Taiwan
campaigns

- Earthquake.txt”
- = ﬁ{J RV U PE .doc
E1 R (fFr) Xis
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TARGET
ARCHITECTURE

Viotnam Separate, but
overlapping
infrastructure

Each targeted
nation largely

has its own C2
Servers

Connected by ema
addresses used to
register domains

i o / Philippines
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WHO'S
BEHIND

Specific organization behind these attacks 1s still unknown.

Adversary 1s well resourced.

Adversary has strong interest in government and military targets of Southeast
Asia.

Circumstances suggest nation state backing, rather than a criminal enterprise.



AUTOFOCUS
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Malware Analytics
Dashboard

@ Dashboard
Q. Ssearch My Organization My Industry All

Organization: Palo Alto Networks Researcher
L Alerts

Malware Download Sessions
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o  Settings
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Welcome, Taylor Ettema

Palo Alto Networks Researcher

s

12. Jan 19. Jan 26. Jan 2. Feb

Jul '14

Sep'14

Nov'l4

Top Firewalls
200k
100k

o

Top Tags

g
Commaodity.file_chrome_extensions
Commeodity.dns_joburnt_net
Commaodity.registry_WHClIconStartup
Unit42.shadi_mutex_8ymStrVwZAx6rUsVzp93nQMhesXmZ3XL
Commodity.network_107_23_104_22

Commeodity.|L_tbar_zbot_secure_php

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

9. Feb

263,913
131,873
75,909
31,002
4,467

1,785

16. Feb

Wi S

A

February 23, 2015 9:43 AM
February 23, 2015 9:40 AM
February 23, 2015 8:05 AM
February 23, 2015 9:46 AM
February 22, 2015 6:27 PM

February 23, 2015 5:42 AM

23.Feb
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Actionable threat intelligence

Unique or targeted
events

»

g A Q
D, 2o D ‘&@
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Context around
indicators of compromise

—ba Espionage group XYZ

—»* Related indicators

mutex:mediaCenter
domain:wincc-ctrl.com

—’d Seen mostly in

Energy sector

Context around incidents
on your network

premier.espfootball.com =——p !-
[ ) [J

Click fraud

bank-Cardgono-lpCOI’n _> EITEIICE IELE LILD

Banking trojan

paloaltOnetworks.com —=———p ‘é

Espionage
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WildFire
32,000

Devices worldwide
using WildFire

=t

“AutoFocus
660

Users

..................................................

2.9M

Samples analyzed
per day

460M

Samples

(as of August 2015)

20K

Unique malware
found per day

110B

Artifacts
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palo

the network company"
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