Advanced Mobile Devices Analysis
Using JTAG and Chip-off

Forensics Ninja




Who am |

Captain a.k.a Forensics Ninja
Research since 2010

Facebook Forensics (2011) on Hakin9
Magazine

Mac Memory Forensics (2014) on Digital
Forensics Magazine snae

Investigation and Intelligence Framework
(2015) on Forensics Focus

FOR DIGITAL FORENSICS AND EDISCOVERY PROFESSIONALS
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JTAG and Chip-Off (2016)



Speaker@

® SANS DFIR
@ DefCON 20
@ HITCON
® AVTokyo
® APWG

® HTCIA

® VXCON




Agenda

@ Introduction to JTAG and Chip Off

® Analysis on JTAG and eMMC dump
® Demo
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Training Course

TeelTech Advanced JTAG / Chip-Off
Mobile Forensics

Cellebrite JTAG Extraction and
Decoding

111 JTAG Data Recovery and Mobile
Phone Repair

XRY Advanced Acquisition Training
viaforensics (NowSecure) until 2012
Course Fee around USD4,000




Why JTAG / Chip-Off?

Physical vs Logical vs Forensics tools
Bricked

Locked without debugging mode
Damaged

Special cases



What is JTAG?

Joint Test Action Group

Test Access Ports (TAPSs) to collect raw
data from a memory chips

Not chip-off and ISP
Extreme physical data acquisition
Advanced technique o
Soldering and De-soldering




Price lists

Source from NowSecure Soldering iron and stand $50

US dollars Solder a'nd solder wick $15
Kynar wire $15

Magnifying light $65
Power supply $100
Tool Kit $35
Multimeter tool $40

Jumper wires $45

PC Header $5

RIFF Box JTAG $170
Medusa JTAG $160
Optional adapters $80

Total: $780



JTAG Box




JTAG Finder
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Mounting Frame & Arms




BGA (eg 162 or 169)
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TAP

TCK — test clock

Soundary
TMS — test mode state o
TDI — test data in i o Pads

TDO — test data out

TRST — test reset rstncion Regter S Scan paih
NRST — normal reset e

RTCK — return clock et L,

Test Access Port

G N D — g roun d Controller




JTAG Pinout




JTAG Molex and Jig

rBwSRST
fTMS

[TRST)
b




Demonstration using Riff Box

® HTC EVO 3G
® Android OS
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Demonstation using Riff Box

Lumia 620
Windows 8 OS




anager Version: 1,56
ia Lunia 520 V1.0,5149,18900)




Acquisition of the Flash Rom

| Detected dead body ID: 0x104210E1 - CORRECT!
Set 1/0 Voltage reads as 1,79V, TCK Frequency is RTCK
Adaptive Clocking RTCK Sampling is: [Sample at MAX]

Resurrection sequence started,

Establish communication with the phane...OK
Initiglizing internal hardware configuration...OK
Uploading resurrector data into memary...CK
Starting communication with resurrector..,OK

Detected an Initialized FLASH1 Chip, ID: 0x0030/0x0044 (HYNLX, 0x000090000000 Bytes = 2,25 GE)

Reading FLASH1 address space from 0x000000000000 to 0x0000 1FFFFFFF

TTAG TCK Speed:
RTCK
Sample at MAX

® Resurrector Settings

) Custom Target Settings

Resurrection sequence started.

Establish communication with the phane...0K
Initializing internal hardware configuration...OK
Uploading resurrector data into memary. .. 0K
Starting communication with resurrector,..OK

Detected an Initialized FLASH1 Chip, ID: 0x0090/0x014A (H3G2D, 0x0001CES00000 Bytes = 7.23 GB)
Detected an Initialized FLASH2 Chip, ID: 0x0090/0x0144 (H8G2D, 0x000000200000 Bytes = 2,00 ME)

Looking for the RIFF BOX DCCLoader USB Interface Port. .. FAILED
The DCCLoader USE Interface is not found, Communication continues over the DCC Interface

Reading FLASH1 address space from 0x000000000000 to 0x000 1CE7FFFFF

ITTAG TCK Speed:
RTCK

'Sample at 200 kHz

'® Resurrector Setti
| NOKIA

Nokia Lumia 620

() Custom Target Se




Retrieved Data from phone
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Lumia 620 - Wind bin |

Of fset

00737024
o0y 37088
00737152
00737216
o0y 37280
o007 37344
o0y 37408
00737472
00737536
o0y 37600
o007 37664
O07 37728
00737792
00737856
o077 37920
007374984
o073a048
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Decoding the Lock Pattern

gesture.key 3.6 o s
20 bytes in length ide et
Open Source tOOIS 6 Draw pattern to unlock

© O (A

4 %) 3

« D >

Emergency call



Gesture.key

Text

1819192584
1819192628
1819192672
1819192716
1819192760
1819192804
1819192848
1819192892
1819192936
1819192980
1819193024
1819193068
1819193112
1819193156
1819193200
1819193244
1819193288
1819193332
1819193376

1 HTC EVO Full.bin *OVERWRITE MODE**

Find A8 A2 A@ 7B 64 C8 97 9D BA @7 6B 28 EC 31 58 3A 61 83 52 FA

Replace

' Replace All | Replace | Replace&Find | Previous | Next |

616D696E 675F616C 6COF7705 64061E03 41016C6F 63617469 GFOESF7O 726F7669 64657273 SF616C6C 6F776504
05160336 @1696E73 74616C6C SFOEGFOE SFOD6172 6BE5745F 61707073 0414032D 01726F61 6DOIGEG7 SF736F75
BEGASFOF 0EG31000 00001F1C 033D016C 6F636B73 63726565 6E2E7061 7373776F 72645F74 79706548 00000010
00000000 FFA2FB24 7B3QEB49 6D3BES12 8110ESFS 0AG0O00O 2000D%0 00DIOAEY 01090118 01310144 01560170
01810199 @1B501CF 01EQ0IF9 0210022F 024E0267 02840298 02AF02CY 02DC02FB 031F033C @3530374 03960362
03C703E6 Q06BO3AF @3BFO3D1 03E80000 00000000 001CA33D 01646566 61756C74 SF6Y6E73 74616C1C @33DA16C
0F636B73 63726565 GE2E7061 7373776F 72645F74 79706548 19033701 6C6F636B SF706174 7465726E SF617574
6F6COF63 6B471F03 4301616 6COF7765 645F6765 6FOCOFE3 6174696F GESFOF72 6967696F 73412303 48016874
035F6572 726F725F 7265706F 72745F70 720F0323 01616462 SFO56E61 626C6564 321F0343 01616C6C 6F776564
SF67656F 6COFO361 74696F6E SFOF7269 67696E73 410E@321 01616E64 726F6964 SF69642C 18033501 61737369
73746564 SF677073 SFO56E61 626C6504 OE120329 01626163 6B75705F 656E6162 6(65641D 16033101 62616368
75705F70 726F7669 73696F6E 65643514 03200162 61636875 7@5F7472 616E7370 6F72741F 10032501 626C7565
746F0F 74 685FOFOE @1170333 01626F74 685FOEGS 74776F72 6BSFGF70 74696F6E 3A1B033B 0163646D 615F6365
6CoC5F62 726F6164 63617374 SF736D73 15190337 01636675 SF717565 72795F77 68656ESF 63616070 6F6E1C10
03250164 6174615F 726F616D 696E6702 18033501 64617461 SF726F61 6D69GEG7 SF616C6C 6F776564 06160331
01646174 615F726F 616D696E 675F6775 61726414 1034101 64617461 SF726F61 6D696EGT SFO77561 72645F61
0CoCoF77 6564071F 03410164 6174615F 726F616D 696EE7SF 67756172 645F626C 6F636B6S 04081803 35016465
0661756C 745F696E 7075745F ABAZAO7B 64C8979D BAG76B28 EC31583A 618352FA 00000000 00000000 00000000
00000000 00000000 0000000 0OBEOAD QD0OR00D 00OABEOD BOADEOAD 0ADBOADD Q0BOAED 000ACEDD BOADEDAD

aming_allowed A location_providers_allowed
; install_non_market_apps - roaming_sou
hd_on = lockscreen.password_typeH
(AT A A A f V£ 10[p
howet” /NgNog.c¢" <Sthg
«Ekoo-¢ = default_instal =1
ockscreen.password_typeH 7 lock_pattern_aut
olockG C allowed_geolocation_originsA# K ht
c_error_report_pr # adb_enabled2 C allowed
_geolocation_originsA ! android_id, 5 assi
sted_gps_enabled ) backup_enabled 1 back
up_provisionedS - backup_transport % blue
tooth_on 3 both_network_option: ; cdma_ce
11_broadcast_sms 7 cfu_query_when_campon
% data_roaming 5 data_roaming_allowed 1
data_roaming_guard A data_roaming_guard_a
1lowed A data_roaming_guard_blocked 5 de
fault_input_8¢t{dwouS k(I1X:afR"




What is Chip-Off?

eMMC chip
NAND Flash

Disassemble & Re-balling




Heating Machine / Stand

L

ADAMS-MAXWELL MODEL 1820 VOLTASE RRADOUT
www.adamsmaxwell.com
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ON/OFF UviLAMP HOTPLATE ON/OFF
UV LAMP

HOTPLATE



eMMC Programmer & Adapters
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eMMC Box

2

EPR BOX




EPR Box & BGA 169e adaptor
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Demonstration

JTAG eMMC |15p | Samsung | Took |

Device Read
Device Ready
. 1D checl
I Insertion Test : ® ® ID check: 00010015
Product name: VYLOOM
™ ID Test t User partition size: 3AB000000 ( 15024M / 14.671G),

I Blank Check

™ Erase

™ Write

™ Verify
A
IV User:
¥ Booti:
¥ Boota: aue  [Wawe 0000000000000 [Fed 0000000 [widh[CelType |CSD-sice [ 4
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Belkasoft Evidence Center

Evidence Center Ultimate

File Edit View Tools Help

EwmE X e @ A B

Overview

Add data source

What sources would you like to analyze?
Select drive, image, dump, device or other source to include to the case

Available types of data sources
) Drive image file or virtual machine disk

) Logical drive
(") Physical drive
(@ Mobile backup file, UFED image, chip-off or JTAG dump
() Live RAM image file (pagefile sys, hiberfil.sys, memory dumps)

(") Selected folder
C:\Program Files (x86)\Belkasoft Evidence Center Ultimate\Samples

Analyze data source
|| Run hashset analysis

Advanced options

Cancel




UFED Physical Analyzer

ile  View Tools Extract]
EE =L S|
%3 0

Open (Advanced)
Start a new project while customizing the decoding process.

4 l E (Unnamed)
9‘3 Extraction Summary

= Device Info

4+ B images |, Select a UFED extraction

B NewImage #1 (4 If you've used a UFED unit to extract data from your device, select the

4 = Memory Ranges UFD file in the extraction folder. )
- de.

image1091.j... i image1093.j...

1

= New Image #1 |7 Select a UFED extraction

(= File Systems
&3 Analyzed Data
4 3 Data Files
%/ Applications
J Audi i
J9 Audio Start without a UFD file i J [V]image110.jpg V] image1100.j...

@ Configurations Use this option in case another method was used to extract the data
| 3 Databases (e.g., a chip-off or a different tool).

Documents Blank project | [= Select Device ] M

Images
image1107.j... image1108.j...
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4 |V] Carving
& T [¥] image1110.j...  [¥]image1111,j... i joo [/ image1113.j.. [V]imagel114.j.. [V|image1115.j.. [V]imagel116.j...
% Tags
@ Timeline (0)
Watch Lists C . F ¥
“# Malware Scanner o X YA él‘l..
48 Project Analytics i ; . 5 B . . N

7 Hex Bookmarks (0)
¢ Entity Bookmarks (0)
E Reports
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HITCON Training (Wish)

November 2016
One Day (6 hours)



Question?

forensicsninja@gmail.com



