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i Traditional Course Practice

= More theory and basic concept, but less
practice and lab

= Offensive Thinking
= Think like a hacker



Real World Attack

= Overall attack life cycle
= Reconnaissance
= Gaining Access
= Maintain Access
= Clearing Tracks

= Need to cope with many fussy work

= Most security issue
= Too simple to find
= 100 complex



The other way for security

i training

= CTF as the training for offensive security
= Spread security techniques
= Measure security skill
= Practice, practice and more practice

= Emulate real world problems
= Environment close to real environment

= Eliminate the boring task and focus on advanced
security skill



i Capture the Flag

= The competition to steal data, a.k.a
flag, from other computers

= EX. Steal admin password from a web
server

= Most problems are related to
information security

= Good practice for students and even the
experts




i CTF

= Starting from Defcon 4 in 1996
» Format is a mystery...
= Held every year since 1996
= The most important CTF now

s UCSB iCTF first held in 2001

= The first CTF be held by academic
organization



i CTF around the world

= 10 enhance education of offensive
security, CTFs are held in many country

« U.S: DEFCON, Ghost In the Shellcode,
PlaidCTF g

5/18/2015, 130:41 AM >private< DEFKOR
Your teammate BambooFox solved blackbox [Miscellaneous] for 2 points. PPP

5/18/2015, 12715 AM <global> Gallopsled
Relocked Web2, changed the passwords. We'll re-open it when we get the connection pools adequately sized. Sorry for 9447

the Issues!

blue-lotus
5/18/2015, 120:48 AM <global>

Odaysober

We are aware of issues with Web2, and are working as hard as we can to bring it up. Work on the new RE challenges in
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CTF around the world

= 10 enhance education of offensive
security, CTFs are held in many country

= Japan: SECCON, TMCTF, MMACTF

MMA CTF 1st Ranking
2015
1 2 3 Last »
[
an
nnouncemen

=t =
@
3

Score Last submission
& Plaid Parliament of Pwning 1400 2015/09/05 08:56:25 UTC
BambooFox 1150 2015/09/05 10:23:32 UTC
= Shellphist 1050 2015/09/05 09:24:02 UTC
= samura
= tomcr0se
& 0447
& BXB
dcua
& shinh
nkfu
®/ ma
o g
£ Bat tet
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‘L CTF around the world

= 10 enhance education of offensive
security, CTFs are held in many country

= Korea: CodeGate, SECUINSIDE
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i CTF around the world

= 10 enhance education of offensive
security, CTFs are held in many country

« China: XCTF, BCTF, OCTF, .....

>Scoreboard
Last update time: Mon Mar 30 2015 09:06:50 GMT+0800 (- EiR&&T[3])
Rank Team Score W % ok W ok ok W b o ke ok bk ko ke ke ok ko b
llopsled
Taste less
ppp
KITCTF
mongols
Poopphish
9 StratumAuhuur 3530
10 X Blue-Lotus 3880
11 00 at XX 3530
oooooo bs
est




i CTF around the world

= 10 enhance education of offensive
security, CTFs are held in many country
= Russia: RUCTF

= France: Nuit du Hack
CTF

= Malaysia: HITB CTF

= Colombia: Backdoor
CTF
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i CTFTime

= Created by
kyprizel (MSLC) in 2010

CTF B TIME

Team rating Past events a

[l MMA CTF 15t 2015
7.1 07, 00:00 UTC | Onira

= Centralize ranking =~ - - = __
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‘L Trend of CTFs

s CTF contest
= Less than 10 in 2010
= More than 50 CTFs in 2014

s CTF teams .
= More than |,
6000 teams in
20 14 - 30 ™™ Team Number
3000 @ CTF Number
= Many famous ,,,
teams




i Famous CTF teams

PPP(US, CMU)
HITCON(TW)
217(TW, NTU)
Oops(China, Shanghai
Jiao Tong University)

Blue-Lotus(China,
Tsinghua University)

Dragon Sector(Poland)
Gallopsled(Danmark)
Shellphish(US, UCSB)
DEFKOR(Korea)



i Dragon Sector

Mateusz "j00ru" Jurczyk (vice captain)

A big fan of memory corruption. His main areas of interest are client software security, vulnerability exploitation and
mitigation technigues, and delving into the darkest corners of low-level kernel internals with a very strong emphasis on
Microsoft Windows. He is currently working as an Information Security Engineer at Google.

K TR

Blog: http://j00ru.vexillium.org/
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i 0ops

= Students from Shanghai Jiao Tong
University and Keen Team

= Winner of Pwn20wn 2014
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!‘h PPP

= CMU CYLAB

Place Team

IE

MMA CTF 1st 2015
2 DEF CON CTF 2015
128 PoliCTF 2015
& 1 DEF CON CTF Qualifier 2015
13 Teaser CONFidence CTF 2015
72 UCSBICTF 2015
2 Codegate CTF Finals 2015
4 OCTF 2015 Quals
2 BCTF2015

123 B-Sides Vancouver 2015

Ik

Codegate CTF Preliminary 2015

I

Boston Key Party CTF 2015

3 SECCON CTF 2014 Finals

IE

Ghost in the Shellcode 2015

5 Insomni'hack teaser 2015

269 Insomni'hack teaser 2015

7 HackiM 2015



i Why CTF

= Practice your hacking skills

= Compete with top hackers among the
world



+

CTF TYPES



i JeoPardy

= Problems are classified into different disciplines
= Most JeoPardy CTF contain 20~30 problems
= Pwn, Reverse Engineering, Web security, Forensics and
Cryptography
= More difficult problem worth more score
= About 90% CTFs are in JeoPardy style

= Can be held online and hundred of teams can involve




‘L JeoPardy

= JeoPardy CTF in this years

CTF Events
All Archive Year
Mame

STEM CTF: Cyber Challenge 2015

CSAW CTF Qualification Round 2015

Trend Micro CTF Asia Pacific & Japan 2015 Online Qualifier
ASIS CTF Finals 2015

TUM CTF Teaser

FAUST CTF 2015

Date

11 L8 2015, 19:00 UTC — 12 fL.F 2015, 23:00 UTC
18 #LA 2015, 22:00 UTC — 20 F1 A 2015, 22:00 UTC
26 LA 2015, 04:00 UTC — 27 F1.A 2015, 04:00 UTC
10 + 18 2015, 06:30 UTC — 12 + 7 2015, 06:30 UTC
24 + 1 2015, 12:00 UTC — 25 + B 2015, 12:00 UTC

13 +—H8 2015, 14:.00 UTG — 13 +— 18 2015, 22:00 UTC

Format

Jeopardy
Jeapardy
Jeopardy
Jeopardy
Jeopardy

Jeopardy

Location

On-line

On-line

On-line

On-line

On-line

On-line

Notes

44 teamns will participate
60 teamns will participate
62 teamns will participate
13 teams will participate
2 teams will participate

3 teams will participate



i Problems in JeoPardy

= WebD
= Crypto

= Forensic

= Reverse

= Pwn (Software Exploitation)

22



i Attack & Defense

= The competitors are put into the closed
environment and try to attack each
other’s.
=« The server with vulnerable programs

running

= Competitor needed to patch(fix) the
vulnerability and exploit(attack) the
other teams




i Attack & Defense

= Need good support of networking
environment

= Less CTFs are in Attack & Defense style
= Can do many interesting things

s Skills needed

= Vulnerability discovery and patching
= Network flow analysis

= System administrator

= Backdoor



http:/www.nintendo.co.jpads/ajrjindex himl <> LS DR 10.217.4201 08 CTF
LE7a S 0EHERD 214R7<br> <img CTCTF

CTCTF & NSCTF

et y
dSﬂS ) {23:32:08] Server Connected

hitp//www.nintendo.co Jp/3ds/a)
4 X OES LS 2 5 DRMID /148K

S TEAMZ2
Ditto - : ‘= Google Ultron

error message: error message:

Open Con

o o 0 0 0 0 0 0 O \
9 aurve : System Log

B PR

0900000000&!‘ . o g
o’ g 3 P Z [15:30:24] TEAM 6 pwned Wdup on HITCO
i Y s 2 2 [15:30:25] TEAM 8 pwned Wdup on HITCON2014
[15:30:25] TEAM 1 pwned Justify on TEAM 10
[15:30:25] TEAM 10 pwned Wdup on TEAM 3
[15:30:25] TEAM 2 pwned Justify on TEAM 10
[15:30:25] TEAM 13 pwned Justify on HITCON
TEAM3 TEAM4 : ; — . [15:30:25] TEAM 8 pwned Imap on TEAM 8
4 [15:30:25] TEAM 9 pwned Imap on TEAM 4
YOLO~~~~ xhentai.org . [15:30:25] &% pwned Wdup on TEAM 5
[15:30:25] Windows98 pwned Eliza on HITCON
error message: RO message: 3 [15:30:25] TEAM 10 pwned Imap on TEAM 7
. [15:30:25] TEAM 2 pwned Justify on Windows98
[ [15:30:25] TEAM 13 pwned Wdup on TEAM 9

0900000000‘“ ; >
! » ~

N @

0.00000000“

TEAMG
Binkiland

ERROR error message:

404 $sp 1 TLE




i Attack & Defense

s iCTF s Defcon Final
s RUCTF = HITCON Final
s CTCTF = SECCON Final

= Final project of
network security last
year



i King of Hill

= There are several servers provided
= Competitors should compromise and keep
control to the server

= The more time you own the machine, the
more score can be got

= Just like real-world cyber war

= Attack not only need to attack, but also need
to prevent other exploit server you owned




B
BambooFox
Hack stuff
nkfust

ctf26
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3173 193 28058
3009 26608
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ﬁhich CTF to play?

More than 100 CTF’s each year, you can find the proper
CTF

Beginner CTFs Advanced CTFs
= Backdoor = DEFCON
= CSAW Qualification : Plaigi%FF i
. ASIS m HY PPP\\E\\\EI\ A T
= CodeGate
= FEE
= SECCON
= HA

= PHD Qals



Travel Around the World

Geolocation Flag [Cateqgory: Miscl Authorls]: javex
This challenge is a special challenge. Wou an collect some minor extra points here by proving that you are a truly international player.
Each time you visit your reference URL From a different country, that Flag will be activated and you gain an additional point. Hou
already have 103/222 points.
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Game Hacking

i Gray Wolf - Beta - 6/2012 -
System Vaid Player.:UpdateJumpForce(System Boolean)
Access | Code | HEX | Class View | Resource Editor

~ W SendUpdateToAllPlayers(GameServerl
~ W SendUpdateToAllPlayersExcepi(Player.( Offset OpCode Operand

public void UpdateJumpForce(bool jumpHeld) <

~ W SendUpdateToTeammates(GameServe: 0 Idarg.1 if (jumpHeld)
W SetAnimationState(System.String. System. 1 brfalse.s IL_0015: Idarg.0 Jump )
(
W SetHealth(System.Int32) 9 Idarg 0 this.jumpForce += @.853f;
W SetlumpState(System.Boolean)
W SetNoQuestStateName(System.String. Sy 4 dup this. = - rottle.y + this.jumpF
W SpawnPlayerOnClient(System.Int32.Syste 5 ldfld tem Single Player jumpForce this. jumpForce /= 1.5f;

W SpawnPlayerOnServer(System Int32 Syst 10 Idc.r4

W Start) 15 a
startingHealth

W StariReload()

AR A Boaring Quest

W StopMovement() lafida

W SiopReioad) T Kill boars (9800/9800)

this.throttle.y = this.throttle.y / 1.08f;

stopReloadTime 28 Idfid
team 3 idargl
W TeleportTo({UnityEngine Vector3,UnityEng
th # Idfid
rottle
- Wl TogglePVPRequest) 39 add
- Wl Update() 40 stfid
- UpdateJumpForce(System.Boolean) 45 Idarg D
W UpdateMovement(UnityEngine Vector2.§
W UpdateMovementWithForce(UnityEngine Show IL l
updates L
-@. Playerinfo OpCode
-%2 PlayerModelData L
-@: ProducteyVerifier OpCode Det:
-%2 PVPZane
& Quest Operand Type: Sh
@2 QuestManager i Operand D
[ Joen Soarch | @ 1LEan

Find Main Save




E28

D10

D16

D15

D17

b2

[ Fixed Patterns [J] Format info

D: Data, E: Error Correction, X: Unused
Error Correction Level H is shown

Block 1 Codewords: D1-D13, E1-E22
Block 2 Codewords: D14-D26, E23-E44
Message Data: D1-D13, D14-D26

Bit order (1 is the most significant bit):
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i BambooFox

= Our team, most students come from
NCTU and NCU

s BambooFox

T ETT—
k| 1] o

‘articipated in CTF events

2ms 2014

vargll rating place: 42 with 182.794 pts in 2015

Place Team CTF points Rating points
17 MMACTF 1812015 1850.0000 15.112
15 2225 0000
ar 18.0000 30.853
18 2726.0000 15.BBT
70 VolgaCTF 2015 Quals 1650.0000 B.756

7 OCTF 2015 Finals 181846710 13.586
27  PlaldCTF 2015 1821.0000 32.850
80 Nut du Hack CTF Quals 2015 700.0003 7328
B4 10E0.0000 B.450
22 2260.0000 10.023
13 18790000 16.026
24 1830.0000 18.018

354 KIM 2015 100.0000 0.135




+

EXPERIENCE SHARING

34



i Focus !

= When you start to CTF, it is best to
focus on one type of problem.

=« E.g. Pwn, Reverse, Web....

= When playing CTF, keep up with 1
problem in the same time

35



i Following New Techniques

= Hackers like new techniques

= CTF organizer often proposes problem
with these new techniques

= Follow up new technique

= Freebuf

= Reddit Hacking, NetSec and
ReverseEngineering Channel

36



i Customize Your CTF Toolset

= Prepare your own environment
« With your favorite tools

= Customize it. Make your operation more
efficient.

= Keep and refine the toolset and program
after every CTF
= Even better to come up with the writeup

37



i Review the Problems

= Review the problem you are unable to
solve during CTF

= Read the writeup

38



i Practice, practice and practice

= EXperience and proficiency play the
important role in CTF

= EXperience make you find the right way
earlier

= Proficiency make you try more
approaches than others

= Practice, practice ,practice , practice .....

39



‘L Enjoy the Game

= Don't panic. Keep calm and carry on.

40
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