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e U.S: Obama is asking Congress for $19 billion (NT6,2611Z) in
cybersecurity funding, a 35 percent increase.

e U.K: ...”The UK will invest £1.9 billion(NT751/Z) over the next five
years in a cybersecurity strategy that will include automatic defences
to protect businesses and citizens..”
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Risk Management
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. An Attempted Login Using a
Suspicious Username was Detected 110,552

Potential Corporate Policy Violation

A Network Trojan was Detected

Misc Activity

Web Application Attack
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« SOC (Security Operational Center)
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Dropbox hack leads to leaking of 68m
user passwords on the internet & oy e
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Data stolen in 2012 breach, containing encrypted passwords and details of
around two-thirds of cloud ﬁrm s customers, has been leaked
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eTough!

Tools eChallenging
Network/ .
Host Artifacts .Annoymg
Domain Names eSimple

efasy

eTrivial

Source: David Bianco, “The Pyramid of Pain,” Enterprise
Detection & Response, January 17, 2014
(detect-respond.blogspot.com/2013/03/the-pyramid-of-
pain.html)
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Actionable

Intelligence Phasel:Deployment
Center

Cvber Phase2:

y Investigation & Correlation
Threat
Intelligence
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Host-centric
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