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Introduction
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Binary Services (PE / ELF)
= PE - Windows
m ELF - Linux

Web Browser

OS Kernel (privilege escalation)
VM (VM escape)
CTF




Binary Exploitation in CTF

Defeat ASLR

Remote Code Execution
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Defeat ASLR

Defeat ASLR I




ASLR

o [EiMLHEC BT IEEE LI
e Linux kernel 2.6.12 (2005, June)




Defeat ASLR
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Control PC




Control PC
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Program Counter
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Remote Code Execution
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DeASLR + Control PC = RCE







RCE =system("sh")




[0 system("sh")

e DeASLR: /%/E system TH/J'T_L:I:JJ:

o {F=Bk: BERI system

e |O 31?%&% "sh"
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execve("/bin/sh", argv, envp)
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execve

int execve(const char *file, char *const argv[], char *const envp[])

o HITHEZRAY syscall
* main(int argc, char **argv, char **envp){}

e execve(file, argv, envp)




Example

#H 1T 1s -1h

int main() {
char *const argv[] = {"1ls", "-1h", NULL};
char *const envp[] = {NULL};
execve("/bin/ls", argv, envp);

}

Demo



argv il envp

o MRIE 4 Z21E NULL 45 ERY array of pointers
m char *s[] = {ptrl, ptr2, ..., NULL}
" execve(file, {NULL}, {NULL})

o /N\R2E(?) - EEZ NULL th R DAIS
m execve(file, NULL, NULL)







argv

o HIITZE
o [RIEEIEAIE > argv=NULL RJSEEJE
e Demo
o IFHE: /bin/sh AEFE
» YV execve("/bin/sh", NULL, NULL)







envp

. BIESY
e environ AJPAENTSE B RIFZTVHVIRIR S EY
= ¥V execve(.., NULL)
= V execve(.., {NULL})
= ¥V execve(.., environ)
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system(cmd)

~ fork() +

execve("/bin/sh", ["sh","-c",cmd], environ)




source code of system

pid =  fork ();

(void) _ execve (SHELL PATH, (char *const *) new argv, _ environ);
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execve("/bin/sh", argv, environ)
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gk argv B¢ *argv = NULL

v execve("/bin/sh", NULL, environ)

Y execve("/bin/sh", {NULL}, environ)
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> strings -tx /1lib/x86_64-11inux-gnu/libc.so.6 | grep /bin/sh
18ac4@ /bin/sh

&"/bin/sh": 0x18ac40







FH objdump ¥J A libc.so.6

M 18ac40




objdump -d libc.so.6|grep 18ac40 -A 7 -B 3

call 35a60 <sigprocmask@@GLIBC_2.2.5>
mov rax,QWORD PTR [rip+0x37b937]

lea rdi, [rip+0x1456b8] # 18ac40
lea rsi, [rsp+0x30]

mov DWORD PTR [rip+0x37dee9],0x0

mov DWORD PTR [rip+0x37dee3],0x0
mov rdx,QWORD PTR [rax]

call cd760 <execve@@GLIBC_2.2.5>
mov edi,Ox7f
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execve("/bin/sh", argv, environ)




35000 <sigprocmask@@GLIBC_2.2.5>
rax,QWORD PTR [rip+@x37b937]

rdi, [rip+0x1456b8] # 18ac40
rsi, [ rsp+0x30]

DWORD PTR [rip+@x37dee9],0x0

DWORD PTR [rip+@x37dee3],0x0
rdx,QWORD PTR [rax]

cd700 <execve@®@GLIBC_2.2.5>
edi,Ox7f

One Gadget: 0x4557a

execve("/bin/sh", rsp+0x30, environ)
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github: david942j/one_gadget

@ GitHub, Inc. [US] | https://github.com/david942j/one_gadget

O Features Business Explore Marketplace Pricing This repository Sign in or Sign up

] david942j | one_gadget ®Watch 10 A Star 171 $Fork 22
<> Code Issues 1 Pull requests 0 Projects 0 Insights ~

A tool for you easy to find the one gadget RCE in libc.s0.6

ctf pwnable pwn glibc one-gadget-rce shell

D 102 commits ¥ 1 branch © 16 releases 22 2 contributors sfs MIT

Branch: master v Find file Clone or download v

david942j bump 1.4.0 Latest commit 9a9d6e2 on 23 Jun

i bin add gem version option 4 months ago
BB examples update README.md 6 months ago
B lib bump 1.4.0 2 months ago
B spec show warning message when BuildID not found 2 months ago
m tasks Refactor/naming (#10) 2 months ago
& .codeclimate.yml Testing on appveyor (#7) 3 months ago
) .gitignore docs 5 months ago

) .rubocop.yml Fix/pltgot (#9) 2 months ago
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execve("/bin/sh", argv, envp)

iNFESR WS




One Gadget R IN{& (4

e arqgv El envp 5% array of pointers
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argv == NULL || *argv == NULL
envp == NULL || *envp == NULL || envp == environ







Symbolic Execution
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Symbolic Execution
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if z <= 10

constraint: 6x-2 <= 10

1f v <= z

constraint: 2x <= 6x-2




input ()
X * 2
y * 3 - 2
if z <= 10 and y <= z
return SUCCESS
else
return FAIL

FERRS : 6x-2 <= 10 && 2x <= 6x-2

0.5 <= x <= 2— SUCCESS

otherwise —» FATL
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Symbolic Execution and One Gadget
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call execve("/bin/sh", argv, envp)
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ubuntu 16.04 32bit BT\ [E,

3ac69: eax,DWORD PTR [esi-0xb8]
3ace6f: esp, 0xc
3ac72: DWORD PTR [esi+0x1620],0x0

3ac7c: DWORD PTR [esi+0x1624],0x0
3ac86: DWORD PTR [eax]

3ac88: eax, [espt0x2c]

3ac8c: eax

3ac8d: eax, [esi-0x567d5]

3ac93: eax

3ac94: 0xb0670 <execve>







1386 HY calling convention

o [FNUpRTLHFHIZELEINTE stack L
e esp ;& stack pointer




call func(A, B, C)

esp (stack HJEH)




ubuntu 16.04 32bit AT\ [E

3ac69: eax,DWORD PTR [esi-0xb8]
3ace6f: esp, 0xc

3ac72: DWORD PTR [esit0x1620],0x0
3ac7c: DWORD PTR [esi+0x1624],0x0
3ac86: DWORD PTR [eax]

3ac88: eax, [esp+0x2c]

3ac8c: eax

3ac8d: eax,[es1i-0x567d5]
3ac93: eax
3ac94: 0xb0670 <execve>




esp = esp + 0xc




push environ

push DWORD PTR [eax]




eax = espt+0x2c

3ac88: lea eax, [espt0x2c]

eax = esp + 0x34




push eax




= &"/bin/sh’

lea eax,[es1i-0x567d5]




push eax




3ac94: call 0xb0670 <execve>

execve("/bin/sh", esp+0x34, environ)
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X *(espt+0x34) == NULL && eax == NULL

vV *(esp+0x34) == NULL && eax == NULL
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X *(espt+0x34) == NULL && eax == NULL

v *(esp+0x34) == NULL
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Demo with a CTF challenge




Conclusion
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