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Security	  Engineer	  at	  the	  MSRC
• Exploiting	  stuff,	  breaking	  things

• Have	  played	  pwn2own	  before,	  now	  

judging	  entries…



https://blogs.technet.microsoft.com/msrc/2017/04/14/protecting-‐customers-‐and-‐evaluating-‐risk/



6	  CVEs,	  5	  Critical

https://technet.microsoft.com/en-‐us/library/security/ms17-‐010.aspx



EternalBlue



EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt

http://blog.trendmicro.com/trendlabs-‐security-‐intelligence/ms17-‐010-‐eternalblue/



EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt

SrvOs2FeaListSizeToNt	  inlined in	  

SrvOs2FeaListToNt

Integer	  truncation	  here



EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt

http://blog.trendmicro.com/trendlabs-‐security-‐intelligence/ms17-‐010-‐eternalblue/



EternalBlue in	  action

EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt



Spraying	  with	  new	  connections	  to	  :445

EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt



EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt

Pool	  before	  and	  after	  the	  overflow

This	  points	  to	  HALSending	  new	  connections	  leads	  
to	  spray	  the	  pool	  with	  MDLs:



Redirecting	  the	  flow	  in	  srvnet!SrvNetCommonReceiveHandler

EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt



https://zerosum0x0.blogspot.co.uk/2017/06/

EternalBlue

CVE-‐2017-‐0144	  – Integer	  overflow	  due	  to	  storing	  a	  Ulong as	  a	  Ushort in	  SrvOs2FeaListSizeToNt

Fix?	  Use	  PTR_DIFF	  instead	  of	  PTR_DIFF_SHORT



EternalChampion



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

https://msdn.microsoft.com/en-‐us/library/ee441928.aspx

Sending	  simple	  transactions



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

https://msdn.microsoft.com/en-‐us/library/ee441928.aspx

But,	  if	  parameters	  or	  data	  don’t	  fit	  in	  the	  first	  

Transaction,	  we	  can	  use	  secondary	  transactions	  

(while	  xCount <	  TotalxCount,	  send…)



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

https://msdn.microsoft.com/en-‐us/library/ee441928.aspx

How	  does	  the	  server	  knows	  when	  to	  

process	  the	  request?	  Can	  we	  race	  it?

What	  happens	  if	  we	  send	  an	  
unexpected	  secondary	  request	  here?



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

SrvSmbTransactionSecondary

Even	  if	  the	  primary	  transaction	  is	  being	  processed,	  

the	  secondary	  transaction	  will	  still	  increment	  

some	  fields,	  like	  Transaction	  -‐>	  DataCount and	  

ParameterCount



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

Exploit	  is	  in	  two	  ways.	  First	  make	  an	  info	  leak	  with	  SrvSmbNtRename

and	  an	  additional	  secondary	  transaction,	  followed	  by	  several	  

transaction	  requests	  to	  spray	  the	  heap:

Smb	  NTRename,	  
totalDataCount	  =	  0x1B8

Transaction	  secondary,
totalDataCount	  =	  0x108

Transaction	  primaries



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests
First	  response	  to	  the	  Smb	  

NtRename

Second	  response	  to	  the	  
secondary	  transaction,	  

this	  time	  leaking	  memory



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

dataDisp	  goes	  out	  of	  
bounds!

By	  spraying	  Transaction	  objects	  it	  becomes	  possible	  to	  have	  

one	  located	  right	  after	  the	  SmbNtRename transaction	  buffer	  

and	  leak	  some	  pointers	  from	  the	  Transaction	  object:



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

• A	  QueryPathInformation packet	  to	  have	  

transaction-‐>InData point	  to	  a	  stack	  

address:

• A	  bunch	  of	  secondary	  transactions	  following	  

to	  reach	  that	  memcpy and	  trigger	  a	  stack	  

corruption	  in	  SrvSmbTransactionSecondary:

Several	  packets	  follow	  next:



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

That	  results	  in	  a	  4-‐byte	  overwrite	  in	  the	  stack:

Leading	  to	  execute	  arbitrary	  code	  from	  a	  Paged	  pool:



EternalChampion

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

Read	  back	  the	  data	  
and	  disclose	  the	  
location	  of	  a	  

controlled	  buffer

Send	  an	  NtRename	  
SMB	  followed	  by	  a	  

secondary	  transaction	  
and	  trigger	  a	  race

Send	  a	  
QueryInformationPacke
t	  followed	  by	  several	  
secondary	  transactions	  

to	  create	  a	  race

Overwrite	  a	  return	  
address	  on	  the	  stack

Execute	  arbitrary	  
code	  in	  a	  PagedPool	  

block

EternalChampion	  
on	  Win7	  32-‐bit

EternalChampion in	  action



EternalRomance – 2	  different	  bugs



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndXand	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

RestartPeekNamedPipe and	  SrvCompleteExecuteTransaction could	  

be	  abused	  together	  to	  return	  uninitialized	  memory	  after	  calling	  

SrvPeekNamedPipe:

dataLength	  was	  not	  
checked	  against	  OutData,	  
thus	  leaking	  memory



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndXand	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

An	  initial	  request	  with	  Max	  Parameter	  Count	  =	  0x5400	  would	  lead	  to	  

allocate	  0x54A8	  in	  the	  PagedPool bytes	  in	  SrvAllocateTransaction…

…which	  would	  lead	  to	  leak	  the	  bytes	  

at	  @buffer	  +	  0x54A8	  in	  the	  response

Amount	  of	  bytes	  in	  the	  pipe



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

[MS-‐SMB].pdf



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

Multiple	  WriteAndX requests	  can	  follow	  to	  fill	  the	  

Transaction	  buffer	  when	  WriteMode is	  in	  RAW_MODE…

…leading	  to	  increment	  InDataand	  

DataCount in	  SrvSmbWriteAndX



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

But	  SrvSmbTransactionSecondary also	  calls	  SrvFindTransaction…

…and	  writes	  data	  to	  transaction-‐>InData:

…leading	  to	  a	  buffer	  overflow	  on	  an	  adjacent	  Transaction	  object



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

How	  to	  build	  an	  arbitrary	  read?



EternalRomance

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0147	  – Info	  disclosure	  in	  SrvPeekNamedPipe

EternalRomance in	  action

Spray	  the	  pool	  with	  
multiple	  Transactions	  

and	  send	  one	  
WriteAndX	  packet

Use	  the	  leak	  in	  
SrvCompleteExecuteT

ransaction	  to	  
fingerprint	  the	  OS

Trigger	  the	  buffer	  
overflow	  to	  corrupt	  a	  

transaction

Overwrite	  fields	  in	  the	  
transaction	  and	  read	  
back	  the	  data	  to	  leak	  

information

EternalRomance	  
on	  Win7	  32-‐bit

Overwrite	  the	  
TRANS2_SESSION_SET
UP	  subcommand	  with	  

a	  pointer	  to	  
controlled	  data

Execute	  arbitrary	  
code	  by	  sending	  a	  

TRANS2_SESSION_SET
UP	  subcommand



EternalSynergy

=	  [EternalChampion +	  EternalRomance]



EternalSynergy

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndXand	  Transaction	  requests

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

Race	  condition	  to	  leak	  a	  transaction	  object
Same	  exploit	  in	  EternalChampion



EternalSynergy

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

Several	  Transactions	  exchanged
Same	  exploit	  in	  EternalRomance

The	  main	  difference	  is	  the	  choice	  of	  an	  RWX	  section	  in	  NT	  to	  write	  the	  payload...



EternalSynergy

CVE-‐2017-‐0143	  – Type	  confusion	  between	  WriteAndX and	  Transaction	  requests

CVE-‐2017-‐0146	  – Race	  condition	  with	  Transaction	  requests

EternalSynergy in	  action

Spray	  the	  pool	  with	  
multiple	  Transactions	  

and	  send	  one	  
WriteAndX	  packet

Trigger	  the	  buffer	  
overflow	  to	  corrupt	  a	  

transaction

Overwrite	  fields	  in	  the	  
transaction	  and	  read	  
back	  the	  data	  to	  leak	  

information

EternalSynergy	  
on	  Win8	  64-‐bit

Overwrite	  the	  
TRANS2_SESSION_SETUP	  

subcommand	  with	  a	  pointer	  
to	  RWX	  data	  in	  NT

Execute	  arbitrary	  code	  by	  
sending	  a	  

TRANS2_SESSION_SETUP	  
subcommand

Read	  back	  the	  data	  
and	  disclose	  a	  

Transaction	  object

Send	  an	  NtRename	  
SMB	  followed	  by	  a	  

secondary	  transaction	  
and	  trigger	  a	  race



None	  of	  these	  worked	  on	  Windows	  10…



Mitigations	  blocking	  these	  exploits

• Null	  sessions	  have	  disappeared	  by	  default	  since	  Windows	  8

• Full	  ASLR,	  the	  HAL	  heap	  region	  is	  now	  randomized	  starting	  from	  RS2	  

• Kernel	  NX	  since	  Windows	  8,	  making	  the	  HAL	  heap	  region	  and	  the	  non	  paged	  pool	  

allocations	  used	  in	  srv.sys	  non	  executable

• Kernel	  CFG	  (kCFG)	  with	  HVCI	  enabled	  since	  RS2	  prevents	  indirect	  calls	  to	  hijack	  the	  flow

• RWX	  areas	  in	  ntoskrnl have	  now	  disappeared

• Windows	  10	  RS3	  (Fall	  Creators	  Update)	  and	  Windows	  Server	  2016	  

RS3	  have	  SMB1	  uninstalled	  by	  default	  under	  most	  circumstances



And	  what	  else?



Pool	  overflow	  in	  SrvSmbCreateWithExtraOptions

Extended	  Requests	  in	  SrvSmbCreateWithExtraOptionswere	  not	  properly	  checked	  

leading	  to	  pool	  overflow



Pool	  overflow	  in	  SrvCompleteExecuteTransaction

Confusion	  due	  to	  using	  SetupCount at	  one	  point,	  and	  MaxSetupCount at	  another,	  leading	  to	  pool	  overflow



OOB	  Write	  in	  RestartWriteNamedPipe

RestartWriteNamedPipewas	  not	  checking	  whether	  there	  was	  

enough	  space	  in	  OutParameters to	  write	  iosb-‐>Information



Abusing	  SrvSmbNtRename

SrvSmbNtRenamewas	  a	  noop,	  making	  exploits	  easier	  (especially	  combined	  

with	  the	  next	  issue).	  It	  now	  returns	  an	  error.



Uninitialized	  memory	  in	  SrvSmbTransactionSecondary

Abusing	  dataDisplacement in	  SrvSmbTransactionSecondary or	  SrvSmbNtTransactionSecondary could	  

lead	  to	  create	  a	  Transaction	  with	  dataCount =	  TotalDataCount but	  leaving	  the	  buffer	  uninitialized



Uninitialized	  memory	  in	  SrvSnapEnumerateSnapShots

SrvSnapEnumerateSnapShotswas	  leaking	  bytes	  when	  SnapShotCount =	  0



Uninitialized	  memory	  in	  ProcessOs2Ioctl

ProcessOs2Ioctl	  was	  leaking	  bytes	  when	  ansiShare.length <	  LM20_NNLEN



Return	  values	  not	  correctly	  initialized	  in	  SrvSmbQuerySecurityDescriptor

SrvSmbQuerySecurityDescriptorwas	  not	  resetting	  some	  fields	  before	  returning



Return	  values	  not	  correctly	  initialized	  in	  RestartNtIoctl

RestartNtIoctlwas	  not	  resetting	  some	  fields	  before	  returning



Return	  values	  not	  correctly	  initialized	  in	  RestartCallNamedPipe

RestartCallNamedPipe



Is	  that	  all?



Enjoyed	  the	  talk?	  Join	  us!

THANKS!


