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About Me

● LionBug

● Co-founder of UCCU

● Know a little

● Web Security

● Work at White Hat Rhino
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IP Camera
http://www.insecam.org

http://www.insecam.org


前情提要
從前從前 ...



WT...



⾦金金雞專案
不只防毒，還可以防駭



Samsung S7



Samsung S7





Cam
logo??



Cam
logo??



P2PWIFICam
原來來是⾼高科技啊



Other Cam



Other Cam



My Cam
板⼦子呢？？？？？



My Cam



IoT 就像⼀一台 Server



Nmap



Nmap

● 23 Telnet (can't login)

● 81 GoAhead

● 9600 ?????

● 10080  ?????

● 10554  rtsp (without authentication)



GoAhead



Burpsuite
get_status.cgi



get_status.cgi



Google
Foscam



Not Found



Foscam SDK



CVE



打不動RRR
2.52.2.37

E10.56.1.16.34C



Camera GoAhead 0day
https://pierrekim.github.io/blog/2017-03-08-camera-

goahead-0day.html



連線⽅方式 (⼀一)

Port Forwarding
UPnP



連線⽅方式 (⼆二)



連線⽅方式 (三)

STUN
UDP 打洞洞



P2PWIFICam

serial number

Hello,I'm on line! 



⼼心跳包



IP:Port



P2PWIFICam

Cam's serial number

IP:Port



Botnet?
CVE-2017-8221



CVE-2017-8225
https://pierrekim.github.io/blog/2017-03-08-camera-

goahead-0day.html



Username & Password



Command Injection



RCE



Shodan.io
not only 102,603



P2PWIFICam

I have "serial number"

IP:Port



SPCN-X-JTXTC



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



go.ohaha.net ??



go.ohaha.net ??



Camera not useful
i want control your life



這⾴頁簡報被怪獸給吃了了



Feature

● 功率

● 電流

● 遠端控制

● 訊息通知

● 定時



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



分析⼿手法

● 逆向Firmware (X)

● 封包分析

● 逆向APP

● Web ... ?



Fun with SOHO Router 101
Jhe @ HITCON CMT 2016



分析⼿手法

● 逆向Firmware (X)

● 封包分析

● 逆向APP

● Web ... ?



封包分析

● ⼿手機 (初始化階段) <=> 裝置

● 裝置 <=> 伺服器

● ⼿手機 <=> 伺服器



這⾴頁簡報被怪獸給吃了了



Configure
gainspan ???



Problem?



MITM

Hacker
ServerServer



GainSpan



How to Hack WiFi Password from 
Smart Doorbells

http://thehackernews.com/2016/01/doorbell-hacking-
wifi-pasword.html



Intranet



/gainspan/system/config/network



/smartplug.html
POWERTECH



API
● /gainspan/system/sslcertupload
● /gainspan/system/fwuploc
● /gainspan/system/config/network
● /gainspan/system/config/httpd
● /gainspan/system/config/id
● /gainspan/system/config/otafu
● /gainspan/system/prov/ap_list
● /gainspan/system/prov/scan_params
● /gainspan/system/prov/wps
● /gainspan/system/fsupload
● /gainspan/system/firmware/version
● /gainspan/system/api/version



封包分析

● ⼿手機 (初始化階段) <=> 裝置

● 裝置 <=> 伺服器

● ⼿手機 <=> 伺服器



Sniffing

Here



Nope ...
Where is SSL?



Following TCP streams



*1;P15;Num;Sn1;Sn2;
1_11562,2_0,5_0,7_0,8_-10,12_1;Time;

Send



*2;P15;Num;0;
Rev



em ...
Bad Server



封包分析

● ⼿手機 (初始化階段) <=> 裝置

● 裝置 <=> 伺服器

● ⼿手機 <=> 伺服器



Burpsuite Proxy



分析⼿手法

● 逆向Firmware (X)

● 封包分析

● 逆向APP

● Web ... ?



WTF
apktool + dex2jar + jd-gui



api



Request

HashToken, ...



Find Encryption
java.security



這⾴頁簡報被怪獸給吃了了



hashtoken
MD5((phone + salt1) xor salt2)



Leak Picture
AWS



這⾴頁簡報被怪獸給吃了了



常⾒見見分析⼿手法

● 封包分析

● 逆向APP

● 逆向Firmware

● Web ... ?



getplugauth
Request



getplugauth
Response



em ...



Try Sql injection



Try Sql injection



Doesn't work



hashtoken
MD5((phone + SQL + salt1) xor salt2)



Try Sql injection



Try Sql injection



Try Sql injection



Good Good Der
I can search and control everything.



Door open
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Not at Home



em ...



IPCam



More IoT ...



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



Unrestricted File Upload



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



這⾴頁簡報被怪獸給吃了了



Be a good boy



Q & A
fb.com/lionbuger



UCCU Hacker
fb.com/UCCU.Hacker


