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Agenda

> KRACK — Key Reinstallation Attacks

— Serious weaknesses in WPA2, a protocol that
secures all modern protected Wi-Fi networks

> ROCA — Return of Coppersmith’s Attack

— A vulnerability in the implementation of
key pair generation in a cryptographic li
used in a wide range of cryptographic c
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KRACK
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14 Years of WPA/\WPAZ2

>1997 WEP (completely-broken)
> 2003: WPA

> 2004: WPA2

» Many attacks against Wi-Fi, but

> Handshake & encryption remain “secure”
— Until 2017
— KRACK discovered by Mathy Vanhoef
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41 percent of Android phones are
vulnerable to 'devastating' Wi-Fi
attack

Every Wi-Fi device affected by some variant of attack

by Tom Warren | @tomwarren | Oct 16, 2017, 5:54am EDT
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10 CVE IDs for KRACKS

> Targeting different aspects of WPA/WPA?2
— CVE-2017-130{77,78,79,80,81}
— CVE-2017-130{82,84,86,87,88}
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10 CVE IDs for KRACKS

> Targeting different aspects of WPA/WPA?2
— CVE-2017-130{77/,78,79,80,81}
— CVE-2017-130{82,84,86,87,88}

> Let's see how to KRACK the 4-way
handshake
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Before the 4-way Handshake

> A client and an AP need to setup a
shared secret master key MK
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“Personal’” Network

=
MK = Password

MK = Password f

MK = Password

MK = Password
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“Enterprise” Network

802.1X
Certificate - = PEAl
Username
i e
MK1 MK3 MK2 MK4 MK5
» / \
MK 2 MK5

1 U0 i
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The 4-way Handshake

» Based on a shared MK between an AP
and a client...

> Mutual authentication

» Negotiate a fresh temporal key TK
— for actual encryption
— can be refreshed
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Client

setup MK

compute TK

Install TK
reset PN

12

Msgl (ANonce)

Msg2 (CNonce, ...

Msg3 (...)

Msg4

N
N

—

>
Y,

setup MK

compute TK

install TK
reset PN
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WPA?2 Wi-Fi Encryption

> 3 parameters are installed on both ends
— the temporal key TK
—the RxPN (replay counter)
—the TXPN (encryption nonce)

» Using CCM or GCM with AES-128
— TK Is the encryption key
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Client

setup MK

compute TK

Install TK
reset PN
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>
5

Msgl (ANonce)
—

Msg2 (CNonce, ...

Msg3 (...)

Msg4 (...)

encrypted packets

setup MK

compute TK

install TK
reset PN
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>
5

Client

Msg3 (...)

Install TK
reset PN

encrypted packets

—_——
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> Undert
> If encry

Key Reinstallation

ne same secret key...

— packets can be decrypted
— packets can be spoofed (for GCM)

> If replay counter (RxPN) gets reset:
— packets can be replayed
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ption nonce (TxXPN) gets reset:

2017/12/07



Client (victim) AP
| Msg3 (...) I
-
. I 1)
Install TK I I
— | |
I I timeout
| enc. packets : for Msg4
E—— |
: Msg3 (...) :
| g3 (... )
reinstall TK : :
reset PN I Msg4 I
| I
I I
I enc. packets :
EEEEE— |
I I
I I
I I
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Reinstall an All-Zero Key

> A serious bug found Iin wpa_supplicant
> Android 6.0+ and Linux
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Man-in-the-Middle

21:D8:29:06:B7:58 5B:16:E3:54:71:A6

Channel 2 Channel 1
—
/ L
5B:16:E3:54:71:A6 21:D8:29:06:B7:58
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Many Networks are “Unaffected” by KRACK

=
MK = Password

MK = Password

_

MK = Password

MK = Password
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- & Google X ‘ -

C ‘ @ Secure  https://www.google.com

N

Properly configured
HTTPS, TLS, VPN...
are unaffected too
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KRACK the WI-FI Fast Roaming

> Enterprise networks with multiple APs
— clients are moving

> FT (Fast Transition) handshake

= =

e
N
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KRACK the WI-FI Fast Roaming

> Enterprise networks with multiple APs
— clients are moving

> FT (Fast Transition) handshake
— similar reinstallation issue on the AP side

— no replay counter at all
— more exploitable!!!
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No MitM Needed to KRACK FT

replay
handshake
messages
_—
L
5B:16:E3:54:71:A6 21:D8:29:06:B7:58

24 HITCON PACIFIC 2017/12/07



25

The Root Cause of KRACK

> The IEEE 802.11 standards didn’t specify
the precise behaviors

> Previous formal analyses didn't model
"key installation”

— 4-way handshake proven secure
— CCM/GCM encryption proven secure
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Fix the KRACK Vulnerabilities

> Both clients and APs need patches
— Android 6.0+ and Linux devices!
— APs in enterprise networks!

» Don’t do the harmful key reinstallation
> Mitigate at the other end
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Lessons Learned (1/2)

» Good spec & correct code
> Abstract model vs. reality
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Lessons Learned (2/2)

> What if some part of your infrastructure Is
compromised?

— control the threats

> Encrypt everything properly in transit

— don’t assume enough (if any) security from
(wireless) LAN

—HTTPS, TLS, VPN
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ROCA
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Crypto Flaws on Chips

> EasyCard (ig+) [/ Mifare Classic, NXP, 2008
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EasyCard / Mifare — NXP

> The "Mifare Classic" RFID chip is used in hundreds of
transport systems — London, Boston, Los Angeles,
Amsterdam, Taipei, Shanghali, Rio de Janeiro — and as
an access pass in thousands of companies, schools,
hospitals, and government buildings all over the world

> The group that broke Mifare Classic is from
Radboud University Nijmegen in the Netherlands

> The security of Mifare Classic is terrible —
kindergarten cryptography

Source: Schneier on Security
https://www.schneier.com/blog/archives/2008/08/hacking mifare.html
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EasyCard / Mifare — NXP

> NXP called disclosure of the attack “irresponsible”,
warned that it will cause “immense damages”

> The Dutch court would have none of it: “Damage
to NXP is not the result of the publication of the
article but of the production and sale of a chip that
appears to have shortcomings”

> NXP Semiconductors lost the court battle to
prevent the researchers from publishing

Source: Schneier on Security
https://www.schneier.com/blog/archives/2008/08/hacking mifare.html
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EasyCard / Mifare — NXP

iThome arafdl  Fflf  HRE  BigData Cloud DevOps E% Video &I

https://www.ithome.com.tw/node/63075

SXEBHIIR T RIRRESSE £

Mifaref @k R L E BRI K - BRIE RSN - hBRR REXBER R ©R-FEHAWeb ATMER G HRIES
KRR - EEERKioski%=ER 0] EBPDFRE A

X/ &EZ | 2010-09-01 8% EEXER) zamAiThometiim MEXIES) o
B
@ SiERAERF  REFELZERNZEHBEES
C(OJ N O FEATMEEBIEHFAAEEE - FiIEL2 MR
EARLY BIRD PASS @ ZEFFAPDFRE AR EEKioski¥=

BSR% PRI RS

RIE#E - 11.24

I

CYBER FORCE AWAKENS

EARRENE AESEHEER (HIT 2010 ) © - BESZRE
> SIRENEA NXPATIE HEMifare ENERNZ 2 AR -


https://www.ithome.com.tw/node/63075

EasyCard / Mifare — NXP
£ \h B 4%

Liberty Times Net BI#Ey WMAREY 5 G%E K= e B85 3C F@m Il B

B2 HI2EERI5E

2013-03-02 http://news.ltn.com.tw/news/society/paper/658204

(cB=UH - RE2E / GI6HE) R " AalRE®RKE , WEILRERE T - srFBIGH
REZBERRERERE - MU SRR BRI MIEER - EEEFZEFAIM2E -
EMSE - BEKERAS10087 - WEiRF e EN#EE - REH240/N\BHNEKRENASI

0000

KR QS ABERRRESEN - HFEMREEEH 2N - UEPRKERRFIFE 05k - Bl
KRR - FEMBRAARE - 2USHX -

HRER - AEGRIELZBBERRR (235 ) AUFSH[ - AR FMBENE - BERR
FEARE - 3R RFEESRRZNH0007T (f#ELR) -


http://news.ltn.com.tw/news/society/paper/658204

35

Crypto Flaws on Chips

> Citizen Certificate (5 # + &%), Renesas, 2013
— “Coppersmith in The Wild”
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Citizen Certificate — Renesas

> The Renesas HD65145C1 chip is a "High-Security
16-bit Smart Card Microcontroller" used in many
high-security applications, including banking

> This chip received a certificate, that certifies the chip

was conformant with Protection Profile BSI-PP-0002-
2001 at Common Criteria assurance level EAL4+

> HD65145C1 was used in the Chunghwa Telecom
HICOS PKI Smart Card, which received FIPS 140-2
Validation Certificate at Level 2 from NIST, USA

Source: Coppersmith in the wild
https://smartfacts.cr.yp.to/index.html
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Citizen Certificate — Renesas

» 103 Citizen Certificate using Renesas HD65145C1 chip
were broken by computing GCD of RSA public moduli

— Some RSAmoduli N, =pxqg and N, =pxr
— GCD(Ny, N,) = p, thus both N, and N,, are factored

» Most frequent primes found
— 0xc00000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000002f9

— 0xc92424922492924992494924492424922492924992494924492424922492924
992494924492424922492924992494924492424922492924992494924492424e5

— Oxf6dbdb6ddb6d6db66db6b6dbb6dbdb6ddb6d6db66db6b6dbb6dbdb6ddb6dedb
66db6b6dbb6dbdb6ddb6d6db66db6b6dbb6dbdb6ddb6d6db66db6b6dbb6dbdbcel

Source: Coppersmith in the wild
https://smartfacts.cr.yp.to/index.html
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https://smartfacts.cr.yp.to/smartfacts-20130916.pdf



https://smartfacts.cr.yp.to/smartfacts-20130916.pdf

Citizen Certificate — Renesas
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Lattice

L={auy +a,uy|ay,a, EZ}
={avqs +a,vy | aq,a, EZ}is a 2-dim lattice

{uq,uy}: good basis
{v1,v2}: bad basis

SVP (Shortest Vector . u, o |
Problem) is hard if the '
dimension is high B U

o -

Image courtesy:
https://en.wikipedia.org/wiki/Lattice reduction HITCON PACIFIC 2017/12/07



https://en.wikipedia.org/wiki/Lattice_reduction

Coppersmith’s Attack

> RSAmodulus N=pgqg

> If p=ax+b where a, b are known, and
X 1s small enough, then x can be found
by Don Coppersmith’s algorithm

» Generate a lattice by known information
(N, a, b), then solve SVP on the lattice
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Crypto Flaws on Chips

> Devices around the world, Infineon, 2017
— “Return of Coppersmith’s Attack (ROCA)”
— CVE-2017-15361

HITCON PACIFIC
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ROCA

> ROCA — Return of Coppersmith’s Attack

» The vulnerability was discovered by Slovak
and Czech security researchers from the
Centre for Research on Cryptography and
Security at Masaryk University, Czech
Republic; Enigma Bridge Ltd, Cambridge, UK;
and Ca' Foscari University of Venice, Italy

HITCON PACIFIC
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Prime Generation

> Textbook prime generation for RSA-1024
— Choose a 512-bit random odd integer

510 rando'm bits
— Test divisibility for small primes: 3, 5, 7, 11, ...
— Run the Miller-Rabin test enough times

* Reference Standard: FIPS 186-4
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Library: OpenSSL 1.0.2g
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* Pags=11111111
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v Que=11111111
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Earlier Work

Library: Microsoft CryptoAPI
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Earlier Work

Card: Infineon JTOP 80K
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Motivation

> Distribution of RSA keys modulo small primes

Probability

Random primes

0.10 -
Modulo
0.09 - 11
13
0.08 - 17
19
0.07 -
0.06 -
5 10 15

Remainder

Probability

Infineon
0.5 4
Modulo
0.4 4 11
0.3 13
' 17
0.2 4 19
0.1 4
OO = K @ 1: & 8@ : :
5 10 15
Remainder

https://crocs.fi.muni.cz/ media/public/papers/ccs-nemec-handout.pdf
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Black-Box Attack

> The researchers had access neither to the
library’s source code nor to the object code
— Stored only in the secure on-chip memory and not extractable
> The whole analysis was performed solely using
RSA keys generated and exported from the
Infineon’s cards and tokens

> Not based on any weakness in an RNG or any
additional side-channel information

https://crocs.fi.muni.cz/ media/public/papers/nemec roca ccsl7 preprint.pdf
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Infineon’s Primes

> 512-bit primes (RSA-1024) are generated by
p=kXxM+ (65537 mod M)

e M =2x%x3X5x--%x349 x 353 is fixed
— 475 bits, the product of the first 71 primes

* kis a 37-bit random integer

* ais a 135-bit random integer

— The order of the cyclic subgroup (65537) in
the multiplicative group 7Z,, has 135 bits

* Entropy: 37 + 135 = 172 bits

HITCON PACIFIC
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Why the Formula?

p=kXxXM+ (65537% mod M)
= kM + 65537% — uM for some u € Z

> Infineon’s prime generation is much faster than
the textbook method
— For small prime r < 353, r|M, r 165537 =>r tp
— All trial divisions of p by small primes can be skipped

— Before any primality test, the probability that the
candidate p Is a prime has been much larger already
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Fingerprint

N = (k x M + (65537% mod M)) x (I x M + (65537 mod M))

T Y

p q
- (k x I x M + 1 % (65537% mod M) + k x (65537% mod M)) x M
+ (65537% mod M) (65537 mod M)

= 65537%*? = 65537¢ (mod M)

> RSA modulus N is generated by Infineon’s chip
If and only If (almost) ¢ = loggcz37 N mod M exists!
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Discrete Logarithm

» How hard is solving N = 65537¢ (mod M)?
— 135-bit group order, |{(65537)], is huge
— However

e [(65537)| divides |Z),| by Lagrange Theorem

 |Zy| = (M) = [ n(t — 1) is a product of small
primes, where ¢ is the Euler ¢ function

« Hence solving N = 65537¢ (mod M) by Pohlig-
Hellman algorithm (divide and conquer) IS pretty easy
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Nalve Factoring

N =pxq=(kxM+ (65537 mod M)) x (I x M + (65537” mod M))
= 65537%t? = 65537¢ (mod M)

> Once c Is found, try all possible a (hence
respective b is determined), and solve for k by
Coppersmith’s algorithm, then p is obtained

» However, it falls since there are too many
possibilities (= 213°) for a

» Solution: Try smaller M'|M and keep primes of
the same form
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Practical Factoring

N =pxq=(kxM + (65537 mod M')) x (I'x M’ + (65537 mod M"))
= 65537% 0" = 65537¢ (mod M")
» M' has 286 bits with M'|M
> The cyclic subgroup (65537) in Z,,, has 31-bit
order (possibilities of a’), which is small enough

» Find ¢’, try all possible a’ (so respective b’ is
determined), and solve for k' (226 bits) by
Coppersmith’s algorithm, then p Is obtained

HITCON PACIFIC 2017/12/07
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RSA 1024 & 2048

> 97.1 CPU days to factor an RSA-1024
modulus produced by Infineon chips

— Parallelization is straightforward

— Less than 1 day if parallelized with 100 cores

» 140.8 CPU years to factor an RSA-2048
modulus produced by Infineon chips
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Impacts

At least tens of millions devices around the world are affected

Identity documents Trusted Platform Modules
(elD, eHealth cards) (Data encryption, Platform integrity)

Q=

Secure browsing
(TLS/HTTPS*)

T
Bl w

Software signing

RSA Library

|

Affected chip

Authentication tokens Programmable smartcards
Message protection

- (S-MIME/PGP) ava
Q, |: A e —

* only a small number of vulnerable keys found
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Morals

> Taking shortcut to enhance efficiency
— might compromise security
— hence very dangerous
> Secret crypto design
— delays the discovery of flaws
— hence impacts are increased
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